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Abstract

E-health includes a wide variety of health and
clinical activities that have traditionally character-
ized tele-health, tele-medicine, and public health ap-
plications which are mainly delivered through the
Internet. Even though, evaluation of e-Health has
been somewhat disillusioning and not yet evaluated
on a large scale. Therefore an assessment required to
evaluate all aspects of performance that are impor-
tant and significant for health care through standard-
ized process, tools, and credited key performance
indicators (KPIs). The objectives of the current
study are to search for the principle elements of E-
health and to develop a criteria for developing KPIs
that could be used in their assessment and to draw
a roadmap incorporating KPIs with the E- health
framework (pillars) on quality dimension bases. Re-
view of literatures was conducted for studies pub-
lished from 1990 to 2009. Search was run for qual-
ity management systems and barriers for E-health
success. Criteria of developing KPIs was carried out
to fulfill the principles of specificity, measurability,
achievability and to be realistic. Fundamentals that
were considered in designing included looking for-
ward direction, the level of performance, and the
element to be evaluated as well as the concept of ac-
countability. Additionally, the KPIs were designed
to be generic allowing future customization to suit
diverse health care sectors. Reviewing of literatures
revealed variable organizational factors with key
barriers to E-health long-term success. Accordingly,
there was judgment of four E-health pillars to be as-
sessed including infrastructure, data & knowledge,
standards & policy and people. A roadmap was il-
lustrated integrating these five pillars with KPIs. E-
health constitutes four main pillars that should be
assessed KPIs to ensure the quality of performance.
Furthermore, electronic audit is an important part
in performance assessment facilitating comparison
and sharing data.
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Introduction

E-Health is defined as all forms of electronic
healthcare delivered over the internet, ranging
from informational, educational and commercial
“products” to direct services offered by profes-
sionals, non-professionals, businesses or consum-
ers themselves. Further includes a wide range of
health and clinical activities that are computer
(electronic) based, and/or delivered through local
networks or the Internet [1-5]. It is a conceptual
term for an emerging field in the intersection of
health informatics, public health referring to health
services on one hand and information delivered or
enhanced through communication technologies
and computer networks on the other hand [6]. In
addition, the quality of health information on the
internet became a subject of interest to healthcare
professionals, information specialists, and differ-
ent consumers of health care [7-14]. E-health at-
tracts a growing interest that highlights an appar-
ent need of an appropriate regulatory framework.
A set of organizing principles, systems, standards,
procedures, and policies which is needed to allow
care givers, professionals, and healthcare organi-
zations to concentrate on their efforts of delivering
healthcare services [15-17].

The report of Institute of Medicine (IOM) in-
dicated the necessity of information technology
applications to improve both quality and safety
in healthcare delivery. E-health has the potential
to improve the access of care and access to edu-
cational opportunities for health professionals,
and in remote areas it could reduce professional
isolation and thus help in the recruitment as well
as retention of health professionals[18, 19]. Fur-
thermore, E-health should convey access to com-
prehensive health information instantly for patient
care when and where needed, including both elec-
tronic medical records (EMR) and decision sup-
port knowledge based on the latest scientific find-
ings and procedures [20]. Implementing home E-
health systems and services are revealed as one of
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the most important challenges to promote quality
of life related to health in the information society
and aging society [21-25].

In a political context of health expense reduction,
enormous expectations for E-health services were
evolved. The online accessible at the point of care
will allow various clinical and health professionals
to judge more effectively for the wellbeing of pa-
tients [26-27]. Moreover, the challenges for the 21%
century were and will be to create meaningful, accu-
rate E-health strategics, applications, and websites
for communication interventions that successfully
change behavior and improve health with a pivotal
movement toward consumer education empower-
ment [28-30]. The growth of collaborative, and multi
organizational medical research in recent years have
extensive and remarkable innovations in E-health;
on the other hand it presents new communication
and quality challenges [31,32]. Increasing demands
for large-scale comparative analysis of E-health
studies has led to a similar demand for consistently
of data that was speculated to be solved through de-
veloping standardized coding system [33, 34].

Although, E-health is exciting and shows po-
tential, however, it presents new challenges,
particularly in regard to acceptable and imple-
mentable standards, choice of technologies, over-
coming traditional jurisdictional boundaries, ini-
tial investment as well as data ownership, privacy
and confidentiality [35-40]. E-health performance
measurement 1s playing an greater role in health
care systems around the globe and in turn many
countries are designing and implementing differ-
ent aspects of measurement systems to achieve a
range of objectives at organizational and national
levels [41-48]; nevertheless, it is not applied on
a large scale for E-health issues. Pay attention
for performance initiatives is supposed to foster
and reward improvement in health care delivery
in general and help to address areas that require
further attention in order to undertake a successful
E-health scheme [49-54]. Additionally, auditing
framework is an important element to assess per-
formance, and improve quality of care [55]; where
there is a strong argument that interventions deliv-
ered online and on distant should also be evaluat-
ed online to maximize the trial’s external validity
[56]. Therefore the objectives of the current study
are to review the literature for the principle pil-

lars of E-health and to develop a criteria for KPIs
that could be used in E-health assessment and to
draw a framework that incorporate KPIs with the
E- health pillars on quality dimension bases.

Methods

Data Collection

A computerized search was performed in the
Google Scholar database from 1999 to 2009. The
search was performed in English with the follow-
ing keywords: E-health quality management, E-
health delivery, reliability and challenges and in
turn exploration for the main pillars of E-health
that need assessment was carried out. The search
was limited to E-health subject only. Nearly 130
manuscripts were reviewed, of which 85 are ref-
erenced in this paper. The study received approval
from the Medical Informatics, College of Medi-
cine, King Saud University.

Designing of KPIs and suggestion of dimen-

sions of quality:

Developing of KPIs was carried out to fulfill
the five criteria of SMART; i.e. specificity, mea-
surability, achievability as well as to be realis-
tic and monitoring progression of improvement
along a definite time. Additionally, these KPIs
were proposed to be inclusive allowing their cus-
tomization to different health care sectors. Fur-
thermore; through several discussions; a number
of fundamentals were considered as dimensions of
quality of different levels of performance that vary
according to the target element to be evaluated.

Results

Reviewing of literatures revealed that there are
variable organizational factors with key barriers to
long-term success including lack of infrastructure to
support electronic data capture, lack of prerequisite
skills, not having defined policies and procedures,
lack of a single clearinghouse for uniform data defi-
nitions and fragmented rather than integrated data
systems with lack of training and support.

Analysis of the collected data led to the esti-
mation of four pillars constituting the E-health
including infrastructure, data & knowledge, stan-
dards & policy and people ( figure.1).



technics technologies education management

— Infrastructure

— Dataand Knowledge

E-health

4 Standards and Policies

EMR: Electronic Medical Records; CPOE: Computerized Patient Order Entry; EBM: Evidence Based Medicine; HIS: Hospital
Information Svstems: LPR: Laboratorv Patient Records

Figure 1. A diagram illustrating the E-health
pillars with their components

Suggested Key Performance Indicators

a. Infrastructure

At present c-health is a broad classification
with various activity related to the use of many
e-technologies and infrastructure such as internet
for facilitating healthcare practice. Infrastructure
within the e-health is an organizational structure or
framework which internally supported by different
substructure in exchanging medical information.
The mnternet (world wide web) one of the key com-
ponent of infrastructure; is a powerful new com-
munication available to people over the globe an
unprecedented scale. It is believed that about 800
million publicly available page, out of its 3% are
health related websites and further reported that 30
to 50% of users search for health related informa-
tion [57,58]. The service of internet can be access
through modems connected to the system with dif-
ferent tele communication capacity. For example
Care Coordination/Home Telehealth (CCTH) was
implemented by Veterans Health Administration
(VHA) as home tele health program relating to the
veterans suffering with chronic conditions in their
homes. This E-health infrastructure coordinates
through Health Information Technology (HIT) that
supports clinical risk management, ongoing pro-
gramme development, equipment contracting and
analysis the outcomes. It operates through internet
home telehealth programme which is one of the
major component within the framework of infra-
structure. In addition it enables fully protection and
secure patient as well as organizational information
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[20].The sub structure of the e-health comprises of
different software’s including workstations that al-
lows for significant interactivity with the user and
provides ¢ health learning. Sometimes it is difficult
for patients and professional to judge the quality of
information. Therefore it is essential to ensure that
the information provided is accurate and validated
up-to-date. To avoid wrongful information and pro-
vide quality information different tools have imple-
mented such as the American Medical Association
and British Health Care Internet Association.
Information Communication Technology (ICT)
infrastructure was proposed to initiate e-health
communication such as phone lines, fiber trucks,
cables, ISDN, DSL and high speed services used by
various organization. Further infrastructure should
include telecommunication, access to computer
and various internet service providers. The dras-
tic improvement of the internet and the extremely
important of e-commerce, telecommunication is
emerging as vital infrastructure for e-health access
[44]. The service of the internet within the E-health
showed advantageous such as access to medical in-
formation via the internet has the potential to speed
the transformation of the patient physicians rela-
tionship and further allowed physicians to quickly
access medical information in unprecedented scale.

b. Data & Knowledge

The Institute of Medicine (IOM) has empha-
size the use of information technology in health
care for major improvements in the quality of care.
This information technology led to an increased
interest in various applications such as electronic
medical records (EMR), including computer-
based physician, or provider, order entry (CPOE)
and clinical decision support systems (CDSS)
[59]. Electronic applications such as e-medicine,
e-commerce, e-education, can be thought of as
backed up by three support categories: (a) People,
including practitioners, customers and participat-
ing organizations, (b) Public policy such as legal
issues, standards and regulations and (c) Use and
distribution including management and logistics.
The infrastructure of these support groups can be
divided into a general part, which deals with in-
formation distribution and the underlying network
framework, and a second part, which deals with
the knowledge infrastructure [60].
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The knowledge repositories come in a great va-
riety of shapes and packages, since the actual in-
formation is stored not only as traditional database
records, but also as images, plain text, semi- struc-
tured or partially structured data. The source of this
information can be as widespread as the web itself.
More specifically, Internet based medical applica-
tions include electronic patient records, databases
of clinical practice and literature, health portals,
distance-learning type applications, decision-mak-
ing tools for diagnosis and optimal treatment selec-
tion. Patients’ Internet support groups and educa-
tion packages revolutionize the traditional patient
support, while terms such as tele-medicine and tele-
consulting find their way into our everyday lives.
All of the above applications rely on the fact that it
is easier and cheaper to move data than people and/
or other resources [60].

Information technologies (IT) such as patients
electronic health records, e-prescribing, decision
support systems, electronic management of chron-
ic disease, and bar coding of drugs and biological
products have been shown to reduce health care
costs and medical errors. Study shows that two-
thirds of the physicians surveyed cited the lack of
a strategic plan for implementing applications and
difficulty in recruiting experienced IT personnel
as major barriers in e-health, while over one-half
cited lack of sufficient knowledge of IT as a bar-
rier to implementation of e-health. Also, lack of
the ability to exchange clinical data with labora-
tories and hospitals is a major barrier for smaller
physician practices [39].

Person can obtain information, and even health
care itself, from a variety of places that are distant
from each other and from the person. People seck
health care information from numerous sources.
Innovative computer technologies are needed to
support the diversity of information that is sought.
The technologies should be available in the places
where information is sought, and they should sup-
port communication processes that a person may
use to interact with the health care system to foster
a healthy life. In line with what consumers want
and need, information technology tools should
provide a personalized information flow between
patients and providers so that patients can take an
active role in managing their own health care [61].

C. Standards and Policies

E-health is the use of information through the
communication technologies for health among
different health professionals. Therefore certain
standards is necessary to facilitate transfer of
clinical information among healthcare providers.
Today health care has been shaped by each na-
tions own interest. Standardization is the key to
this. Once a nation decides to undertake e-health
initiatives, different standardized policies must
be developed to ensure the success of e-health.
Based on these national policies and procedures,
standard operation manual programs needs to be
establish. It is believed policies and its procedures
play a significant role in the adoption of e-health
and the reduction of many structural impediments
[62]. For example of patient safety, efficiency and
ease of implementation, VHA (Veterian Health
Adminstration) has national policies for the clini-
cal, educational, technical and business elements
of routine are delivered within its CCHT (Care
Coordination/Home telehealth) Program [20].
There are also several norms and standards for
medical information interoperability that are be-
ing developed:DICOM for medical images, SCP-
ECG for ECG signals intercommunication, HL7
for medical messages exchange [50].

To understand the complexities of system, medi-
cal information such as electronic medical record
should support clinical decision making, research
and other regulatory processes. All the set informa-
tion should be checked for authentication. In addi-
tion all the clinical documentation should be allowed
to maintain as privacy and confidentiality. Since the
electronic health record is interactive and therefore
are many reviewers and users of documents. The
information can be of various forms such as diag-
noses, treatment and progress and laboratory analy-
sis. These information that are shared as a result of
a clinical relationship is considered confidential and
must be protected. A study showed that many physi-
cians benefits through the process of E-health, but
also illustrated major barriers in implementation in
their practices. These barriers include lack of access
to capital by health care provider complex systems
and lack of data standards that permit exchange of
clinical data, privacy concerns and legal barriers
[39]. The another barrier of e-health is the lack of
security measures that required to assure both the
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patients and organization that their relationship and
transactions will be carried out in privacy, correctly,
and timely. At the same time, many individuals are
unfavorable to participate in e-health because they
do not trust the e-health service providers’ sites and
their information [51]. Therefore appropriate stan-
dards and policies is one of the key pillar for an ef-
fective and successful E-health initiatives.

d. People

The present adults and teens are going online
for health information through communication
technology which become a daily part of life.
Therefore information provided online play an
important role in supporting the new partnership
between providers, consumers/patients, and infor-
mation technology [61]. Several factors contribute
to a shift in the social role of patients from passive
recipients to active consumers of health informa-
tion [63]. The providers are coming to accept the
situation that patients want to be involved “as a
participant and partner in the flow of information”
relating to their own health care [64].

Consumer health informatics is designed to
empower consumers by putting health informa-
tion into their hands, including information on
their own health, such as diagnoses, lab results,
personal risk factors, and prescribed drugs. The
European Union’s data protection directed all the
current union members countries to enable the
patients their medical records. To place medical
records in the hands of patients so that can view
own progress of health and for practical benefits
[65]. Providers and patients are seeking new ways
to enhance communication. E-mail is being used
by patients and clinicians to communicate with
each other. In addition, new special-purpose de-
vices, such as in-home monitoring systems, and
new uses of common devices, such as telephone
data entry, are improving communication between
patients and providers and thus improving health
management [61]. It is therefore essential to build
informatics tools that support the patient as a part-
ner in health care and focus on the consumer, not
the provider or institution. The patients, provid-
ers, and information systems needs with syner-
gistic interrelationships to have valuable health
information. In the process of creating such tools,
consumers, providers, and informaticians must
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pay attention to ethical and social issues so that
together they shape the future as they would like
it to be, in terms of both how technology is used
and what kinds of regulations are put in place [61].

Discussion

Based on reviewing of literatures, it was guess-
timated that there are four main pillars of E-health
to be assessed to ensure its quality. Integrating the
quality dimensions with E-health pillars using the
proposed criteria of KPIs resulted in a roadmap for
assessment of E-health performance at all levels.

Regarding the infrastructure, it was reported in
earlier researches that recent advances in biomedi-
cal engineering and continuous technological in-
novations in last two decades are promoting new
challenges, especially in E-Health environments. In
this context, the infrastructure availability, stability
and interoperability are of high importance wherein
these improvements require a standard-based design
in order to achieve homogencous solutions [26].

Furthermore, the spreading of wearable devices,
oriented to the paradigm of patient environment and
supported by wireless technologies as Bluetooth or
ZigBee, is bringing new medical use cases based on
Ambient Assisted Living, home monitoring of el-
derly, heart failure, chronic, under palliative care or
patients who have undergone surgery, urgencies and
emergencies, or even fitness auto-control and health
follow-up. Several implementation experiences are
based on ISO/IEEE11073 standard. These evolved
E-Health services can improve the quality of the
patient’s care, increase the user’s interaction, and
assure that E-health applications to be more com-
patible with global telemedicine. clinical and health
systems [27]. This supports the importance of hav-
ing standards and policies in addition to supporting
infrastructure and connectivity to be among main
pillars of E-health [39].

Data and knowledge, should at least be a core
standard for labeling health related information.
Filters, applied manually or automatically, accept
or reject whole sites of information based on preset
criteria. These tools are based on the “gateway” ap-
proach to organizing access to the internet; resourc-
es are selected for their quality and relevance to a
particular audience. The resources are reviewed and
classified and the descriptions stored in a database.
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These tools improve the recall and precision of in-
ternet searches for a particular group of consumers;
for example students, researchers, academics, and
practitioners in the health and medical sciences as
well as patients seeking for medical information [2,
9]. This reflects the importance of data and knowl-
edge as one of the principle pillars of E-health and to
monitor it with KPIs.

Medical knowledge are changes so rapidly,
healthcare providers need to keep their knowl-
edge updated so that they can address patient spe-
cific needs. The availability of computers in many
healthcare providers workplace environment en-
abled them to use the Internet in gaining knowledge
[66]. The access to online database altered library
use over the past decade, healthcare providers used
to access the major database such as MEDLINE
and PubMed to enhance the availability of clinical
information in order to use evidence based in their
treatment management plan. MEDLINE presented
as the most common database to be accessed (40%),
and the most well-known sites (69.6%) [67,68].

Online continuing education has an increase
acceptance, healthcare providers specified that
web-based CME is preferred more than the tradi-
tional face to face CME, that’s lead many publish-
ing, pharmaceutical and universities to initiated
more online CME [69,70]. Providers who used
the online CME show a satisfaction in the gaining
experience Ruf D et al. shows in his research that
online CME users present positive attitude by a
present of 91.7% toward the online CME, while
non-online CME users present 35.4%, which sup-
port the acceptance and importance of Internet in
e-health [70,71]. Healthcare providers have the
ability to suggest any extensive array of web-based
learning opportunities, which lead to an excellent
improvement in their knowledge, performance,
and clinical effectiveness. Online CME provides
many advantages for users, including convenience
and flexible place, time, and schedule [70,71].

Healthcare providers require new information
and knowledge to address question resulting from
patients regarding their care, time is required to
review the evidence-based literature for every
clinical action. Novel methods to deliver required
information into clinical workflow can improve
this process, successful clinical decision support
system already use to supply relevant clinical edu-

cation on time. CDSS have the potential to assist
healthcare providers decision-making, by deliver-
ing of evidence based suggestions for each indi-
vidual patient [72].

Electronic forms of information with good com-
munication can promote the appearance of patients
as strategic partners in health care. Active use of
e-mail, personal health records, and the Internet,
especially integrated within an effective physician-
patient relationship, holds the potential to improve
health outcomes [73]. Giving patients access to their
electronic medical record (EMR) can potentially
improve medical care in a variety of area, particu-
larly, by improving patient-provider relationship, as
that technology allows them to communicate elec-
tronically to ask questions, schedule appointment,
and to obtain follow-up test results [74,75].

Patients need to know about their treatment
plan much more than what healthcare providers
believe, especially if patient have special condi-
tion, We believe that the need to provide external
source of information rather than hospital setting
and appointment is important, physicians can help
more by giving them external source of informa-
tion like video program that can help them taking
the right decision. Information needs to be avail-
able by email, text messaging, web and television
which help in makes the development of special-
ized medical broadcast channels [76-78].

Internet can provide consumers the experience
to access health information; there are an increas-
ing number of web-based patient education sites
that provide access to information, which is re-
lated to patients conditions E-health can be used
to increase consumers knowledge about health
topics and to support them understanding their
personal disease management plan. Internet based
education has the potential to balance and improve
the established health care learning environment.
Online communication support group expand the
consumers to include other patients facing simi-
lar health challenges. Patients with disability also
are able to benefit from technology to fundamen-
tally participate in activates that would otherwise
not be possible. Social integration and knowledge
sharing that occurs through these new electronic
community have the ability to increase the in-
volvement in learning and expand the understand-
ing of medical conditions [79-81].



technics technologies education management

Concerning the suggested third pillar; standards
and policies; it was indicated that challenges to the
development of appropriate yet adaptable policies
and standards are proving to be of significant impor-
tance for the success of e-health projects [17]. Strat-
egies applied included ‘quality assurance’ marking,
specially designed search engines, and operational
criteria for individuals to apply to sites as well as
the medical community’s roles and responsibilities
in relation to this burgeoning area [5]. Furthermore,
various legislations have been enacted at all levels
of E-health that aimed in part to improving confi-
dence in the privacy and confidentiality of personal
health information [40]. The American Medical
Association has developed principles to guide de-
velopment and posting of web site content, govern
acquisition and posting of online advertising and
sponsorship, ensure site visitors’ and patients’ rights
to privacy and confidentiality, and provide effective
and secure means of e-commerce [18].

Finally, the last pillar is people which includes
all both providers and beneficiary of E-health. It
was demonstrated that E-health is having pro-
found impacts on health and health care. It has
the potential to improve the effective and efficient
delivery of healthcare, empower and educate con-
sumers, support decision-making, enable interac-
tion between consumers and professionals, sup-
port the training and revalidation of professionals,
and reduce inequalities in health [3].

Consumers, which include patient and healthy
people, are using information and communication
technology to obtain health information. Informa-
ticians and health care IT professional should play
an important role in design, implement and sup-
port the new partnership between health provid-
ers, consumers, and information technology [82].
Several factors contribute to a shift in the social
role of patients from passive recipients to active
consumers of health information providers are
coming to accept the situation that patients want
to be involved in their own health management
[63,83]. Consumer health informatics is designed
to empower consumers by putting health infor-
mation into their hands, including information on
their own health, such as diagnoses, lab results,
personal risk factors, and prescribed drugs. The
European Union’s data protection directive (in
effect since October 1998) requires all member
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countries to enact legislation enabling patients to
have access to their medical records [65].

E-health provide physician with the best way to
improve their practice experience, which include
the use of e-learning, that shows improvement in
clinical decision making for healthcare providers
through online group casework [84]. Also, online
CME can improve providers knowledge, skills,
and practice decisions, with outcomes, they are
more likely to suggest evidence-based clinical
choice in their practice [85].

Conclusions

E-health comprises four chief pillars that should
be evaluated to ensure the quality of performance.
Furthermore, auditing and evaluation are impor-
tant part in performance assessment facilitating
providing and sharing data between units. Key
performance indicators can be driven from these
five pillars to facilitate for systematic evaluation.

Recommendations

Developing global and/or national-wide, accred-
ited, standardized, evidence-based KPIs; with defi-
nite coding system; could be an endeavor to moni-
tor the incremental improvement of E-health. It is
necessary that KPIs be not only reliable, valid, easy
to implement, demonstrably relevant to patient care
outcomes but also as comprehensive as possible to
gain a wide acceptance. Furthermore, a survey of
health care providers for E-health elements should
follow to validate the suggested KPlIs.
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