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After reading this chapter, you should know the

answers to these questions:

e What is the definition of an electronic health
record (EHR)?

* How does an EHR differ from the paper record?

*  What are the functional components of an EHR?

*  What are the benefits of an EHR?

* What are the impediments to development
and use of an EHR?

What Is an Electronic
Health Record?

12.1

The preceding chapters introduced the concep-
tual basis for the field of biomedical informatics,
including the use of patient data in clinical prac-
tice and research. We now focus attention on the
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patient record, commonly referred to as the
patient’s chart, medical record, or health record.
In this chapter, we examine the definition and use
of electronic health record (EHR) systems, dis-
cuss their potential benefits and costs, and
describe the remaining challenges to address in
their dissemination.

12.1.1 Purpose of a Patient Record
Stanley Reiser (1991) wrote that the purpose of a
patient record is “to recall observations, to inform
others, to instruct students, to gain knowledge, to
monitor performance, and to justify interven-
tions.” The many uses described in this state-
ment, although diverse, have a single goal—to
further the application of health sciences in
ways that improve the well-being of patients,
including the conduct of research and public
health activities that address population health.
A modern electronic health record (EHR) is
designed to facilitate these uses, providing much
more than a static view of events.

An electronic health record (EHR) is a
repository of electronically maintained informa-
tion about an individual’s health status and health
care, stored such that it can serve the multiple
legitimate uses and users of the record.
Traditionally, the patient record was a record of
care provided when a patient was ill. Health care
is evolving to encourage health care providers to
focus on the continuum of health and health care

from wellness to illness and recovery.
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Consequently, we anticipate that eventually it
will carry all of a person’s health related informa-
tion from all sources over their lifetime. The
Department of Veterans Affairs (VA) has already
committed to keeping existing patient electronic
data for 75 years. In addition, the data should be
stored such that different views of those data can
be presented to serve the many different uses
described in Chap. 2.

The term electronic health record system
(also referred to as a computer-based patient-
record system) includes the active tools that are
used to manage the information, but in common
use, the term EHR can refer to the entire system.
EHRs include information management tools to
provide clinical reminders and alerts, linkages
with knowledge sources for health care decision
support, and analysis of aggregate data both for
care management and for research. The EHR
helps the reader to organize, interpret, and react
to data. Examples of tools provided in current
EHRs are discussed in Sect. 12.3.

12.1.2 Ways in Which an Electronic
Health Record Differs from a
Paper-Based Record

Compared to the historical paper medical record,
whose functionality is constrained by its record-
ing media, and the fact that only one physical
copy of it exists—the EHR is flexible and adapt-
able (see also Sect. 2.3 in Chap. 2). Data may be
entered in one format to simplify the input pro-
cess and then displayed in many different formats
according to the user’s needs. The entry and dis-
play of dates is illustrative. Most EHRs can accept
many date formats, i.e. May 1, 1992, 1 May 92,
or1/5/92, as input; store that information in one
internal format, such as 1992-05-01; and display
it in different formats according to local customs.
The EHR can incorporate multimedia informa-
tion, such as radiology images and echocardio-
graphic video loops, which were never part of the
traditional medical record. It can also analyze a
patient’s record, call attention to trends and dan-
gerous conditions and suggest corrective actions
much like an airplane flight control computer.
EHRs can organize data about one patient to facil-

C.J. McDonald et al.

itate his or her care or about a population of
patients to assist management decisions or answer
epidemiologic questions. When considering the
functions of an EHR, one must think beyond the
constraints of paper records. An EHR system can
capture, organize, analyze, and display patient
data in many ways.

Inaccessibility is a problem with paper
records. They can only be in one place and with
at most one user at one point in time. In large
organizations, medical record departments often
would sequester the paper medical record for
days after the patient’s hospital discharge while
the clinician completed the discharge summary
and signed every form. Individual physicians
may borrow records for their own administrative
or research purposes, during which times the
record will also be unavailable. In contrast, many
users, including patients, can read the same elec-
tronic record at once. So it is never unavailable.
With today’s secure networks, clinicians and
patients can access a patient’s EHR from geo-
graphically distributed sites, such as the emer-
gency room, their office, or their home. Such
availability can also support health care continu-
ity during disasters. Brown et al. (2007) found a
“stark contrast” between the care VA versus non-
VA patients obtained after Hurricane Katrina,
because “VA efforts to maintain appropriate and
uninterrupted care were supported by nationwide
access to comprehensive electronic health record
systems.” While EHR systems make data more
accessible to authorized users, they also provide
greater control over access and enforce applica-
ble privacy policies as required by the Health
Insurance Portability and Accountability Act
(HIPAA) (see Chaps. 10 and 27).

The EHR'’s content is more legible and better
organized than the paper alternative and the com-
puter can increase the quality of data by applying
validity checks as data is being entered. The com-
puter can reduce typographical errors through
restricted input menus and spell checking. It can
require data entry in specified fields, conditional
on the value of other fields. For example, if the
user answers yes to current smoker, the computer,
guided by rules, could then ask how many packs
per day smoked or how soon after awakening
does the patient take their first smoke? So the
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EHR not only stores data but can also condition-
ally enforce the capture of certain data elements.
This enforcement power should be used spar-
ingly, however. As part of the ordering process,
the computer can require the entry of data that
may not be available (e.g., the height of a patient
with leg contractures), and thus prevent the clini-
cian from completing an important order (Strom
et al. 2010); and overzealous administrators can
ask clinicians to answer questions that are periph-
eral to clinical care and slow the care process.

The degree to which a particular EHR achieves
benefits depends on several factors:

Comprehensiveness of information. Does the EHR
contain information about health as well as ill-
ness? Does it include information from all orga-
nizations and clinicians who participated in a
patient’s care? Does it cover all settings in
which care was delivered (e.g., office practice,
hospital)? Does it include the full spectrum of
clinical data, including clinicians’ notes, labora-
tory test results, medication details, and so on?

Duration of use and retention of data. EHRs gain
value over time because they accumulate a
greater proportion of the patients’ medical his-
tory. A record that has accumulated patient
data over 5 years will be more valuable than
one that contains only the last month’s records.

Degree of structure of data. Narrative notes
stored in electronic health records have the
advantage over their paper counterparts in that
they can be searched by word, although the
success of such searches is subject to the wide
variations in the author’s choice of medical
words and abbreviations. Computer-supported
decision making, clinical research, and man-
agement analysis of EHR data require struc-
tured data. One way to obtain such data is to
ask the clinical user to enter information
through structured forms whose fields provide
dropdown menus or restrict data entry to a
controlled vocabulary (see Chap. 7).

Ubiquity of access. A system that is accessible
from a few sites will be less valuable than one
accessible by an authorized user from any-
where (see Chap. 5).

An EHR system has some disadvantages. It
requires a larger initial investment than its paper
counterpart due to hardware, software, training,
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and support costs. Physicians and other key per-
sonnel have to take time from their work to learn
how to use the system and to redesign their work-
flow to use the system. Although it takes time to
learn how to use the system and to change work-
flows, clinicians increasingly recognize that EHR
systems are important tools to assist in the clinical,
regulatory, and business of practicing medicine.

Computer-based systems have the potential
for catastrophic failures that could cause extended
unavailability of patients’ computer records.
However, these risks can be mitigated by using
fully redundant components, mirrored servers,
and battery backup. Even better is to have a paral-
lel site located remotely with hot fail over, which
means that a failure at the primary site would not
be noticed because the remote site could support
users with, at most, a momentary pause. Yet,
nothing provides complete protection; contin-
gency plans must be developed for handling brief
or longer computer outages. Moreover, paper
records are also subject to irretrievable loss,
caused by, for example, human error (e.g. misfil-
ing), floods, or fires.

12.2  Historical Perspective
The development of automated systems was ini-
tially stimulated by regulatory and reimbursement
requirements. Early health care systems focused
on inpatient charge capture to meet billing
requirements in a fee-for-service environment.
The Flexner report on medical education was
the first formal statement made about the func-
tion and contents of the medical record (Flexner
1910). In advocating a scientific approach to
medical education, the Flexner report also
encouraged physicians to keep a patient-oriented
medical record. Three years earlier, Dr. Henry
Plummer initiated the “unit record” for the Mayo
Clinic (including its St. Mary’s Hospital), placing
all the patient’s visits and types of information in
a single folder. This innovation represented the
first longitudinal medical record (Melton 1996).
The Presbyterian Hospital (New York) adopted
the unit record for its inpatient and outpatient
care in 1916, studying the effect of the unit record
on length of stay and quality of care (Openchowski
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1925) and writing a series of letters and books
about the unit record that disseminated the
approach around the nation (Lamb 1955).

The first record we could find of a computer-
based medical record was a short newspaper arti-
cle describing a new “electronic brain” — to replace
punched and file index cards and to track hospital
and medical records (Brain 1956). Early develop-
ment of hospital information systems (HIS)—that
used terminals rather than punched cards for data
entry—emerged around 1970 at varying degrees
of maturity (Lindberg 1967; Davis et al. 1968;
Warner 1972; Barnett et al. 1979). Weed’s prob-
lem-oriented medical record (POMR) (1968)
shaped medical thinking about both manual and
automated medical records. His computer-based
version of the POMR employed touch screen ter-
minals, a new programming language and net-
working—all radical ideas for the time (Schultz
etal. 1971). In 1971, Lockheed’s hospital informa-
tion system (HIS) became operational at FEl
Camino Hospital in Mountain View, CA.
Technicon, Inc. then propagated it to more than
200 hospitals (see also Chap. 14) (Coffey 1979).

Hospital-based systems provided feedback
(decision support) to physicians, which affected
clinical decisions and ultimately patient out-
comes. The HELP system (Pryor 1988) at LDS
Hospital, the Columbia University system
(Johnson et al. 1991), the CCC system at Beth
Israel Deaconess Medical Center (Slack and
Bleich 1999), the Regenstrief System (Tierney
et al. 1993; McDonald et al. 1999) at Wishard
Memorial Hospital, and others (Giuse and
Mickish 1996; Halamka and Safran 1998;
Hripcsak et al. 1999; Teich et al. 1999; Cheung
et al. 2001; Duncan et al. 2001; Brown et al.
2003) are long-standing systems that add clinical
functionality to support clinical care, and set the
stage for future systems.

The ambulatory care medical record systems
emerged around the same time as inpatient sys-
tems but were slower to attract commercial inter-
est than hospital information systems. COSTAR
(Barnettetal. 1978; Barnett 1984), the Regenstrief
Medical Record System (RMRS) (McDonald
et al. 1975), STOR (Whiting-O’Keefe et al.
1985), and TMR (Stead and Hammond 1988) are
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among the examples. Costar and RMRS are still
in use today. The status of ambulatory care
records was reviewed in a 1982 report (Kuhn
et al. 1984). There are now hundreds of vendors
who offer ambulatory care EHRs, and a number
of communities have begun to adopt EHRs on a
broad scale for ambulatory care (Goroll et al.
2009; Menachemi et al. 2011). Morris Collen,
who also pioneered the multiphasic screening
system (1969), wrote a readable 500-page history
of medical informatics (1995) that provides rich
details about these early medical records sys-
tems, as does a three decade summary of
computer-based medical record research projects
from the U.S. Agency for Health Care Policy and
Research (AHCPR, now called the Agency for
Health Care Research and Quality (AHRQ))
(Fitzmaurice et al. 2002).

12.3 Functional Components
of an Electronic Health

Record System

As we explained in Sect. 12.1.2, an EHR is not
simply an electronic version of the paper record.
A medical record that is part of a comprehensive
EHR system has linkages and tools to facilitate
communication and decision making. In
Sects. 12.3.1, 12.3.2, 12.3.3, 12.3.4, and 12.3.5,
we summarize the components of a comprehen-
sive EHR system and illustrate functionality with
examples from systems currently in use. The five
functional components are:
Integrated view of patient data
Clinician order entry

Clinical decision support

Access to knowledge resources
Integrated communication and
support

M

reporting

12.3.1 Integrated View

of Patient Data

Providing an integrated view of all relevant
patient data is an overarching goal of an EHR.
However, capturing everything of interest is not
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Fig. 12.1 A screenshot of the combined WorldVistA
Computer Based Patient Record System (CPRS) and ISI
Imaging system. These systems are derived from the
Department of Veterans Affairs VistA and VistA Imaging
systems  (http://www.va.gov/vista_monograph/). ~The

yet possible because: (1) Some patient data do
not exist in electronic form anywhere, for exam-
ple, the hand-written data in old charts. (2) Much
of the clinical data that do exist in electronic form
are sequestered in isolated external computer
systems, for example, office practices, free-
standing radiology centers, home-health agen-
cies, and nursing homes that do not yet have
operational links to a given EHR or each other.
(3) Even when electronic and organizational
links exist, a fully integrated view of the data may
be thwarted by the difference in conceptualiza-
tion of data among systems from different ven-
dors, and among different installations of one
vendor’s system in different institutions.

An integrated EHR must accommodate a
broad spectrum of data types ranging from text to
numbers and from tracings to images and video.
More complex data types such as radiology
images are usually delivered for human viewing—
standards like DICOM! exist for displaying most

'Digital Imaging and Communications in Medicine,
http://dicom.nema.org/ (Accessed 1/2/2013).

1 B8 R TN DCHEST 1w PRAT 18] CR 000 7/2000 ¥5 00 (152981 700

image illustrates the opportunity to present clinical images
as well as laboratory test results, medications, notes and
other relevant clinical information in a single longitudinal
medical record (Source: Courtesy of WorldVistA (world-
vista.org) and ISI Group (www.isigp.com), 2012)

of these complex data types, and JPEG? display of
images is universally available for any kind of
image (see also Chaps. 7 and 9). Figure 12.1
shows the VistA CPRS electronic health record
system, which integrates a variety of text data and
images into a patient report data screen including:
demographics, a detailed list of the patient’s pro-
cedures, a DICOM chest x-ray image, and JPG
photo of a skin lesion. Other tabs in the system
provide links to: problems, medications, orders,
notes, consults, discharge summary, and labs. An
important challenge to the construction of an inte-
grated view is the lack of a national patient identi-
fier in the United States. Because each
organization assigns its own medical record num-
ber, a receiving organization cannot directly file a
patient’s data that is only identified by a medical
record number from an external care organiza-
tion. Linking schemes based on name, birth date
and other patient characteristics must be imple-
mented and monitored (Zhu et al. 2009).

2JPEG from Wikipedia, the free encyclopedia, http:/
en.wikipedia.org/wiki/JPEG (Accessed 1/2/2013).
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Fig. 12.2 A block diagram of multiple-source-data sys-
tems that contribute patient data, which ultimately reside in
a computerized patient record (CPR). The database inter-
face, commonly called an interface engine, may perform a
number of functions. It may simply be a router of

The idiosyncratic, local terminologies used to
identify clinical variables and their values in many
source systems present major barriers to integra-
tion of health record data within EHRs. However,
those barriers will shrink as institutions adopt
code standards (Chap. 7) such as LOINC® for
observations, questions, variables, and assess-
ments (McDonald et al. 2003; Vreeman et al.
2010); SNOMED CT* (Wang et al. 2002) for diag-
noses, symptoms, findings, organisms and
answers; UCUM? for computable units of mea-
sure; and RxNorm® and RxTerms’ for clinical drug
names, ingredients, and orderable drug names.
Federal regulations from CMS and ONC for
Meaningful Use 2 (MU2) encourage or require

3Logical Observation Identifiers Names and Codes
(LOINC®). http://loinc.org/ (Accessed 1/2/2013).
*SNOMED Clinical Terms® (SNOMED CT®). http:/
www.ihtsdo.org/snomed-ct/ (Accessed 1/2/2013).

3The Unified Code for Units of Measure. http://unit-
sofmeasure.org/ (Accessed 1/2/2013).

SRxNorm Overview. http://www.nlm.nih.gov/research/
umls/rxnorm/overview.html (Accessed 1/2/2013).

"RxTerms. https://wwwcf.nlm.nih.gov/umlslicense/rxter-
mApp/rxTerm.cfm (Accessed 1/2/2013).
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B
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information to the central database. Alternatively, it may
provide more intelligent filtering, translating, and alerting
functions, as it does at Columbia University Medical Center
(Source: Courtesy of Columbia University Medical Center,
New York)

the use of LOINC, RxNorm and SNOMED CT
for various purposes. (Final Rule: CMS 2012;
Final Rule: ONC 2012) (see also Chaps. 7 and
27). Now

Today, most clinical data sources and EHRs
can send and receive clinical content as version
2.x Health Level 7 (HL7)® messages. Larger
organizations use interface engines to send,
receive, and, when necessary, translate the format
of, and the codes within, such messages (see
Chap. 7); Fig. 12.2 shows an example of architec-
ture to integrate data from multiple source sys-
tems. The Columbia University Medical Center
computerized patient record (CPR) interface
depicted in this diagram not only provides mes-
sage-handling capability but can also automati-
cally translate codes from the external source to
the preferred codes of the receiving EHR. And
although many vendors now offer single systems
that serve “all” needs, they never escape the need

8Health Level Seven International, http://www.hl7.org/
(Accessed 1/2/2013).
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for HL7 interfaces to capture data from some sys-
tems, e.g., EKG carts, cardiology systems, radi-
ology imaging systems, anesthesia systems,
off-site laboratories, community pharmacies and
external collaborating health systems. At least
one high-capability open-source interface engine,
Mirth Connect,” is now available. One of us,
(CM), used it happily, for example, in a project
that links a local hospital’s emergency room to
Surescripts’ medication history database.”

12.3.2 Clinician Order Entry

One of the most important components of an
EHR is order entry, the point at which clinicians
make decisions and take actions, and the com-
puter can provide assistance. Electronic order
entry can improve health care at several levels. An
electronic order entry system can potentially
reduce errors and costs compared to a paper sys-
tem, in which orders are transcribed manually
from one paper form (e.g., the paper chart) to
another (e.g., the nurse’s work list or a laboratory
request form). Orders collected directly from the
decision maker can be passed in a legible form to
the intended recipient without the risk of tran-
scription errors or the need for additional person-
nel. Order entry systems also provide opportunities
to deliver decision support at the point where
clinical decisions are being made. Most order
entry systems pop up alerts about any interactions
or allergies associated with a new drug order. But
implementers should be selective about which
alerts they present and which ones are interrup-
tive, to avoid wasting provider time on trivial or
low-likelihood outcomes (Phansalkar et al. 2012a,
b). This capability is discussed in greater detail in
the next section. Order entry systems can facili-
tate the entry of simple orders like “vital signs
three times a day,” or very complicated orders
such as total parenteral nutrition (TPN) which
requires specification of many additives, and

*Mirth Corporation Community Overview. http:/www.
mirthcorp.com/community/overview. (Accessed 1/2/2013).
10Surescripts: The Nation’s e-Prescription Network http://
www.surescripts.com/ (Accessed 1/2/2013).
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many calculations and checks to avoid physically
impossible or dangerous mixtures and to assure
that the prescribed goals for the number of calo-
ries and the amount of each additive are met.
Figure 12.3 shows an example of a TPN order
entry screen from Vanderbilt (Miller 2005b).
Once a clinician order-entry system is adopted by
the practice, simply changing the default drug or
dosing based on the latest scientific evidence can
shift the physician’s ordering behavior toward the
optimum standard of care, with benefits to quality
and costs. Because of the many potential advan-
tages for care quality and efficiency, care organi-
zations are adopting computerized physician
order entry (CPOE) (Khajouei and Jaspers 2010).

12.3.3 Clinical Decision Support

Clinical trials have shown that reminders from
decision support improve the care process
(Haynes 2011; Damiani et al. 2010; Schedlbauer
et al. 2009). The EHR can deliver decision sup-
port in batch mode at intervals across a whole
practice population in order to identify patients
who are not reaching treatment targets, are past
due for immunizations or cancer screening, or
have missed their recent appointments, to cite a
few examples. In this mode, the practice uses the
batch list of patients generated by decision sup-
port to contact the patient and encourage him or
her to reach a goal or to schedule an appointment
for the delivery of suggested care. This is the
only mode that can reach patients who repeatedly
miss appointments.

Decision support—especially related to pre-
vention—is most efficiently delivered when the
patient comes to the care site for other reasons
(e.g., a regularly scheduled visit). In addition,
many kinds of computer suggestions are best
delivered during the physician order entry pro-
cess. For example, order entry is the only point
in the workflow at which to discourage or coun-
termand an order that might be dangerous or
wasteful. It is also a convenient point to offer
reminders about needed tests or treatments,
because they will usually require an order for
their initiation.
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Fig. 12.3 Neonatal Intensive Care Unit (NICU) Total
Parenteral Nutrition (TPN) Advisor provides complex inter-
active advice and performs various calculations in response

The best way for the computer to suggest
actions that require an order is to present a pre-
constructed order to the provider who can con-
firm or reject it with a single key stroke or mouse
click. It is best to annotate such suggestions with
their rationale, e.g., “the patient is due for his
pneumonia vaccine because he has emphysema
and is over 65, so the provider understands the
suggestion.

Figure 12.4a, b show the suggestions of a
sophisticated inpatient decision support system
from Intermountain Health Care that uses a wide
range of clinical information to recommend anti-
biotic choice, dose, and duration of treatment.
Decision support from the system improved clin-
ical outcomes and reduced costs of infections
among patients managed with the assistance of
this system (Evans et al. 1998; Pestotnik 2005).
Vanderbilt’s inpatient “WizOrder” order entry
(CPOE) system also addresses antibiotic orders,

to the provider’s prescribed goal for amount of fluid, calo-
ries, nutrition, and special additives (Source: Miller et al.
(2005b). Elsevier Reprint License No. 2800411402464)

as shown in Fig. 12.5; it suggests the use of
Cefepine rather than ceftazidine, and provides
choices of dosing by indication.

Clinical alerts attached to a laboratory test
result can include suggestions for appropriate
follow up or treatments for some abnormalities
(Ozdas et al. 2008; Rosenbloom et al. 2005).
Physician order-entry systems can warn the phy-
sician about allergies (Fig. 12.6a) and drug inter-
actions (Fig. 12.6b) before they complete a
medication order, as exemplified by screenshots
from Partner’s outpatient medical record orders.

Reminders and alerts are employed widely in
outpatient care. Indeed, the outpatient setting is
where the first clinical reminder study was per-
formed (McDonald 1976) and is still the setting
for the majority of such studies (Garg et al. 2005).
Reminders to physicians in outpatient settings
quadrupled the use of certain vaccines in eligible
patients compared with those who did not receive
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000000000 Doe, J.Q 67Y M ROOM LDS Hospital
Admted: 06/27/05 16:50  Diagnosis: SEPSIS
WBC is down: Max 24hr WBC: 23.6 - Prev.: 27.5

Antibiotic Allergies: --None reported--
Current Antibioties:
1. 06/27/05.18:24

e & ADULT ANTIBIOTIC ASSISTANT gl

Temp is down: Max 24hr Temp: 37.8 - Prev.: 38.2
Renal Function is Impaired: CrCl=46 Cris up: Max 24 Hour Cr: 1.7- Prev. 1.4

lday LINEZOLID (ZYVOX), IV SOLN. 600. Q12hrs

IBWeight: 77kg

2. 06/27/05.1824 1day FLUCONAZOLE IN NS [DIFLUCAN], INT 200. Q24hrs
3. 06/28/05.09:12 1day ERTAPENEM (IMVANZ), VIAL 1000, Q24hrs
[  Identified Pathogens B i ~ Specimen, Site Collected
Clostridmm subtermnale ' Pentoneal Fhud, | 06721705 2329
Escherichia cob Peritoneal Fhuid, | 06/21/05 2329
Elebsiella pneumoniae Pentoneal Fhad, | 06721405 23:29
Enterococcus faccium BLneg VRE Pentoneal Fhud, | 06/21/05 2329
“* Suggest ID consult **
' Therapeutic Suggestion Dosage ! Route Interval .[ Comment
Irupenem S00mg : v *q12hr ' Infuse over 1hr
| Suggested Antibiotics Not Adequate, Call ID

* Adjusted based on patient's renal function.
--The antibiotic su

OrganismSuscept I Drug Info | Explain

estions should not replace clinical judgement--
EmpiricAbx |

AbxHx | IDRnds |  OutpstientModels | Help

b

Patient should receive IV antibiotics.

Renal function dictates that dosage should be adjusted.

Cultures show fungi or yeast that were not considered pathogens.

The suggested antibiotic(s) will treat the identified anaerobes.

Patient's witals (Temp, WBC, Bands) do not support chest Xray: Wed Jun 22 06:14:00 MDT 2005)
Suggest vancomycin & an aminoglycoside to empincally treat the Dx of sepsis.

Suggest ticar/clav or mmipenem due to the site of Clostrnidium nfection.

Prophylactic antibiotics are not suggested for this patient at this time.

Suggest ID consult based on the complexaty of this patient's condition.

--The antibiotic suggestions should not replace clinical judgement.--
The electronic medical record may not contain all patient information.

Fig. 12.4 Example of the main screen (a) from the
Intermountain Health Care Antibiotic Assistant program.
The program displays evidence of an infection-relevant
patient data (e.g., kidney function, temperature), recom-
mendations for antibiotics based on the culture results,

reminders (McDonald et al. 1984b; McPhee et al.
1991; Hunt et al. 1998; Teich et al. 2000).
Reminder systems can also suggest needed tests
and treatments for eligible patients. Figure 12.7
shows an Epic system screen with reminders to
consider ordering a cardiac echocardiogram and
starting an ACE inhibitor—in an outpatient
patient with a diagnosis of heart failure but no
record of a cardiac echocardiogram or treatment

and (b) disclaimers (Source: Courtesy of R. Scott Evans,
Robert A. Larsen, Stanley L. Pestotnik, David C. Classen,
Reed M. Gardner, and John P. Burke, LDS Hospital, Salt
Lake City, UT (Larsen et al. 1989))

with one of the most beneficial drugs for heart
failure.

Though the outpatient setting is the primary
setting for preventive care reminders, preventive
reminders also can be influential in the hospital
(Dexter et al. 2001). And reminders directed to
inpatient nurses can improve preventive care as
much or more than reminders directed to physi-
cians (Dexter et al. 2004).
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et WizOrder Popup

Is needed.”

Cefepime 1000 mg q12h = Ceftazidime 1000 mg q8h

pediatric patients below the ages of 2 months have not been established

Dose
» 500 mg M qi12h Uncomplicated urinary tract infection
1000 mg V' q12h Nosocomial pneumonia in ICU patient

1000 mg IV g8h Empiric coverage of febrile neutropenic patient

2000 mg IV q8h

The VUMC Antibictic Subcommittee recommends Cefepime (Maxipime ® ) over
Ceftazidime (Fortaz ® ) for most indications where an anti-pseudomonal cephalosporin

* Exceplion for neonates and selected pediatric patients Safety and effectiveness of Cefepime in

| View Cofepime Fact Sheet | Goto Pediatric Recommendations |

Example of Infection being tréated

*Click® the CLOSE button to return to WizOrder without ordering cefepime

Copyright (C) 2005, VVanderbilt University Medical Center

Intramuscular order | M. Cefepime (with Lidocaineg)
MNon-standard Dose order non-standard dose of Cefepime
 Order Cofepime | Start Over

Compared to ceftazidime, Cefepime has the
following advantages:

Similar coverage against Pseucomonas, improved
coverage against Enferobacier species

Enhanced stability against inducible/derepressed
chromosomal beta-lactamases

Better activity against Gram-positive pathogens,
Including Staphyiococed, S. vindans, DReumococcUs

Q12 hour dosing except for empiric therapy for
febrile neut'npemag
|

Go to Renal Dosing Recommendations |

PANE #5

The FDA approved a dose of 2 gm IV q8h for febrile nautropenic patients and this is preferred
over the 1gm IV g8h dose if cefepime is given as monotherapy for this indication.

The 1 gm IV gBh dose has been used in the Bone Marrow Units and is appropriate for

febrile neutropenic patients receiing other anbiblotics with activity against Gram-negative aerobic
pathogens such as aminoghycosides or quinolones. Documented infection with Pseudomonas Seruginosa
should be treated with the higher (2 gm IV qBh) dose

Order Ceflazidime |

Fig. 12.5 User ordered an antibiotic for which the
Vanderbilt’s inpatient “WizOrder” order entry (CPOE)
system, based on their Pharmaceuticals and Therapeutics
(PandT) Committee input, recommended a substitution.
This educational advisor guides clinician through

12.3.4 Access to Knowledge
Resources

Most clinical questions, whether addressed to a
colleague or answered by searching through text
books and published papers, are asked in the con-
text of a specific patient (Covell et al. 1985).
Thus, an appropriate time to offer knowledge
resources to clinicians is while they are writing
notes or orders for a specific patient. Clinicians
have access to a rich selection of knowledge
sources today, including those that are publically
available, e.g. the National Library of Medicine’s
(NLM) PubMed and MedlinePlus, the Centers
for Disease Control and Prevention’s (CDC) vac-
cines and international travel information, the

T Sort bv beds

ETD

ordering an alternative antibiotic. Links to “package
inserts” (via buttons) detail how to prescribe recom-
mended drug under various circumstances (Source:
Miller, et al. (2005b). Elsevier Reprint License No.
2800411402464)

Agency for Healthcare Research and Quality’s
(AHRQ) National Guideline Clearinghouse, and
those produced by commercial vendors such as
UpToDate, Micromedex, and electronic
textbooks, all of which can be accessed from any
web browser at any point in time. Some EHR
systems are proactive and present short informa-
tional nuggets as a paragraph adjacent to the
order item that the clinician has chosen. EHRs
can also pull literature, textbook or other sources
of information relevant to a particular clinical
situation through an Infobutton and present that
information to the clinician on the fly (Del Fiol
etal. 2012), an approach being encouraged by the
CMS MU?2 regulations (see Fig. 12.8) (Final
Rule: CMS 2012).
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Fig. 12.6 Drug-alert display screens from Partners out-
patient medical record application (Longitudinal Medical
Record, LMR). The screens show (a) a drug-allergy alert

12.3.5 Integrated Communication
and Reporting Support

Increasingly, the delivery of patient care requires
multiple health care professionals and may cross
many organizations; thus, the effectiveness, effi-
ciency, and timeliness of communication among
such team members and organizations are
increasingly important. Such communications
usually focus on a single patient and may require
a care provider to read content from his or her
local EHR or from an external clinical system or
to send information from his system to an exter-
nal system. Therefore, communication tools
should be an integrated part of the EHR system.
Ideally providers’ offices, the hospital, and
the emergency room should all be linked

for captopril, and (b) a drug-drug interaction between cip-
rofloxacin and warfarin (Source: Courtesy of Partners
Health Care System, Chestnut Hill, MA)

together—not a technical challenge with today’s
Internet, but still an administrative challenge
due to organizational barriers. Connectivity to
the patient’s home will be increasingly impor-
tant to patient-provider communication: for
delivery of reminders directly to patients
(Sherifali et al. 2011), and for home health mon-
itoring, such as home blood pressure (Earle
2011; Green et al. 2008), and glucose monitor-
ing. The patient’s personal health record (PHR)
will also become an important destination for
clinical messages and test results (see Chap. 17).
Relevant information can be “pushed” to the
user via e-mail or pager services (Major et al.
2002; Poon et al. 2002) or “pulled” by users on
demand during their routine interactions with
the computer.
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Fig. 12.8 This figure shows the use of Columbia
University Medical Center’s info-buttons during results
review. Clicking on the info-button adjacent to the Iron
result generates a window (image) with a menu of

questions. When the user clicks on one of the questions,
the info button delivers the answers (Source: Courtesy of
Columbia University Medical Center, New York)
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Enter Data | print Report | About |
Handoff History Updated 08 Jul 2011 10:23 by Vawdrey, David K

e

-

Code Status Isolation Status 1
’7FI.ILL CODE ’7No specific isolation required ‘
Patient Summary Primary Team To-Do List

Ptis a 86 yo M with PMH of CAD s/p , AS s/p AVR, severe OCP, and 7
mo hx of wheezing presents with cough, wheezing, and dyspnea
for 2 d. Pt was initially 98% RA and doing well but then acutely
desaturdated. Has continued to have moderate-to-high suction
lrequi:ernents today.

Notes/Comments

negative mycoplasma

CT chest:

Findings:

Right-sided pacemaker with lead in the right ventricle, The

patient is status post median sternotomy and CABG,

Evaluation of the lower neck and superior mediastinum are

limited by the patient's body habitus. No significant axillary,

mediastinal, or hilarlymphadenopathy is identified though

evaluation is limited by the lack of intravenous contrast and body

habitus. The heart is enlarged. No pericardial effusion is

visualized. There are no pleural effusions. of
b

Discharge Planning

Fig. 12.9 Patient handoff report—a user-customizable
hard copy report with automatic inclusion of patient
allergies, active medications, 24-h vital signs, recent
common laboratory test results, isolation requirements,
code status, and other EHR data. This system was

EHR systems can also help with patient hand-
offs, during which the responsibility for care is
transferred from one clinician to another.
Typically the transferring clinician delivers a
brief verbal or written turn-over note to help the
receiving clinician understand the patient’s prob-
lems and treatments. Figure 12.9 shows an exam-
ple of a screen that presents a “turn-over report”
with instructions from the primary physician, as
well as relevant system-provided information
(e.g., recent laboratory test results) and a “to-do”
list, that ensures that critical tasks are not dropped
(Stein et al. 2010). Such applications support
communication among team members and
improve coordination.

[1TTE
[ 1ffu blood cx
--abnormal
[ ] vanc trough before 4th dose 12am 8-2
[ ]ffu Bex, Ucx's from fever
[ ] foley placed for urinary retetion 600cc retained
[ 1AM PTT
[ 1 Contact PMD

Coverage Team To-Do List

[ ] PA Transport for CT Head

[ 1527 Follow head CT read. If bleed, call
neurosurg/familyfattending.

[ ]ffu cultures

[ ] Follow up on PM Iytes/flabs. Replete as needed.
[1PMPTT

** pan culture, CXR if spikes

Consultant Notes/Comments

=

developed by a customer within a vendor EHR product
(Sunrise Clinical Manager, Allscripts, Chicago, IL) and
was disseminated among other customers around the
nation (Source: Courtesy of Columbia University
Medical Center, New York)

Although a patient encounter is usually
defined by a face-to-face visit (e.g., outpatient
visit, inpatient bedside visit, home health visit),
provider decision making also occurs during
patient telephone calls, prescription renewal
requests, and the arrival of new test results; so the
clinician and key office personnel should be able
to respond to these events with electronic renewal
authorizations, patients’ reports about normal
test results, and back-to-work forms as appropri-
ate. In addition, when the provider schedules a
diagnostic test such as a mammogram, an EHR
system can keep track of the time since the order
was written and can notify the physician that a
test result has not appeared in a specified time so
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that the provider can investigate and correct the
obstacle to fulfillment.

EHRs are usually bounded by the institution in
which they reside. The National Health Information
Infrastructure (NHII) (NCVHS, 2001) proposed a
future in which a provider caring for a patient
could reach beyond his or her local institution to
automatically obtain patient information from any
place that carried data about the patient (see Chap.
13). Today, examples of such community-based
“EHRSs,” often referred to as Health Information
Exchanges (HIE), serve routine and emergency
care, public health and/or other functions. A few
examples of long-existing HIEs are those in:
Indiana (McDonald et al. 2005), Ontario, Canada
(electronic Child Health Network),'"" Kentucky
(Kentucky Health Information Exchange),'> and
Memphis (Frisse et al. 2008)."* A study from this
last system showed that the extra patient informa-
tion provided by this HIE reduced resource use
and costs (Frisse et al. 2011). The New England
Health care Exchange Network (NEHEN)'" has
created a community-wide collaborative system
for managing eligibility, preauthorization, and
claim status information (Fleurant et al. 2011).

The Office of the National Coordinator
(ONC) has developed two communication tools
to support the Nationwide Health Information
Network (NWHIN)" and health data exchange
(see Chaps. 13 and 27). NwHIN Connect'® is an
HHS project designed for pulling information
from any site within a national network of health
care systems. It offers a sophisticated consenting
system by which patients can control who can use

"1eCHN electronic Child Health Network. http://www.
echn.ca/ (Accessed 1/2/2013).

2Kentucky Health Information Exchange Frequently
Asked Questions. http://khie.ky.gov/Pages/faq.
aspxfc=010 (Accessed 1/2/2013).

BMidSoutheHealth Alliance. http://www.midsoutheha.
org (Accessed 1/2/2013).

14New England Health care Exchange Network (NEHEN).
www.nehen.net (Accessed 1/2/2013).

Shttp://www.healthit.gov/policy-researchers-
implementers/nationwide-health-information-network-
nwhin (Accessed 1/3/2013).
"http://www.healthit.gov/policy-researchers-
implementers/connect-gateway-nationwide-health-
information-network (Accessed 1/3/2013).
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and see their information, but has only been used
in a few pairs of communicating institutions.
NwHIN Direct'’ is a much simpler approach that
uses standard Web Email, domain name system
(DNS) and public-private keys to push patient
reports as encrypted email messages from their
source (e.g. laboratory system) to clinicians and
hospitals. It could also be used to link individual
care organizations to an HIE. Microsoft, among
others, has implemented NwHIN Direct.

Communication tools that support timely and
efficient communication between patients and
the health care team can enhance coordination of
care and disease management, and eHealth appli-
cations can provide patients with secure online
access to their EHR and integrated communica-
tion tools to ask medical questions or conve-
niently perform other clinical (e.g., renew a
prescription) or administrative tasks (e.g., sched-
ule an appointment) (Tang 2003).

Fundamental Issues for
Electronic Health Record
Systems

12.4

All health record systems must serve the same
functions, whether they are automated or manual.
From a user’s perspective, the major difference is
the way data are entered into, and delivered from,
the record system. In this section, we explore the
issues and alternatives related to data entry and
then describe the options for displaying and
retrieving information from an EHR.

12.4.1 Data Capture

EHRs use two general methods for data capture:
(1) electronic interfaces from systems, such as
laboratory systems that are already fully auto-
mated, and (2) direct manual data entry, when no
such electronic source exists or it cannot be
accessed.

7Office of the National Coordinator for Health
Information Technology. Direct Project http://directpro-
ject.org/ (Accessed 1/2/2013).
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12.4.1.1 Electronic Interfaces

The preferred method of capturing EHR data is to
implement an electronic interface between the
EHR and the existing electronic data sources
such as laboratory systems, pharmacy systems,
electronic instruments, home monitoring devices,
registration systems, scheduling systems, etc.

The creation of interfaces requires effort to
implement as described under Sect. 12.3.1, but,
once implemented they provide near-instant
availability of the clinical data without the labor
costs and error potential of manual transcription.
Interfacing is usually easier when the organiza-
tion that owns the EHR system also owns, or is
tightly affiliated with, the source system. Efforts
to interface with systems outside the organiza-
tional boundary can be more difficult. However,
interfaces between office practice systems and
major referral laboratories for exchanging labo-
ratory test orders and results, and between hospi-
tals and office practices to pharmacies for
e-prescribing, are now relatively easy and quite
common.

The above discussion about interfacing con-
cerns data produced, or ordered, by a home
organization. However, much of the information
about a patient will be produced or ordered by
an outside organization and will not be available
to a given organization via any of the conven-
tional interfaces described above. For example,
a hospital-based health care system will not
automatically learn about pediatric immuniza-
tions done in private pediatric offices, or public
health clinics, around town. So, special proce-
dures and extra work are required to collect all
relevant patient data. The promotion of health
information exchange stimulated by passage of
the Health Information Technology for
Economic and Clinical Health (HITECH) Act
of 2009 (see Chap. 27) and other information
exchange mechanisms (e.g. NwHIN Direct)
described in Sect. 12.3.5 will facilitate the cap-
ture of such information from any source (see
Chaps. 7 and 13).

12.4.1.2 Manual Data Entry
Data may be entered as narrative free-text, as
codes, or as a combination of codes and free text
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annotation. Trade-offs exist between the use of
codes and narrative text. The major advantage of
coding is that it makes the data “understandable”
to the computer and thus enables selective
retrieval, clinical research, quality improvement,
and clinical operations management. The coding
of diagnoses, allergies, problems, orders, and
medications is of special importance to these pur-
poses; using a process called auto complete, cli-
nicians can code such items by typing in a few
letters of an item name, then choosing the item
they need from the modest list of items that match
the string they have entered. This process can be
fast and efficient when the computer includes a
full range of synonyms for the items of interest,
and has frequency statistics for each item, so that
it can present a short list of the most frequently
occurring items that match the letters the user has
typed so far.

Natural-language processing (NLP) (see
Chap. 8) offers hope for automatic encoding of
narrative text (Nadkarni et al. 2011). There are
many types of NLP systems, but in general, such
systems first regularize the input to recognize
sections, sentences, and tokens like words or
numbers. Through a formal grammar or a statisti-
cal technique, the tokens are then mapped to an
internal representation of concepts (e.g., specific
findings), their modifiers (e.g., whether a finding
was asserted as being present or denied, and the
timing of the finding), and their relations to other
concepts. The internal representation is then
mapped to a standard terminology and data
model for use in a data warehouse or for auto-
mated decision support.

12.4.1.3 Physician-Entered Data
Physician-gathered patient information requires
special comment because it presents the most dif-
ficult challenge to EHR system developers and
operators. Physicians spend about 20 % of their
time documenting the clinical encounter
(Gottschalk and Flocke 2005; Hollingsworth
et al. 1998). And the documentation burden has
risen over time, because patient’s problems are
more acute, care teams are larger, physicians
order more tests and treatments, and billing regu-
latory bodies demand more documentation.
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Many believe that clinicians themselves should
enter all of this data directly into the EMR under
the assumption that the person who collects the
data should enter it. This tactic makes the most
sense for prescriptions, orders, and perhaps diag-
noses and procedure codes, whose immediate
entry during the course of care will speed service
to the patient and provide crucial grist for decision
support. Direct entry by clinicians may not be as
important for visit notes because the time cost of
physician input is high and the information is not a
pre-requisite to the check-out process.

Physicians’ notes can be entered into the EHR
via one of three general mechanisms: (1) tran-
scription of dictated or written notes, (2) clinic
staff transfer or coding of some or all of the data
by clinicians on a paper encounter form, and (3)
direct data entry by physicians into the EHR
(which may be facilitated by electronic templates
or macros). Dictation with transcription is a
common approach for entering narrative informa-
tion into EHRS. If physicians dictate their reports
using standard formats (e.g., present illness, past
history, physical examinations, and treatment
plan), the transcriptionist can maintain a degree of
structure in the transcribed document via section
headers, and the structure can also be delivered as
an HL7 CDA document (Ferranti et al. 2006).

Some practices have employed scribes (a vari-
ant on the stenographers of old) to some of the
physicians’ data entry work (Koshy et al. 2010),
and CMS’s MU?2 regulation (Final Rule: CMS
2012) allows credentialed medical assistants to
take on this same work. Speech recognition
software offers an approach to “dictating” with-
out the cost or delay of transcription. The com-
puter translates the clinician’s speech to text
automatically. However, even with accuracy
rates of 98 %, users may have to invest important
amounts time to find and correct these errors.

Some dictation services use speech recogni-
tion to generate a draft transcription, which the
transcriptionist corrects while listening to the
audio dictation, thus saving transcriptionist time;
others are exploring the use of natural language
processing (NLP) to auto-encode transcribed
text, and employ the transcriptionist to correct
any NLP coding errors (see Chap. 8).
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The second data-entry method is to have phy-
sicians record information on a structured
encounter form, from which their notes are tran-
scribed or possibly scanned (Downs et al. 2006;
Hagen et al. 1998). One system (Carroll et al.
2011) uses paper turn-around documents to cap-
ture visit note data in one or more steps. First, the
computer generates a child-specific data-capture
form completed by the mother and the nursing
staff. The computer scans the completed form
(Fig. 12.10a), reads the hand-entered numeric
data (top of form), check boxes (middle of form)
and the bar codes (bottom of form), and stores
them in the EHR. Next, the computer generates a
physician encounter form that is also child-spe-
cific. The physician completes this form
(Fig. 12.10b) and the computer processes it the
same way it processed the nursing form.

The third alternative is the direct entry of data
into the computer by care providers. This alterna-
tive has the advantage that the computer can
immediately check the entry for consistency with
previously stored information and can ask for
additional detail or dimensions conditional on the
information just entered. Some of this data will be
entered into fields which require selection from
pre-specified menus. For ease of entry, such
menus should not be very long, require scrolling,
or impose a rigid hierarchy (Kuhn et al. 1984). A
major issue associated with direct physician entry
is the physician time cost. Studies document that
structured data entry consumes more clinician
time than the traditional record keeping (Chaudhry
et al. 2006), as much as 20s per SNOMED CT
coded diagnoses (Fung et al. 2011)—which may
be a function of the interface terminology used (or
not used), and a small study suggests that the
EHR functions taken together may consume up to
60 min of the physician’s free time per clinic day
(McDonald and McDonald 2012). So, planners
must be sensitive to these time costs. In one study,
the computer system was a primary cause of clini-
cian dissatisfaction (Edgar 2009) and their reason
for leaving military medicine.

The use of templates and menus can speed
note entry, but they can also generate excessive
boilerplate and discourage specificity, i.e., it is
easier to pick an available menu option than to


nasriah zakaria

nasriah zakaria


12 Electronic Health Record Systems

407

I a 1618149875

. Uncooperative / Unable to Screen: | Name: Patient, Jenny D
Height: 4 j . e ;
19| |3 Jom. [Ivision []Hearing (18P Age: 2yo DOB: Nov 18 2009
Weight: / i . 2 kg. Vision Left: 20/ Date: Nov 29 2011
HC: . cm. Vision Right: 20/ Pulse Ox: %
BP: / LeftEar@25db: P F Right Ear @ 25db: P F
= O [ sick Visit O a
Temp: ) [: deg. F [ Two IDs checked
. [:] Patient refused to complete form
Pulse: /min  RR: [] Patient left without treatment

Box For Nursing Use Only - Box For Nursing Use Only

CHICA Pre-Screening

#9999999-7 |

- Box For Nursing Use Only -

Box For Nursing Use Only

Parents: Thank you for answering these questions about your child. The answers will help your doctor provide better quality of
care. If your child is age 11 or older, he/she should answer the questions privately. Answers are confidential, but if you prefer
not to answer that is allowed. You may want to talk about these questions with your doctor.

Please fill in the circles completely with a pencil or pen.

Y N
(O &) Is Jenny having pain today?

@ Does Jenny take prescription or over-the-counter
medicine, herbal medicine or vitamins, or use an
inhaler or medicated creams or lotions?

® Does Jenny say six or more words other than 'Mama',
‘Dada’ and names of family members or pets?

@ Has your partner kicked, hit, or slapped you?

() Does Jenny always wear a helmet when riding her
bike or tricycle?

() Does Jenny usually watch TV or computer more than
2 hours a day?

() Do you know what te do if Jenny is choking?

@ Has your partner or another adult threatened or hurt
your children?

&0 Has Jenny seen a dentist this year?

©

@ Are any firearms or guns kept in Jenny's home?

ol |

Fig.12.10 (a) Nurse/mother completes the first form with
questions tailored to patient’s age. An OCR system reads the
hand written numbers at top, the check boxes in center and
bar code identifiers at the bottom and passes the content to
the EHR. (b) The computer generates a physician encounter

Y N

& () Please fill out the attached form about Jenny’s
development.

@

@ Can Jenny take off any of her clothes, such as

pajamas (tops or bottoms) or pants? Do not count

diapers, hats, socks, or shoes.

(& () Do you feel safe in your home?

O

antibiotics twice a day, every day?

@' (*) Does Jenny have a TV in her roem?

60 (%) Does anyone in Jenny's home smoke?

@ @ Has Jenny ever been around water when an adult
has not been within an arm’s length?

O] @' Does Jenny ever use a bottle?

@’ G} Is Jenny on the WIC program?

@ @ Has Jenny spent more than a week in Asia, Africa,
Latin America or Eastern Europe?

NS

(25 Jenny has sickle cell disease (HbSS). Is she taking

‘ope| 04]0 |e |joyedsa ua sejunbald

.

form based on the contents of the first form and adds
reminders. The OCR system interprets the completed form,
encodes the answers given in the check boxes, and stores the
hand writing as image as part of the visit note (Source:
Courtesy of Regenstrief Institute, Indianapolis, IN)
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Ib 9784258913

CHICA Physician Encounter Form

#9999999-7 |

{Patient: Patient, Jenny D (F)

MRN: #9999999-7 ‘A\ Vital Signs:

o = Needs Examination

DOB: 11/18/09 Age: 2 yo Date: Nov 29 2011 nght 845 cm.( 35%)
Doctor: Stephen Downs _ Time: 4:29PM Bk kg( 82 %)
Physical Exam: ... History / Exam Comments: [] Additional notes on back... (98 %)
General: . @O ce: [J Two ID's Checked cm.( %)
Head; MD Infermant: F
Skin: Ko 2 - -

S == yo Qw/ TED —no Fda b

Ears: @‘D'Oﬂ resolve) Nax.y. Mom refo. Pulse Ox; %

Nose / Throat: &I @ Fbe r Q ﬂ(:b ! Hear (L): Hear (R):

Teeth/Gums: KO Viblewe T La....,,_ fAe ?::rc [ | Vision (L):

Nodes: » 0 "I_tb’ C | | Vision (R):

Chest/ Lungs: * ED“MOHLQ,R-‘} \I\.....l [RYS +e¢, | Weight 31, 31 Ib.

i:::;:;lses: gD Jew-ﬂ 9&4&( -E s Ol';_r‘ [4 (‘r | * = Abnormal, U = Uncooperative |

Ext. Genitalia: gg Stee g Ot 0 O F_)',fa'ln 7 c’_es»vsdlw? 6},(,,

Back: .
. 0O , "

g:tl:;oﬁﬁes: B0 {P“ M +ﬂ.«ok Mex. Lo Allergies: ! i i

Legend:* = Previously Abni medications: NONE Pain (0-10): 0

INSTRUCTIONS: Check all applicable boxes. COMPLETELY fill space to right of each box to "uncheck” misfilled boxes.

Child has confirmed SCD. If Jenny has sickle cell disease, then proper
maintenance includes antibiotic prophylaxis and yearly influenza
vaccinations.

E'D Penicillin  125mg BID
N [] Influenza Vaccine given
[0 Patient confirmed SCD

[C1[] Erythromycin if PCN allergic
D D Refer to Hem/Onc
([ Patient does NOT have SCD

TV: Jenny has a TV in bedroom, watches >2hrs of TV per day, so the
following advice is recommended.

Mﬂ Advise <2hrs TV/computerper  [_][]
E’D Advise to remove TV from D |:|

0o ao

DENTAL: Children should see a dentist at least annually beginning at age 1
year. Jenny may not have seen a dentist this year. Handout with dentists
attached.

E’D Advise to see dentist an
-] Given handout Qo
D |:| Has seen dentist this year D |]

Assessments and Plan:
[[] The medical student acted as a scribe for this note,

il“._g\f,rq&‘*'b J\,}\".-{.w (_c_rw‘l'—tf”

Pen JK Qn‘nu':.\f- ey e bse

Ty

Fig. 12.10 (continued)

describe a finding or event in detail. Further, with
templates, the user may also accept default values
too quickly so notes written via templates may

Jenny's parent reported being abused or feeling unsafe on 11/29/11. If you
can speak confidentially and confirm risk of domestic violence, assess for
child abuse and advise parent:

E‘[] Dom Viol Network 317-920-9320 Ji][] Pack $ & clothes for escape
0 offer social services here O[] pon't suspect Dom viol
10 suspect child abuse —= Report [_][] Can't speak confidentially

DENTAL: Remind family that parent should help Jenny brush teeth twice
daily, and that Jenny should see a denlist every year. (See handout)

[ Rec: not eatidrink at bed
23] Gave dentist handout
[0 Abnl oral exam (see note)

T Rec: parent heip brush BID
$I1] Advise to see dentist
E’ﬂ Mouth/teeth healthy on exam

**High TB Risk Patient**: Jenny reportedly has travelled to a TB endemic
country. Place PPD 5TU IQ now.

[0 PP already done ->
[0 PPD not indicated
] PPO plaoed

0 Positive
[J[] Negative
[C1(] PPD deferredirefused

Medu;allon Education Performed and/or Counselﬁd on Vaceines: [JY ON O NA

Clo it el

D Qlec®.
-l

Signature:

T

not convey as clear a picture of the patient’s state
as a note that is composed free-form by the phy-
sician and may contain inaccurate information.

Flo uk

|
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Free-form narrative entry—by typing, dicta-
tion, or speech recognition—allows the clinician
to express whatever they deem to be important.
When clinicians communicate, they naturally
prioritize findings and leave much information
implicit. For example, an experienced clinician
often leaves out “pertinent negatives” (i.e., find-
ings that the patient does not have but that never-
theless inform the decision making process)
knowing that the clinician who reads the record
will interpret them properly to be absent. The
result is usually a more concise history with a
high signal-to-noise ratio that not only shortens
the data capture time but also lessens the cogni-
tive burden on the reading clinician. Weir and
colleagues present compelling evidence about
these advantages, especially when narrative is
focused and vivid, and emphasize that too much
information interferes with inter-provider com-
munication (Weir et al. 2011).

Most EHRs let physicians cut and paste notes
from previous visits and other sources. For exam-
ple, a physician can cut and paste parts of a visit
note into a letter to a referring physician and into
an admission note, a most appropriate use of this
capability. However, this cutting and pasting
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capability can be over-used and cause ‘note
bloat.” In addition, without proper attention to
detail, some information may be copied that is no
longer pertinent or true. In one study, 58 % of the
text in the most recent visit notes duplicated the
content of a previous note (Wrenn et al. 2010),
although of course some repetition from note to
note can be appropriate.

Tablets and smart phones provide new oppor-
tunities for data capture by clinical personnel
including physicians. The University of
Washington (Hartung et al. 2010) has developed a
sophisticated suite of open source tools called the
Open Data Interface (ODI) that includes form
design and deployment to smart phones as well as
delivery of captured data to a central resource.
Data capture can be fast, and physicians and
health care assistants in some third-world coun-
tries are using these tools eagerly. Figure 12.11
shows four screen shots from a medical record
application of ODI. The first (Fig. 12.11a) is the
patient selection screen. After choosing a patient,
the user can view a summary of the patient’s med-
ical record. Scrolling is usually required to view
the whole summary. Figure 12.11b, ¢ show screen
shots of two portions of the summary. Users can

(b6 Ciamusfis  Ciamusflie  Ciammmfie 08w

N REL Problem List

e Fa |
eorID
P Q|

- FEVER
Alexandia Mukonya | 11 May 2006 ... 2 more
Komen O]
HUMAN
IMMUNODEFICIENCY VIRUS
Aloice Beiywa Mukangu | 02 mar 2006

38BF-4

57T5-7

. . . VOMITING
Aloysius Isiho Tanui & || 21 Mar 2006

B64AM-6 b
CANDIDIASIS, ORAL

Anitah Koskei Chemai o |02 Mar 2006
2BAM-1 =
Recent ARV Drugs

Annastacia Aloyo

Chemoges O] Add Missing ARV Drug (%)
a2 ZIDOVUDINE AND >
Charline Mazaliza A LAMIVUDINE \—l_’;

Fig.12.11 ODK Clinic is a mobile clinical decision sup-
port system that helps providers make faster and better
decisions about care. Providers equipped with ODK
Clinic on a mobile phone or tablet can (a) access a list of
patients (b) and (¢) download patient summaries that
include data from one patient record about diagnoses, dis-
eases, reminders, and (d) specific lab data from an
OpenMRS electronic medical record system. Summaries

Adult Labs: On ARV, Over 1 Yr Visit

Last 2 Chest X-Rays

MILIARY CHANGES
24 Apr 2006

OTHER NON-CODED
03 Mar 2006

Reminders

Consider ordering
Syphilis/VDRL Test. Pt. N
with no Syphilis/NDRL (i)
results.

No Response

Please order CD4 panel.
Last CD4 (< 400) over6
mo. ago in pt on ARVs.

No Response

Notes C

cD4

Yearly if last CD4 >400; l:
Every 6-months if last

CD4<400

FHG

If patient is on AZT, repeat

every 6-months; Otherwise

only if clinically indicated. If

Hgb is available locally, —
order instead of FHG and be
sure to record results on

chart

Creatinine

Only if patient is on I_
Tenofovir, repeat every 6-

months

Viral Lnad D

can be customized for specific diseases (i.e., for a pro-
vider treating a adult HIV patient). Users can also print
lab orders on nearby printer and enter clinical data into
some applications. The application is the result of a col-
laboration between USAID-AMPATH, the University of
Washington, and the Open Data Kit project (Used with
permission of Univ. of Washington. Find out more at:
http://opendatakit.org)
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choose to see the details of many kinds of infor-
mation. Figure 12.11d shows the details of a labo-
ratory test result. ODI ties into the OpenMRS
project (Were et al. 2011), which has also been
adopted widely in developing countries.

The long-term solution to data capture of infor-
mation generated by clinicians is still evolving.
The current ideal is the semi-structured data entry,
which combines the use of narrative text fields and
formally structured fields that are amenable to
natural language processing combined with struc-
tured data entry fields where needed. With time
and better input devices, direct computer entry will
become faster and easier. In addition, direct entry
of some data by patients will reduce the clinician’s
data entry (Janamanchi et al. 2009).

12.4.1.4 What to Do About Data
Recorded on Paper Before the
Installation of the EHR

Care organizations have used a number of
approaches to load new EHR systems with pre-
existing patient data. One approach is to interface
the EHR to available electronic sources—such as
a dictation service, pharmacy systems, and labo-
ratory information systems—and load data from
these sources for 6-12 months before going live
with the EHR. A second approach is to abstract
selected data, e.g., key laboratory results, the
problem lists, and active medications from the
paper record and hand enter those data into the
EHR prior to each patient’s visit when the EHR is
first installed. The third approach is to scan and
store 1-2 years of the old paper records. This
approach does solve the availability problems of
the paper chart, and can be applied to any kind of
document, including handwritten records, pro-
duced prior to the EHR installation. Remember
that these old records will have to be labeled with
the patient ID, date information, and, preferably,
the type of content (e.g., laboratory test, radiol-
ogy report, provider dictation, and discharge
summary, or, even better, a precise name, such as
chest x-ray or operative note) and this step
requires human effort. Optical Character
Recognition (OCR) capability is built into most
document scanners today, and converts typed text
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within scanned documents to computer under-
standable text with 98-99 % character accuracy.

12.4.1.5 Data Validation

Because of the chance of transcription errors
with the hand entry of data, EHR systems must
apply validity checks scrupulously. A number of
different kinds of checks apply to clinical data
(Schwartz et al. 1985). Range checks can detect
or prevent entry of values that are out of range
(e.g., a serum potassium level of 50.0 mmol/L—
the normal range for healthy individuals is 3.5—
5.0 mol/L). The computer can ask the users to
verify results beyond the absolute range. Pattern
checks can verify that the entered data have a
required pattern (e.g., the three digits, hyphen,
and four digits of a local telephone number).
Computed checks can verify that values have
the correct mathematical relationship (e.g., white
blood cell differential counts, reported as per-
centages, must sum to 100). Consistency checks
can detect errors by comparing entered data (e.g.,
the recording of cancer of the prostate as the
diagnosis for a female patient). Delta checks
warn of large and unlikely differences between
the values of a new result and of the previous
observations (e.g., arecorded weight that changes
by 100 1b in 2 weeks). Spelling checks verify the
spelling of individual words.

12.4.2 Data Display

Once stored in the computer, data can be pre-
sented in numerous formats for different pur-
poses without further entry work. In addition,
computer-stored records can be produced in
novel formats that are unavailable in manual
systems.

Increasingly, EHRs are implemented on web
browser technology because of the ease of
deployment to any PC or smart device (including
smart phone and tablets; see Chap. 14) so health
care workers (e.g., physicians on call) can view
patient data off-site. Advanced web security fea-
tures such as Transport Layer Security (TLS)
(NIST 2005)—a revised designation for Secure
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Sockets Layer (SSL)—can ensure the confiden-
tiality of any such data transmitted over the
Internet.

Here, we discuss a few helpful formats.
Clinicians need more than just integrated access to
patient data; they also need various views of these
data: in chronologic order as flowsheets or graphs
to highlight changes over time, and as snapshots
that show a computer view of the patients’ current
status and their most important observations.

12.4.2.1 Timeline Graphs

A graphical presentation can help the physician
to assimilate the information quickly and draw
conclusions (Fafchamps et al. 1991; Tang and
Patel 1994; Starren and Johnson 2000). An anes-
thesia system vendor provides an especially good
example of the use of numbers and graphics in a
timeline to convey the patient’s state in form that
can be digested at a glance (Vigoda and Lubarsky
2006). Sparklines—*“small, high resolution
graphics embedded in a context of words, num-
bers, images” (Tufte 2006), which today’s brows-
ers and spreadsheets can easily generate—provide
a way to embed graphic timelines into any report.
One study found that with sparklines, “physi-
cians were able to assess laboratory data faster ...
enable more information to be presented in a
single view (and more compactly) and thus
reduce the need to scroll or flip between screens”
(Bauer et al. 2010). The second column of the
flowsheet in Fig. 12.12a displays sparklines that
include all of the data points for a given variable.
The yellow band associated with those sparklines
highlights the reference range. Clicking on one or
more sparklines produces a pop-up that displays
a standard graph for all of the selected variables.
The user can expand the timeline of this graph to
spread out points that are packed too closely
together as shown in Fig. 12.12b.

12.4.2.2 Timeline Flowsheets

Figure 12.13a shows an integrated view of a
flowsheet of the radiology impressions with the
rows representing different kinds of radiology
examinations and the columns representing
study dates. Clicking on the radiology image

am

icon brings up the radiology images, e.g., the
quarter resolution chest X-ray views in
Fig. 12.13b. An analogous process applies to
electrocardiogram (ECG) measurements where
clicking on the ECG icon for a particular result
brings up the full ECG tracing in Portable
Document Format (PDF) form. Figure 12.14
shows the popular pocket rounds report that pro-
vides laboratory and nursing measurements as a
very compact flowsheet that fits in a white coat
pocket (Simonaitis et al. 2006).

Flowsheets can be specialized to carry informa-
tion required to manage a particular problem. A
flowsheet used to monitor patients who have hyper-
tension (high blood pressure) for example might
contain values for weight, blood pressure, heart
rate, and doses of medications that control hyper-
tension as well as results of laboratory tests that
monitor complications of hypertension, or the med-
ications used to treat it. Systems often permit users
to adjust the time granularity of flowsheets on the
fly. An ICU user might view results at minute-by-
minute intervals, and an out-patient physician might
view them with a month-by-month granularity.

12.4.2.3 Summaries and Snapshots

EHRs can highlight important components
(e.g., active allergies, active problems, active
treatments, and recent observations) in clinical
summaries or snapshots (Tang et al. 1999b).
Figure 12.15 from Epic’s product shows an
example that presents the active patient prob-
lems, active medications, medication allergies,
health maintenance reminders, and other rele-
vant summary information. These views are
updated automatically with any new data entry
so they are always current. In the future, we
can expect more sophisticated summarizing
strategies, such as automated detection of
adverse events (Bates et al. 2003b) or auto-
mated time-series events (e.g., cancer chemo-
therapy cycles). We may also see reports that
distinguish abnormal changes that have been
explained or treated from those that have not,
and displays that dynamically organize the
supporting evidence for existing problems
(Tang and Patel 1994; Tang et al. 1994a).
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Fig. 12.12 The National Library of Medicine Personal  on one page. They can also mouse over a specific data
Health Record (PHR) flow sheet (a) allows the consumer  point on the chart to expand the timeline, as shown shaded
to track test, treatments and symptoms over time. Clicking  in pink (Source: Courtesy of Clement J. McDonald, Lister
on a sparklines graph in the flow sheet table opens a larger ~ Hill National Center for Biomedical Communications,
plot chart view (b) consumers can click on multiple spar-  National Library of Medicine, Bethesda, MD)

klines to obtain full-sized graphs of the selected variables

Ultimately, computers should be able to pro- 12.4.2.4 Dynamic Search

duce concise and flowing summary reports that Anyone who has reviewed a patient’s chart
are like an experienced physician’s hospital knows how hard it can be to find a particular
discharge summary. piece of information. From 10 % (Fries 1974) to
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81 % (Tang et al. 1994b) of the time, physicians
do not find patient information that has been
previously recorded in a paper medical record.
Furthermore, the questions clinicians routinely
ask are often the ones that are difficult to answer
from perusal of a paper-based record. Common
questions include whether a specific test has
ever been performed, what kinds of medications
have been tried, and how the patient has
responded to particular treatments (e.g., a class
of medications) in the past. Physicians con-
stantly ask these questions as they flip back and
forth in the chart searching for the facts to sup-
port or refute one in a series of evolving hypoth-
eses. Search tools (see Sect. 12.4.3) help the
physician to locate relevant data. The EHR can

MRF_TBL_DISPLAY - Mi

| e Ed Viw Favoles Took Hep

zoft Internetl Explorer provided by Amesica Online

then display these data as specialized presenta-
tion formats (e.g., flowsheets or graphics) to
make it easier for them to draw conclusions
from the data. A graphical presentation can help
the physician to assimilate the information
quickly and to draw conclusions (Fafchamps
et al. 1991; Tang et al. 1994a; Starren and
Johnson 2000).

12.4.3 Query and Surveillance
Systems

The query and surveillance capabilities of
computer-stored records have no counterpart in
manual systems. Medical personnel, quality
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Fig.12.13 Web resources. (a) Web-browser flow sheet of
radiology reports. The rows all report one kind of study,
and the columns report one date. Each cell shows the
impression part of the radiology report as a quick summary
of the content of that report. The cells include two icons.
Clicking on the report icon provides the full radiology
report. Clicking on the radiology image icon provides the
images. (b) The chest X-ray images on radiology images

obtained by clicking on the “bone” icon. What shows by
default is a quarter-sized view of both the PA and lateral
chest view X-ray. By clicking on various options, users can
obtain up to the full (2,000x2,300) resolution, and win-
dow and level the images over the 12 bits of a radiographic
image, using a control provided by Medical Informatics
Engineering (MIE), Fort Wayne Indiana (Source: Courtesy
of Regenstrief Institute, Indianapolis, IN)
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Fig.12.13 (continued)

and patient safety professionals, and adminis-
trators can use these capabilities to analyze
patient outcomes and practice patterns. Public
health professionals can use the reporting func-
tions of computer-stored records for surveil-
lance, looking for emergence of new diseases
or other health threats that warrant medical
attention.

Although these functions of decision support
on the one hand, and query surveillance sys-
tems, on the other, are different, their internal
logic is similar. In both, the central procedure is
to find records of patients that satisfy pre-spec-
ified criteria and export selected data when the
patient meets those criteria. Surveillance que-
ries generally address a large subset, or all, of a
patient population; the output is often a tabular
report of selected raw data on all the patient
records retrieved or a statistical summary of the
values contained in the records. Decision sup-
port generally addresses only those patients

[ @ inemet

under active care; its output is an alert or
reminder message (McDonald 1976). Query
and surveillance systems can be used for clini-
cal care, clinical research, retrospective studies,
and administration.

12.4.3.1 Clinical Care

A query can also identify patients who are due
for periodic screening examinations such as
immunizations, mammograms, and cervical Pap
tests and can be used to generate letters to patients
or call lists for office staff to encourage the pre-
ventive care. Query systems are particularly use-
ful for conducting ad hoc searches such as those
required to identify and notify patients who have
been receiving a recalled drug. Such systems can
also facilitate quality management and patient
safety activities. They can identify candidate
patients for concurrent review and can gather
many of the data required to complete such
audits.
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Fig. 12.14 The Pocket rounds report—so called because
when folded from top to bottom, it fits in the clinician’s
white coat pocket as a booklet. It is a dense report (12
lines per inch, 36 characters per inch), printed in land-
scape mode on one 8 1/2x 11 in. page), and includes the

12.4.3.2 Clinical Research

Query systems can be used to identify patients who
meet eligibility requirements for prospective clini-
cal trials. For example, an investigator could iden-
tify all patients seen in a medical clinic who have a
specific diagnosis and meet eligibility requirements
while not having any exclusionary conditions.
These approaches can also be applied in real time.
At one institution, the physician’s work station was
programmed to ask permission to invite the patient
into a study, when that physician entered a problem
that suggested the patient might be a candidate for
a local clinical trial. If the physician gave permis-
sion, the computer would send an electronic page
to the nurse recruiter who would then invite the
patient to participate in the study. It was first applied
to a study of back pain (Damush et al. 2002).

all active orders (including medications), recent labora-
tory results, vital signs and the summary impressions of
radiology, endoscopy, and cardiology reports (Source:
Courtesy of L. Simonaitis, Regenstrief Institute,
Indianapolis, IN)

12.4.3.3 Quality Reporting

Query systems can also play an important role in
producing quality reports that are used for both
internal quality improvement activities and for
external public reporting. And, although it would
be difficult for paper-based records to incorporate
patient-generated input, and would require careful
tagging of data source, an EHR could include data
contributed by patients (e.g., functional status,
pain scores, symptom reports). These patient-
reported data may be incorporated in future qual-
ity measures. With the changing reimbursement
payment models focusing more on outcomes
measures instead of volume of transactions, gen-
erating efficient and timely reports of clinical
quality measures will play an increasingly impor-
tant role in management and payment.
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Fig. 12.15 Summary record. The patient’s active medi-
cal problems, current medications, and drug allergies are
among the core data that physicians must keep in mind
when making any decision on patient care. This one-page

12.4.3.4 Retrospective Studies
Randomized prospective studies are the gold
standard for clinical investigations, but retro-
spective studies of existing data have contrib-
uted much to medical progress (See Chap. 11).
Retrospective studies can obtain answers at a
small fraction of the time and cost of comparable
prospective studies.

EHR systems can provide many of the data
required for a retrospective study. They can, for
example, identify study cases and comparable
control cases, and provide data needed for statis-
tical analysis of the comparison cases (Brownstein
et al. 2007). Combined with access to discarded
specimens, they also offer powerful approaches
to retrospective genome association studies that
can be accomplished much faster and at cost
magnitudes lower than comparable prospective
studies (Kohane 2011; Roden et al. 2008).

Computer-stored records do not eliminate all
the work required to complete an epidemiologic
study; chart reviews and patient interviews may
still be necessary. Computer-stored records are
likely to be most complete and accurate with

screen provides an instant display of core clinical data ele-
ments as well as reminders about required preventive
care. (Source: Courtesy of Epic Systems, Madison, WI)

respect to drugs administered, laboratory test
results, and visit diagnoses, especially if the first
two types of data are entered directly from auto-
mated laboratory and pharmacy systems.
Consequently, computer-stored records are most
likely to contribute to research on a physician’s
practice patterns, on the efficacy of tests and
treatments, and on the toxicity of drugs. However,
NLP techniques make the content of narrative
text more accessible to automatic searches (see
Chap. 8).

12.4.3.5 Administration

In the past, administrators had to rely on data
from billing systems to understand practice pat-
terns and resource utilization. However, claims
data can be unreliable for understanding clinical
practice because the source data are coarse and
often entered by non-clinical personnel not
directly involved with the care decisions.
Furthermore, relying on claims data as proxies for
clinical diagnoses can produce inaccurate infor-
mation and lead to inappropriate policymaking
(Tang et al. 2007). Medical query systems in
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conjunction with administrative systems can pro-
vide information about the relationships among
diagnoses, indices of severity of illness, and
resource consumption. Thus, query systems are
important tools for administrators who wish to
make informed decisions in the increasingly cost-
sensitive world of health care. On the other hand,
the use of EHR data for billing and administration
can produce incentives for clinicians to steer their
documentation to optimize payment and resource
allocation, potentially making that documenta-
tion less clinically accurate. It may therefore be
best to base financial decisions on variables that
are not open to interpretation.

12.5 Challenges Ahead

Although many commercial products are labeled
as EHR systems, they do not all satisfy the criteria
that we defined at the beginning of this chapter.
Even beyond matters of definition, however, it is
important to recognize that the concept of an EHR
is neither unified nor static. As the capability of
technology evolves, the function of the EHR will
expand. Greater involvement of patients in their
own care, for example, means that personal
health records (PHRs) should incorporate data
captured at home and also support two-way com-
munication between patients and their health care
team (see also Chap. 17). The potential for
patient-entered data includes history, symptoms,
and outcomes entered by patients as well as data
uploaded automatically by home monitoring
devices such as scales, blood pressure monitors,
glucose meters, and pulmonary function devices.
By integrating these patient-generated data into
the EHR, either by uploading the data into the
EHR or by linking the EHR and the PHR, a num-
ber of long-term objectives can be achieved:
patient-generated data may in some circumstances
be more accurate or complete, the time spent
entering data during an office visit by both the
provider and the patient may be reduced, and the
information may allow the production of out-
comes measures that are better attuned to patients'
goals. One caveat in this vision is the perception
that this may lead to a deluge of data that the
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provider will never have time to sort through yet
will be legally responsible for. A review of current
products would be obsolete by the time that it was
published. We have included examples from vari-
ous systems in this chapter, both developed by
their users and commercially available, to illus-
trate a portion of the functionality of EHR sys-
tems currently in use.

The future of EHR systems depends on both
technical and nontechnical considerations.
Hardware technology will continue to advance,
with processing power doubling every 2 years
according to Moore’s law (see Chap. 1). Software
will improve with more powerful applications,
better user interfaces, and more integrated deci-
sion support. New kinds of software that support
collaboration will continue to improve; social
media are growing rapidly both inside and out-
side of health care. For example, as both provid-
ers and patients engage increasingly in social
media, new ways to capture data, share data, col-
laborate, and share expertise may emerge.
Perhaps the greater need for leadership and action
will be in the social and organizational founda-
tions that must be laid if EHRs are to serve as the
information infrastructure for health care. We
touch briefly on these challenges in this final
section.

12.5.1 Users’ Information Needs
We discussed the importance of clinicians
directly using the EHR system to achieve maxi-
mum benefit from computer-supported decision
making. On the one hand, organizations that
require providers to enter all of their order, notes,
and data directly into the EHR will gain substan-
tial operational efficiency. On the other hand,
physicians will bear the time costs of entering
this information and may lose efficiency. Some
balance between the organization’s and provid-
ers’ interests must be found. This balance is easi-
est to reach when physicians have a strong say in
the decision.

Developers of EHR systems must thoroughly
understand clinicians’ information needs and
workflows in the various settings where health
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care is delivered. The most successful sys-
tems have been developed either by clinicians
or through close collaborations with practicing
clinicians.

Studies of clinicians’ information needs
reveal that common questions that physicians
ask concerning patient information (e.g., Is
there evidence to support a specific patient diag-
nosis? Has a patient ever had a specific test? Has
there been any follow up because of a particular
laboratory test result?) are difficult to answer
from the perusal of the paper-based chart (Tang
et al. 1994b)). Regrettably, most clinical sys-
tems in use now cannot easily answer many of
the common questions that clinicians ask.
Developers of EHR systems must have a thor-
ough grasp of users’ needs and workflows if
they are to produce systems that help health care
providers to use these tools efficiently to deliver
care effectively.

12.5.2 Usability

An intuitive and efficient user interface is an
important part of the system. Designers must
understand the cognitive aspects of the human
and computer interaction and the professional
workflow if they are to build interfaces that are
easy-to-learn and easy-to-use (see Chap. 4).
Improving human—computer interfaces will
require changes not only in how the system
behaves but also in how humans interact with the
system. User interface requirements of clinicians
entering patient data are different from the user
interfaces developed for clerks entering patient
charges. Usability for clinicians means fast com-
puter response times, and the fewest possible
data input fields. A system that is slow or requires
too much input is not usable by clinicians. The
menus and vocabularies that constrain user input
must include synonyms for all the ways health
professionals name the items in the vocabularies
and menus, and the system must have keyboard
options for all inputs and actions because switch-
ing from mouse to keyboard steals user time. To
facilitate use by busy health care professionals,
health care applications developers must focus
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on clinicians’ unique information needs. What
information the provider needs and what tasks
the provider performs should influence what and
how information is presented. Development of
human-interface technology that matches the
data-processing power of computers with the
cognitive capability of human beings to formu-
late insightful questions and to interpret data is
still a rate-limiting step (Tang and Patel 1994).
For example, one can imagine an interface in
which speech input, typed narrative, and mouse-
based structured data entry are accepted and
seamlessly stored into a single data structure
within the EHR, with a hybrid user display that
shows both a narrative version of the information
and a structured version of the same information
that highlights missing fields or inconsistent
values.

12.5.3 Standards

We alluded to the importance of standards earlier
in this chapter, when we discussed the architec-
tural requirements of integrating data from mul-
tiple sources. Standards are the focus of Chap. 7.
Here, we stress the critical importance of national
standards in the development, implementation,
and use of EHR systems (Miller and Gardner
1997b). Health information should follow
patients as they interact with different providers
in different care settings. Uniform standards are
essential for systems to interoperate and
exchange data in meaningful ways. Having stan-
dards reduces development costs, increases inte-
gration, and facilitates the collection of
meaningful aggregate data for quality improve-
ment and health policy development. The HIPAA
legislation has mandated standards for adminis-
trative messages, privacy, security, and clinical
data. Regulations based on this legislation have
already been promulgated for the first three of
these categories.'® Incentives provided by the
HITECH Act (see Chaps. 7 and 27) stimulated a
number of efforts including a report by the ONC

B http://www.hhs.gov/ocr/privacy/hipaa/administrative/
index.html (Accessed 1/2/2012).
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HIT Standards Committee (Health IT Standards
Committee 2011) and Meaningful Use 2 (MU2)
federal regulations (Final Rules: CMS 2012;
Final Rule: ONC 2012) defining message and
vocabulary standards for clinical data and
encouraging EHR vendors and users to adopt
them (see Sect. 12.3.1)."” The US Department of
Health and Human Services (HHS) maintains
the current status of its HITECH programs on
their Web site.”

12.5.4 Privacy and Security

Privacy and security policies and technology
that protect individually identifiable health data
are important foundational considerations for
all applications that store and transmit and dis-
play health data. HIPAA established key regula-
tions, and HITECH enhanced them, to protect
the confidentiality of individually identifiable
health information. With appropriate laws and
policies computer-stored data can be more
secure and confidential than those data main-
tained in paper-based records (Barrows and
Clayton 1996).

12.5.5 Costs and Benefits

The Institute of Medicine (IOM) declared the
EHR an essential infrastructure for the delivery
of health care, and the protection of patient
safety (IOM Committee on Improving the
Patient Record 2001). Like any infrastructure
project, the benefits specifically attributable to
infrastructure are difficult to establish; an infra-
structure plays an enabling role in all projects
that take advantage of it. Early randomized con-
trolled clinical studies showed that computer-
based decision-support systems reduce costs and
improve quality compared with usual care sup-

Yhttp://www.healthit.gov/sites/default/files/standards-
certification/HITSC_CQMWG_VTF_Transmit_090911.
pdf (Accessed 1/3/2012).

Dhttp://www.healthit.gov/policy-researchers-implementers/
health-it-rules-regulations (Accessed 1/3/2012).
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ported with a paper medical record (Tierney
et al. 1993; Bates et al. 1997, 2003b; Classen
et al. 1997), and recent meta-analyses of health
information technology have demonstrated qual-
ity benefits (Buntin et al. 2011; Lau et al. 2010);
however, Romano and Stafford (2011) did not
find any “consistent association between EHRs
and CDS and better quality.”

Because of the significant resources needed
and the significant broad-based potential bene-
fits, the decision to implement an EHR system is
a strategic one. Hence, the evaluation of the costs
and benefits must consider the effects on the
organization’s strategic goals, as well as the
objectives for individual health care (Samantaray
et al. 2011). Recently, the federal government
and professional organizations have both
expressed interest in Open Source options for
EHR software (Valdes 2008).

12.5.6 Leadership

Leaders from all segments of the health care
industry must work together to articulate the
needs, to define the standards, to fund the devel-
opment, to implement the social change, and to
write the laws to accelerate the development and
routine use of EHR systems in health care.
Because of the prominent role of the federal
government in health care—as a payer, provider,
policymaker, and regulator—federal leadership
to create incentives for developing and adopting
standards and for promoting the implementation
and use of EHRs is crucial. Recently, Congress
and the administration have acted to accelerate
the adoption and meaningful use of health infor-
mation technology based on some of the foun-
dational research done in the informatics
community (see Chap. 27). Technological
change will continue to occur at a rapid pace,
driven by consumer demand for entertainment,
games, and business tools. Nurturing the use of
information technology in health care requires
leaders who promote the use of EHR systems
and work to overcome the obstacles that impede
widespread use of computers for the benefit of
health care.
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Kuperman, G. J., Gardner, R. M., & Pryor, T. A. (1991).
The HELP system. Berlin/Heidelberg: Springer-Verlag
GmbH and Co. K. The HELP (Health Evaluation
through Logical Processing) system was a computer-
ized hospital information system developed by the
authors at the LDS Hospital at the University of Utah,
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anyone trying to learn about EHR deployments,
covering topics related to preparation, support, and
implementation.

Weed, L. L. (1969). Medical records, medical evaluation
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ented medical record.

Questions for Discussion

1. What is the definition of an EHR?
What, then, is an EHR system? What
are five advantages of an EHR over a
paper-based record? Name three limi-
tations of an EHR.

2. What are the five functional compo-
nents of an EHR? Think of the infor-
mation systems used in health care
institutions in which you work or that
you have seen. Which of the compo-
nents that you named do those systems
have? Which are missing? How do the
missing elements limit the value to the
clinicians or patients?
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. Discuss three ways in which a com-
puter system can facilitate information
transfer between hospitals and ambu-
latory care facilities, thus enhancing
continuity of care for previously hos-
pitalized patients who have been dis-
charged and are now being followed
up by their primary physicians.

. Much of medical care today is prac-
ticed in teams, and coordinating the
care delivered by teams is a major
challenge. Thinking in terms of the
EHR functional components, describe
four ways that EHRs can facilitate care
coordination. Describe two ways in
which EHRs are likely to create addi-
tional challenges in care coordination.
. How does the health care financing envi-
ronment affect the use, costs, and bene-
fits of an EHR system? How has the
financing environment affected the func-
tionality of information systems? How
has it affected the user population?

. Would a computer scan of a paper-
based record be an EHR? What are
two advantages and two limitations of
this approach?

. Among the key issues for designing an
EHR system are what information
should be captured and how it should
be entered into the system. Physicians
may enter data directly or may record
data on a paper worksheet (encounter
form) for later transcription by a data-
entry worker. What are two advantages
and two disadvantages of each method?
Discuss the relative advantages and
disadvantages of entry of free text
instead of entry of fully coded infor-
mation. Describe an intermediate or
compromise method.

. EHR data may be used in clinical
research, quality improvement, and

10.

11.

12.
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monitoring the health of populations.
Describe three ways that the design
of the EHR system may affect how
the data may be used for other
purposes.

. Identify four locations where clini-

cians need access to the information
contained in an EHR. What are the
major costs or risks of providing access
from each of these locations?

What are three important reasons to
have physicians enter orders directly
into an EHR system? What are three
challenges in implementing such a
system?

Consider the task of creating a sum-
mary report for clinical data collected
over time and stored in an EHR sys-
tem. Clinical laboratories traditionally
provide summary test results in flow-
sheet format, thus highlighting clini-
cally important changes over time.
A medical record system that contains
information for patients who have
chronic diseases must present serial
clinical observations, history informa-
tion, and medications, as well as labo-
ratory test results. Suggest a suitable
format for presenting the information
collected during a series of ambula-
tory-care patient visits.

The public demands that the confiden-
tiality of patient data must be main-
tained in any patient record system.
Describe three protections and audit-
ing methods that can be applied to
paper-based systems. Describe three
technical and three nontechnical mea-
sures you would like to see applied to
ensure the confidentiality of patient
data in an EHR. How do the risks of
privacy breaches differ for the two
systems?
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After reading this chapter you should know the

answers to these questions:

* What is the vision and purpose of Health
Information Infrastructure (HII)?

e What kinds of impacts will HII have, and in
what time periods?

e Why is architecture so crucial to HII success?

e What are the political and technical barriers to
HII implementation?

* What are the desirable characteristics of HII
evaluation measures?

13.1 Introduction

This chapter addresses health information
infrastructure (HII), community level infor-
matics systems designed to make comprehensive
electronic patient records available when and
where needed for the entire population. There are
numerous difficult and highly interdependent
challenges that HII systems must overcome,
including privacy, stakeholder cooperation,
assuring all-digital information, and providing
financial sustainability. As a result, while HII has
been pursued for years with myriad approaches
in many countries, progress has been slow and no
proven formula for success has yet been
identified.

W.A. Yasnoff, MD, PhD

NHII Advisors, 1854 Clarendon Blvd.,
Arlington 22201, VA, USA

e-mail: william.yasnoff @nhiiadvisors.com

E.H. Shortliffe, J.J. Cimino (eds.), Biomedical Informatics,

While the discussion here is focused on the
development of the HII in the United States,
many other countries are involved in similar
activities and in fact have progressed further
along this road. Canada, Australia, and a number
of European nations have devoted considerable
time and resources to their own national HIIs.
The United Kingdom, for example, has spent
several billion pounds over the last few years to
upgrade substantially its health information sys-
tem capabilities. It should be noted, however, that
all of these nations have centralized, government-
controlled health care systems. This organiza-
tional difference from the multifaceted, mainly
private health care system in the U.S. results in a
somewhat different set of issues and problems.
One can hope that the lessons learned from HII
development activities across the globe can be
effectively shared to ease the difficulties of
everyone who is working toward these important
goals.

13.2 Vision and Benefits of HIl

The vision of HII is comprehensive electronic
patient information when and where needed,
allowing providers to have complete and current
information upon which to base clinical deci-
sions. In addition, clinical decision support (see
Chap. 22) would be integrated with information
delivery. In this way, both clinicians and patients
could receive reminders of the most recent clini-
cal guidelines and research results. This would
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avoid the need for clinicians to have superhuman
memory capabilities to assure the effective prac-
tice of medicine, and enable patients more easily
to adhere to complex treatment protocols and to
be better informed. Patients could also review
and add information to their record and thereby
become more active participants in their care. In
addition, the availability of comprehensive
records for each patient would enable value-
added services, such as immediate electronic
notifications to patients’ family members about
emergency care, as well as authorized queries in
support of medical research, public health, and
public policy decisions.

In considering HII, it is extremely important
to appreciate that medical information for a given
patient must, in general, be relatively complete
before it is truly valuable for clinical use (see
Fig. 13.1). For example, if a physician has access
to an electronic information system that can
retrieve half of each patient’s list of medications,
it is unlikely such a system will be actively used.
Knowing that the information is incomplete, the
physician will still need to rely on other tradi-
tional sources of information to fill in the missing
data (including questioning the patient). So there
is little added benefit for investing the time to
obtain the partial information from the new sys-
tem. Similarly, applying clinical decision support
to incomplete patient data may produce errone-
ous, misleading, or even potentially dangerous
results. Therefore, HII systems must reliably

40 60 80
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provide reasonably complete information to be
valuable to clinicians for patient care, and to
make their use worthwhile.

The potential benefits of HII are both numer-
ous and substantial. Perhaps most important are
error reduction and improved quality of care.
Many studies have shown that the complexity of
present-day medical care results in very frequent
errors of both omission and commission (Institute
of Medicine 1999). The source of this problem
was clearly articulated by Masys, who observed
that current medical practice depends upon the
“clinical decision-making capacity and reliability
of autonomous practitioners for classes of prob-
lems that routinely exceed the bounds of unaided
human cognition.” (Masys 2002). Electronic
health information systems can contribute sig-
nificantly to alleviating this problem by remind-
ing practitioners about recommended actions at
the point of care. This can include both notifica-
tions of actions that may have been missed and
warnings about planned treatments or procedures
that may be harmful or unnecessary. Literally
dozens of research studies have shown that such
reminders improve safety and reduce costs (Bates
2000; Kass 2001). In one such study, medication
errors were reduced by 55 % (Bates et al. 1998).
Another study by the RAND Corporation showed
that only 55 % of U.S. adults were receiving
recommended care (McGlynn et al. 2003). The
same techniques used to reduce medical errors
with electronic health information systems also
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contribute substantially to ensuring that recom-
mended care is provided. This is becoming
increasingly important as the population ages and
the prevalence of chronic disease increases.

Guidelines and reminders also can improve
the effectiveness of dissemination of new
research results. At present, widespread applica-
tion of a new research in the clinical setting takes
an average of 17 years (Balas and Boren 2000).
Patient-specific reminders delivered at the point
of care, highlighting important new research
results, could substantially accelerate this adop-
tion rate.

Another important contribution of HII to the
research domain is improving the efficiency of
clinical trials. At present, most clinical trials
require the creation of a unique information
infrastructure to insure protocol compliance and
to collect essential research data. With an effec-
tive HII, every practitioner would have access to
a fully functional electronic health record
(EHR), so clinical trials could routinely be
implemented through the dissemination of guide-
lines that specify the research protocol. Data col-
lection would occur automatically in the course
of administering the protocol, reducing time and
costs. In addition, there would be substantial
value in analyzing de-identified aggregate data
from routine patient care to assess the outcomes
of various treatments, and monitor the health of
the population.

Another critical function for HII is early
detection of patterns of disease, particularly early
detection of outbreaks from newly-virulent
microorganisms or possible bioterrorism. Our
current system of disease surveillance, which
depends on alert clinicians diagnosing and report-
ing unusual conditions, is both slow and poten-
tially unreliable. These problems are illustrated
by delayed detection of the anthrax attacks in the
Fall of 2001, when seven cases of cutaneous
anthrax in the New York City area 2 weeks before
the so-called “index” case in Florida went unre-
ported (Lipton and Johnson 2001). Since all the
patients were seen by different clinicians, the pat-
tern could not have been evident to any of them
even if the correct diagnosis had immediately
been made in every case. Wagner et al. described
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nine categories of requirements for surveillance
systems for potential bioterrorism outbreaks—
several categories must have immediate elec-
tronic reporting to ensure early detection (Wagner
et al. 2003).

HII would allow immediate electronic report-
ing of both relevant clinical events and labora-
tory results to public health (see Chap. 16). Not
only would this be an invaluable aid in early
detection of bioterrorism, it would also serve to
improve the detection of the much more common
naturally occurring disease outbreaks. In fact,
early results from a number of electronic report-
ing demonstration projects show that disease out-
breaks can routinely be detected sooner than was
ever possible using the current system (Overhage
et al. 2001). While early detection has been
shown to be a key factor in reducing morbidity
and mortality from bioterrorism (Kaufmann et al.
1997), it will also be extremely helpful in reduc-
ing the negative consequences from other disease
outbreaks.

Finally, HII can substantially reduce health
care costs. The inefficiencies and duplication in
our present paper-based health care system are
enormous. One study showed that the anticipated
nationwide savings from implementing advanced
computerized physician order entry (CPOE)
systems in the outpatient environment would be
$44 billion/year (Johnston et al. 2003), while a
related study (Walker et al. 2004) estimated $78
billion more in savings from health information
exchange (HIE) (for a total of $122 billion/
year). Substantial additional savings are possible
in the inpatient setting—numerous hospitals have
reported large net savings from implementation
of EHRs. Another example, electronic prescrib-
ing, would not only reduce medication errors
from transcription, but also drastically decrease
the administrative costs of transferring prescrip-
tion information from provider offices to phar-
macies. Another analysis concluded that the total
efficiency and patient safety savings from HII
would be in range of $142-371 billion each year
(Hillestad et al. 2005), and a survey of the recent
literature found predominantly positive benefits
from HII (Buntin et al. 2011). It is important to
note that much of the savings depends not just on
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the widespread implementation of EHRs, but the
effective interchange of this information to insure
that the complete medical record for every patient
is immediately available in every care setting.

Inasmuch as the current cost trend of health
care is unsustainable, particularly in the face of
our aging population, this issue is both important
and urgent. Without comprehensive electronic
information, any health care reform is largely
guesswork in our current “black box™ health care
environment where the results of interventions
often take years to understand. We do not cur-
rently have mechanisms for timely monitoring of
health care outcomes to inform needed course
corrections in any proposed reform. In essence,
health care must be “informed” before it can be
“reformed.”

13.3 History

In the U.S., the first major report to address HII
was issued by the Institute of Medicine of the
National Academy of Sciences in 1991 (IOM
1991). This report, “The Computer-Based Patient
Record,” was the first in a series of national
expert panel reports recommending transforma-
tion of the health care system from reliance on
paper to electronic information management (see
Chap. 12). In response to the IOM report, the
Computer-based Patient Record Institute (CPRI),
a private not-for-profit corporation, was formed
for the purpose of facilitating the transition to
computer-based records. A number of commu-
nity health information networks (CHINS)
were established around the country in an effort
to coalesce the multiple community stakeholders
in common efforts towards electronic informa-
tion exchange. The Institute of Medicine updated
its original report in 1997 (IOM 1997), again
emphasizing the urgency to apply information
technology to the information intensive field of
health care.

However, most of the CHINs were not suc-
cessful. Perhaps the primary reason for this was
that the standards and technology were not yet
ready for cost-effective community-based elec-
tronic HIE. Another problem was the focus on
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availability of aggregated health information for
secondary uses (e.g., policy development), rather
than individual information for the direct provi-
sion of patient care. Also, there was neither a
sense of extreme urgency nor were there substan-
tial funds available to pursue these endeavors.
However, at least one community (Indianapolis,
Indiana) continued to move forward throughout
this period and has now emerged as an a national
example of the application of information tech-
nology to health care both in individual health
care settings and throughout the community
(McDonald et al. 2005).

Widespread attention was focused on this
issue with the IOM report “To Err is Human”
(IOM 1999). This landmark study documented
the accumulated evidence of the high error rate in
the medical care system, including an estimated
44,000-98,000 preventable deaths each year in
hospitals alone. It has proven to be a milestone in
terms of public awareness of the negative conse-
quences of paper-based information management
in health care. Along with the follow-up report,
“Crossing the Quality Chasm” (IOM 2001), the
systematic inability of the health care system to
operate at a high degree of reliability has been
thoroughly elucidated. These reports clearly
place the blame on the system, not on the dedi-
cated health care professionals who work in an
environment without effective tools to promote
quality and to minimize errors.

Several additional national expert panel
reports have emphasized the IOM findings. In
2001, the President’s Information Technology
Advisory Committee (PITAC) issued a report
entitled “Transforming Health Care Through
Information Technology” (PITAC 2001). That
same year, the Computer Science and Tele-
communications Board of the National Research
Council (NRC) released “Networking Health:
Prescriptions for the Internet” (NRC 2001),
which emphasized the potential for using the
Internet to improve electronic exchange of health
care information. Finally, the National Committee
on Vital and Health Statistics (NCVHS) outlined
a vision for building a National HII in its report,
“Information for Health” (NCVHS 2001).
NCVHS, a statutory advisory body to the U.S.



13 Health Information Infrastructure

Department of Health and Human Services
(DHHS), indicated that Federal government lead-
ership was needed to facilitate further develop-
ment of HIL In response, DHHS began an HII
initiative, organizing a large national conference
in 2003 to develop a consensus agenda to guide
progress (DHHS 2003; Yasnoft et al. 2004).

In April, 2004, a Presidential Executive Order
created the Office of the National Coordinator for
Health Information Technology (ONC) in DHHS
(see also Chap. 27). The initial efforts of ONC
focused on promoting standards and certification
to support adoption of EHRs by physicians and
hospitals. It also promoted implementation of an
“institution centric” model for HIE by Regional
Health Information Organizations (RHIOs),
wherein electronic records for a given patient
stored at sites of past care episodes are located,
assembled, and delivered in real time when
needed for patient care. Four demonstration proj-
ects implementing this model were funded, but
did not lead to sustainable systems.

In 2008, ONC was codified in law by the
Health Information Technology for Economic
and Clinical Health (HITECH) portion of the
ARRA statute (Chap. 27). In addition, $20+ bil-
lion was appropriated including $2 billion for
ONC and the remainder for payment of EHR
incentives through Medicare and Medicaid to
providers who achieve “Meaningful Use” of
these systems. The ONC used its resources to
establish regional extension centers (RECs) to
subsidize assistance to providers adopting and
using EHRs ($677 million), fund states to estab-
lish HIEs ($564 million), and initiate several
research programs.

In December, 2010, the President’s Council of
Advisors on Science and Technology (PCAST)
issued a report expressing concern about ONC
strategy, specifically indicating that its HIE
efforts through the states “will not solve the fun-
damental need for data to be universally
accessed, integrated, and understood while also
being protected” (PCAST 2010). Findings of a
recent survey of HIEs “call into question whether
RHIOs in their current form can be self-sustaining
and effective”’(Adler-Milstein et al. 2011). It is
clear that more than two decades after the 1991
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IOM report urging universal adoption of EHRs,
the U.S. still lacks a clear and feasible roadmap
leading to the widespread availability of compre-
hensive electronic patient information when and
where needed. Despite much progress, no one in
the U.S. as yet receives their medical care with
the assured, immediate availability of all their
records across multiple providers and provider
organizations.

13.4 Requirements for HIl

As with any informatics system development
project, it is critical at the outset to understand the
desired end result. In the case of a large, extremely
complex system such as HII, this is especially
important because there are many stakeholders
with conflicting incentives and agendas, as well
as challenging policy and operational issues. The
ultimate goal is the “availability of comprehen-
sive electronic patient records when and where
needed.” In transforming this goal into a design
specification, it is critical to understand the issues
and constraints that must be addressed. Then any
proposed system design must demonstrate (on
paper) how the objectives will be achieved within
those limitations.

13.4.1 Privacy and Trust

The most important and overriding requirement of
HII is privacy. Clearly, health records are very
sensitive — perhaps the most sensitive personal
information that exists. In addition to our natural
desire to keep our medical information private,
improper disclosure can lead to employment dis-
crimination. Furthermore, failure to assure the pri-
vacy of records will naturally result in patient
unwillingness to disclose important personal
details to their providers — or even to avoid seek-
ing care at all. In addition to the contents of the
records, the very existence of certain records (e.g.,
a visit to psychiatric hospital) is sensitive even if
no details are available. Therefore, extraordinary
care must be taken to ensure that information is
protected from unauthorized disclosure and use.
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In general, U.S. Federal law (the HIPAA
Privacy Rule as introduced in Chap. 10) requires
patient consent for disclosure and use of medical
records. However, consent is not required for
record release for treatment, payment, and health
care operations. These “TPO” exceptions have,
as a practical matter, allowed health care organi-
zations to utilize medical records extensively
while bypassing patient consent. The organiza-
tion that holds medical information has sole
discretion to make the decision whether a pro-
posed disclosure is or is not a TPO exception.
Until recently, TPO disclosures did not even need
to be recorded, effectively preventing discovery
of improper disclosures. Even under the recent
HITECH legislation that requires records of TPO
disclosures, such records are not automatically
available to the subjects of the disclosures. The
net effect is that individuals not only lack control
over the dissemination of their medical records,
but are not even informed when they are dis-
closed beyond where they were created.

It seems appropriate to question whether this
disclosure regime is adequate for electronic
health records. The general public understands
that making electronic patient records available
for good and laudable purposes simultaneously
makes them more available for evil and nefarious
purposes, thereby necessitating higher levels of
protection to avoid abuses. Assigning decision-
making for disclosure of personal medical records
to anyone other than the patient or the patient’s
representative inherently erodes trust. In essence,
the patient is being told, “we are going to decide
for you where your medical records should go
because we know what’s in your interest better
than you do.” Patients may wonder why, if a given
disclosure is in their interest, their consent would
not be sought. Furthermore, failing to seek such
consent inevitably leads to suspicion that the dis-
closure is in fact not in the patient’s interest, but
rather in the interest of the organization deciding
that the records should be released.

The concern about privacy of medical records
is not at all theoretical or insignificant. In two
recent consumer surveys, 13—17 % of consumers
indicated that they already employ “information
hiding” behaviors with respect to their medical
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records (CHCF 2005; Harris Interactive 2007).
This includes activities such as obtaining labora-
tory tests under an assumed name or seeking out-
of-state treatment to conceal an illness from their
primary care provider. Even assuming that every-
one engaged in such behaviors was willing to
admit to them in such a survey, this represents a
substantial proportion of consumers who would,
at a minimum, refuse to participate in an elec-
tronic medical information system that did not
provide them with control over their own records.
Of even greater concern, such a large percentage
of consumers would likely organize and use their
political power to halt the deployment and opera-
tion of such a system. Indeed, it was a much
smaller percentage of concerned citizens that, cit-
ing the threat to privacy, convinced Congress to
repeal the provisions in the original HIPAA legis-
lation calling for a unique medical identifier for
all U.S. residents (see Chap. 10).

In view of this, there are those who argue that
all decisions about release of patient records need
to be entrusted to the patient (with rare excep-
tions, such as mental incompetence). They also
suggest that attention to these concerns may be
especially important for enabling HII, because
patients must trust that their records are not being
misused in such a system. Some argue that
patients are not sufficiently informed to make
such decisions and may make mistakes that are
harmful to them, whereas others believe that the
negative consequences of delegating this
decision-making to others than the patient could
be much greater. Advocates of patient control of
medical information argue, by analogy, that soci-
ety has accepted that individuals retain the right
to make decisions about how their own money is
spent, even though this can lead to adverse con-
sequences when those decisions prove to be
unwise. In considering these issues, it should be
noted that prior to the 2002 HIPAA Privacy Rule
that established the TPO exceptions, both law
and practice had always required patient consent
for all access to medical records. While acknowl-
edging the need for consumer education about
decisions relating to release of medical records,
patient-control advocates believe that the same
freedom and personal responsibility that applies
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to an individual’s financial decisions may need to
be applied to the medical records domain. These
medical information privacy policy issues may
be even more urgent in the context of the
enhanced trust necessary when seeking to imple-
ment an effective and accepted HII.

13.4.2 Stakeholder Cooperation

To ensure the availability of comprehensive
patient records, all health care stakeholders that
generate such records must consistently make
them available. While it would be ideal if such
cooperation were voluntary, assuring long-term
collaboration of competing health care stake-
holders is problematic. Indeed, only a handful
of communities have succeeded in developing
and maintaining an organization that includes
the active participation of the majority of health
care providers. Even in these communities, the
system could be disrupted at any time by the
arbitrary withdrawal of one or more partici-
pants. The unfortunate reality is that health care
stakeholders are often quite reluctant to share
patient records, fearing loss of competitive
advantage.

Therefore, some would argue that mandating
health care stakeholder participation in a system
for sharing electronic patient records is highly
desirable, since it would result in consistently
more comprehensive individual records. Since
imposing a new requirement on health care stake-
holders would be a daunting political challenge,
such an approach would be most feasible as part
of an existing mandate. Proponents of this
approach have noted that one such mandate that
could be utilized is the HIPAA Privacy Rule
itself, which requires all providers to respond to
patient requests for their own records (U.S. 45
CFR 164.524(a)). Furthermore, if patients request
their records in electronic form, and they are
available in electronic form, this regulation also
requires that they be delivered in electronic form.
Although not well known, this latter provision is
included in the original HIPAA Privacy Rule
(U.S. 45 CFR 164.524(c)(2)), and has been rein-
forced by HITECH. It is also being promoted by
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the more recent “blue button” initiative that seeks
to allow patients to retrieve their own records
electronically (Chopra et al. 2010).

Advocates argue that patient control, in addi-
tion to being an effective approach to privacy,
could also serve to ensure ongoing, consistent
health care stakeholder participation. Of course,
in order for this approach to be practical, the
rights of patients to electronic copies of their
records under HIPAA would need to be enforced.
Such enforcement has to date been inconsistent,
and, until recently, exclusively dependent on the
Office of Civil Rights at DHHS (since patients do
not have a private right of action). Under
HITECH, state attorneys general may also bring
legal action, which may be helpful in improving
compliance.

13.4.3 Ensuring Information
in Electronic Form

It is self-evident that the electronic exchange of
health information cannot occur if the informa-
tion itself is not in electronic form. While medi-
cation information and laboratory results are
already predominantly electronic, patient
records, particularly for office-based physicians,
are not. While estimates vary, it is clear that the
majority of office-based physicians still do not
utilize EHR systems, even though there is a
major effort to incentivize the adoption of such
records (see Chaps. 12 and 27). Furthermore
most of those who do have electronic records uti-
lize systems with limited capabilities (DesRoches
et al. 2008).

The major obstacle for physician adoption of
EHRs is not merely cost, as is often cited, but the
very unfavorable ongoing cost/benefit ratio. Most
of the benefits of EHRs in physician offices
accrue not to the physician, but to other stake-
holders. In one study, 89 % of the economic ben-
efit was attributed to other stakeholders (Hersh
2004). It is unreasonable to expect physicians to
shoulder 100 % of the cost of systems while
accruing only 11 % of the benefits.

While the substantial physician subsidies in
HITECH ($44,000-$63,750) are helpful (Chap. 27),
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they do not cover the majority of costs for physician
EHR systems. This is particularly evident when
including the substantial conversion costs related to
reduced revenue from lost productivity during the
transition from paper to electronic records. In addi-
tion, the HITECH subsidies are one time only, while
the costs of EHRs continue indefinitely for physi-
cians. To assure EHR adoption by the vast majority
of practices, many observers believe it will be neces-
sary to provide permanent reimbursement and/or
other offsetting benefits to allow physicians to
recoup their costs. At the very least, any proposed
approach to building a sustainable HII will be more
effective if it includes mechanisms that result in a
favorable cost/benefit ratio for physician EHRs.

As for hospitals, they also have not uni-
formly adopted EHRs. However, hospitals have
a more substantial economic incentive to do so,
since reducing their costs improves financial
performance under the diagnosis-related
groups (DRG) reimbursement system that
pays a fixed amount for a specific condition.
While it remains to be seen if the HITECH
incentives for hospitals are sufficient to induce
widespread adoption, it appears that their
effectiveness will be substantially greater than
for office-based physicians. In addition, once
patients are admitted to the hospital, coordinat-
ing their records is largely an internal problem
that cannot be greatly aided by external HII.
Furthermore, the large majority of health care
encounters do not involve hospitals, and there-
fore HII should focus primarily on the outpa-
tient environment.

It is important to note that EHRs alone, even if
adopted by all health care providers, are a neces-
sary but not sufficient condition for achieving
HII. Indeed, each EHR simply converts an exist-
ing paper “silo” of information to electronic
form. These provider-based systems manage the
provider information on the patient in question,
but do not have all the information for each
patient. To achieve the goal of availability of
comprehensive patient information, there must
also be an efficient and cost-effective mechanism
to aggregate the scattered records of each patient
from all their various providers. Major gains in
quality and efficiency of care will be attainable
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only through HII that ensures the availability of
every patient’s comprehensive record when and
where needed.

13.4.4 Financial Sustainability

There are three fundamental approaches that can
be used individually or in combination to provide
long-term financial sustainability for HII: (1)
public subsidy; (2) leveraging anticipated future
health care cost savings; or (3) leveraging new
value created. The first approach has been advo-
cated by those who assert, with some justifica-
tion, that HII represents a public good that
benefits everyone. They compare HII to other
publicly available infrastructure, such as roads,
and suggest that taxation is an appropriate fund-
ing mechanism. Of course, new taxes are consis-
tently unpopular and politically undesirable, and
other key infrastructures such as public utilities
and the Internet, although regulated, are funded
through user fees rather than taxation. Note, how-
ever, that at least two states (Maryland and
Vermont) are using this mechanism to help fund
their HII.

The most common approach suggested for
long-term HII sustainability is leveraging antici-
pated health care cost savings. This is based on
the substantial and growing body of evidence
that the availability of more comprehensive elec-
tronic patient records to providers results in
higher quality and lower cost care (AHRQ 2006;
Buntin et al. 2011). Some of the best examples
include large, mostly closed health care systems
such as Kaiser, Group Health and the Veterans
Administration, where the conversion of records
into electronic form over time has been consis-
tently associated with both cost savings and bet-
ter care. While the case for HII reducing health
care costs is compelling, the distribution and tim-
ing of those savings is difficult to predict. In addi-
tion, cost savings to the health care system means
revenue losses to one or more stakeholders —
clearly an undesirable result from their perspec-
tive. Finally, the allocation of savings for a given
population of patients is unknown, with the result
that organizations are reluctant to make specific
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financial commitments that could be larger than
their own expected benefits.

The final but least frequently mentioned path
to financial sustainability of HII is utilizing the
new value created by the availability of compre-
hensive electronic information. While it is widely
recognized that this information will be extremely
valuable for a wide variety of purposes, this
option has remained largely unexplored. One
example of such new value is the potential
reduction in cost for delivering laboratory results
to ordering physicians. The expenses borne by
individual laboratories for their own infrastruc-
ture providing this essential service can be greatly
reduced by a single uniform community infra-
structure providing electronic delivery to physi-
cians through one mechanism. Another example
is availability of medical information for research
— both to find eligible subjects for clinical trials
and to utilize the data itself for research queries.
While this latter application has the potential to
defray a substantial portion of the costs of HII, it
requires efficient mechanisms for both searching
data and recording and maintaining patient con-
sent that have not generally been incorporated
into HII systems.

Perhaps the most lucrative HII revenue source
lies in the development of innovative applica-
tions that rely on the underlying information to
deliver compelling value to consumers and other
health care stakeholders. For example, HII allows
the delivery of timely and accurate reminders and
alerts to patients for recommended preventive
services, needed medication refills, and other
medically related events of immediate interest to
patients and their families. It also would allow
deployment of applications that assist consumers
automatically with management of their chronic
diseases. Microsoft recognized and identified
such an “application ecosystem” as the ultimate
business model that could support HII when it
introduced its HealthVault™ personal health
record system (Microsoft 2012). Utilizing new
value to finance HII avoids the prediction and
allocation problems inherent in attempts to lever-
age expected health care cost savings, with the
added incentive that any such savings would fully
accrue to whoever achieves them.
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13.4.5 Community Focus

Most observers believe that successful HII
must be focused on the community. An essen-
tial element in HII is trust, which is inherently
local. Furthermore, health care itself is pre-
dominantly local, since the vast majority of
medical care for residents of a given commu-
nity is provided in that community. Indeed,
people traveling away from home who are
injured or become ill inevitably will return
home at their earliest opportunity if their con-
dition permits (and does not resolve quickly).
Since medical care is predominantly local, cre-
ating a system that delivers comprehensive
electronic patient information in a community
solves the overwhelming majority of informa-
tion needs in that community. While movement
of health information over long distances has
some value and ultimately must be addressed
to assure completeness of records, its contribu-
tion to a total solution is marginal.

The lack of any examples of working HII in
communities larger than about ten million people
provides additional evidence of the need for local
focus. Keeping the scope of such projects rela-
tively small also increases their likelihood of suc-
cess by reducing complexity, thereby avoiding
the huge increases in failure rates of extremely
large-scale IT projects. For example, the need for
local focus was a key part in planning for HII in
the U.K., which was divided into five regions of
approximately 12 million people in an attempt to
facilitate addressing HII development through
multiple systems, each working at a feasible
scale (Granger 2004).

In thinking about HII, analogies are often
made to the international financial system that
efficiently transfers and makes funds available
to individuals anywhere in the world. However,
it is often forgotten that these financial institu-
tions, that also are heavily dependent on trust,
began as “building and loan funds” in small
communities designed to share financial
resources among close neighbors. It took many
decades of building trust before large-scale
national and international financial institutions
emerged.
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13.4.6 Governance and
Organizational Issues

Trust is arguably the most important element in
considering the appropriate governance for HII.
Even in a system where patients exert full control
over their own records, the organization that
operates the HII must earn the full faith and
confidence of consumers for the security, integ-
rity, and protection of the records, as well as
ensuring that records are appropriately available
for purposes that consumers specify. Furthermore,
the organization ideally must be devoid of any
biases or hidden agendas that would favor one
category of health care stakeholders over another,
or favor specific stakeholders within a given
category.

None of the existing health care stakeholders
seem well suited to meet the trust requirement.
Many argue that government cannot operate an
HII because it is inherently not trusted with sensi-
tive personal records, and furthermore needs to
assume the role of providing regulatory oversight
for whatever organization does take the HII
responsibility. Similarly, it seems problematic for
employers to be responsible for the HII since one
of the primary concerns of consumers is to avoid
disclosing sensitive medical information to their
employers. Health plans and insurers are typi-
cally not trusted by consumers because their
incentives are not aligned—they have a financial
incentive to deny care, which is a natural concern
to consumers. Hospitals are in competition with
each other and therefore are not in a good posi-
tion to cooperate in a long-term HII effort.
Physicians are the most trusted health care stake-
holders, from a consumer perspective, but are not
organized in a way to facilitate the creation of
HII. Furthermore, they are also in competition
with each other and, most importantly, do not
generally have the informatics capabilities neces-
sary for such a complex endeavor.

Therefore, many believe that an independent
(perhaps entirely new) organization is needed to
operate HII in communities. This organization
would have no direct connections to existing
health care stakeholders and therefore would be
unbiased. Its sole function would be to protect

W.A. Yasnoff

and make available comprehensive electronic
patient records on behalf of consumers. Such an
independent organization would also ideally
facilitate cooperation among all existing stake-
holders, who would know that the HII activity
was completely neutral and designed primarily to
serve consumers.

13.5 Architecture for Hll

13.5.1 Institution-Centric
Architecture

With rare exceptions, most existing HII systems
have chosen an institution-centric approach to
data storage, leaving patient records wherever
they are created (Fig. 13.2). Although records are
not stored centrally, there is a need to maintain at
least a central index of where information can be
found for a particular patient; without such an
index, finding information about each patient
would require queries to every possible source of
medical information worldwide — clearly an
impractical approach. When a given patient’s
record is requested, the index is used to generate
queries to the locations where information is
stored. The responses to those queries are then
aggregated (in real time) to produce the patient’s
complete record. After the patient encounter, the
new data is entered into the clinician’s EHR sys-
tem and another pointer (to that system) is added
to the index so it will be queried (in addition to all
the other prior locations) next time that patient’s
record is requested.

While this architecture is appealing to health
care stakeholders because they continue to “con-
trol” the records they generate, one can argue that
it fails to meet several key requirements, does not
scale effectively, and is complex and expensive
to operate. The most critical requirement that is
not addressed by this architecture is searching the
data, e.g., to find all patients with a cholesterol
level above 300. To do such a search, the records
of every patient must be assembled from their
various locations and examined one at a time.
This is known as a sequential search, and has a
very long completion time that increases linearly



13 Health Information Infrastructure

HIE

433

Index

/ \ Y
“ 0 . \ .
../ Patient @ “ Assembly
‘\\ Encounter

e _,/

Fig. 13.2 Institution-centric HII architecture. /. The cli-
nician EHR requests prior patient records from the HIE;
this clinician’s EHR is added to the index for future que-
ries for this patient (if not already present). 2. Queries are
sent to EHRs at all sites of prior care recorded in the HIE
index. 3. EHRs at each prior site of care return records for
that patient to the HIE; the HIE must wait for all responses.

with the size of the population. For example, in a
modest-sized HIE with 500,000 patients, assum-
ing retrieval and processing of each patient’s
records requires just 2 s (a very low estimate),
each such search would take at least 12 days (1
million seconds). Furthermore, every such search
would require that each provider record system
connected to the HIE retrieve and transmit all its
information — a very substantial computing and
communications burden (that also increases the
risk of interception of information). In standard
database systems, impractical sequential search
times are reduced by pre-indexing the contents of
the records. However, such pre-indexing would
in essence create a central repository of indices
that could be used to reconstruct most of the orig-
inal data, and therefore is inconsistent with this
architectural approach.

It may be argued that the searches could them-
selves be distributed to the provider systems, and
then the results aggregated into a coherent result.
However, this approach also fails for this archi-
tecture because individual patient records are
incomplete in each system. Therefore, searches
that require multiple items of patient data (e.g.,
patients with chest pain who have taken a certain
medication in the past year), will produce anom-
alous results unless all the instances of the rele-
vant data for a given patient are in a single
provider system (i.e., if one system finds a patient
with chest pain, but without any indication of the
medication of interest [which is in another pro-
vider’s system], that patient will not be reported

4. The returned records are assembled and sent to the cli-
nician EHR; any inconsistencies or incompatibilities
between records must be resolved in real time. 5. After the
care episode, the new information is stored in the clinician
EHR only (© Health Record Banking Alliance, 2013.
Used with permission)

as satisfying the conditions). It is possible to
limit searches to a single criterion and then com-
bine the results from each such search to gener-
ate a correct result. However, this would mean
that such searches would require multiples of the
completion time for a single criterion (e.g., 12
days x2=24 days for the two criteria example),
making the retrieval times and processing bur-
dens even more untenable.

In addition to the scaling issues for this archi-
tecture related to searching, there is also a prob-
lem with response time for assembling a patient
record. When a given patient record is requested,
the locations where the patient has available
records are found using the central index. Then, a
query-response cycle is required for each loca-
tion where patient records are available. Following
completion of the query-response cycles, all the
information obtained must be integrated into a
comprehensive record and made available to the
requestor. While the query-response cycles can all
be done in parallel, the final integration of results
must wait for the slowest response. As the number
of connected systems increases, so does the prob-
ability of a slow (or absent) response from one of
them when queried for patient records. In addi-
tion, more systems mean more processing time to
integrate multiple sources of information into one
coherent record. Thus, the response time will
become slower as the number of connected sys-
tems increases.

The institution-centric architecture also intro-
duces high levels of operational complexity.
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Fig.13.3 Example of a
Network Operations Center
(NOC) (Reproduced with
permission from Evans
Consoles Corporation)

Since the completeness of retrieval of a given
patient’s records is dependent on the availability
of all the systems that contain information about
that patient, ongoing real-time monitoring of all
connected information sources is essential. This
translates into a requirement for a 24 x 7 network
operations center (NOC), that constantly moni-
tors the operational status of every medical
information system and is staffed with senior IT
personnel who can immediately troubleshoot and
correct any problems detected (Fig. 13.3). Even
with modest system failure rates (e.g., 1/1000), a
community with thousands of EHRs will typi-
cally have a handful of systems that are unre-
sponsive to queries for patient records and require
immediate expert attention to restore to full oper-
ation. The cost of this around-the-clock monitor-
ing is very substantial, since a staff of at least five
full-time network engineers is required to assure
that at least one person is always available for
every shift 7 days a week.

In addition to the cost of the NOC, every EHR
system in an institution-centric model must
always be able to respond to queries in real-time.
In addition to the cost of assuring 24 x7 opera-
tion of all these systems, which will be extremely
problematic for physician offices, every system
will need additional hardware, software, and tele-
communications capabilities to simultaneously
support such queries while also serving its local

users. Clearly, the transaction volumes generated
will be substantial, since each patient’s records
will be queried whenever they receive care at any
location. Contrast this to a central repository
model where the information from a care episode
is transmitted once to the repository and no fur-
ther queries to the source system are ever needed.
This analysis has recently been confirmed by a
simulation study of the institution-centric archi-
tecture demonstrating that both the transaction
volume and probability of incomplete records
(from missing data due to a malfunctioning net-
work node) increase exponentially with the aver-
age number of sites where each patient’s data is
located (Lapsia et al. 2012).

13.5.2 Patient-Centric Architecture
(Health Record Banking)

Health record banking is a patient-centric
approach to developing community HII that both
addresses the key requirements and can over-
come the challenges that have stymied current
efforts (Yasnoff 2006). A health record bank
(HRB) is defined as “an independent organiza-
tion that provides a secure electronic repository
for storing and maintaining an individual's life-
time health and medical records from multiple
sources and assures that the individual always
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Fig. 13.4 Patient-centric HII architecture. /. The clini-
cian EHR requests prior patient records from the HRB. 2.
The prior patient records are immediately sent to the clini-
cian EHR. 3. After the care episode, the new information
is stored in the clinician EHR and sent to the HRB; any
inconsistencies or incompatibilities with prior records in
the HRB need to be resolved before that patient’s records
are requested again (but not in real time). (Note: this pro-
cess is repeated whenever care is provided, resulting in
the accumulation of each patients’s records from all
sources in the HRB) (© Health Record Banking Alliance,
2013. Used with permission)

has complete control over who accesses their
information” (HRBA 2008).

Using a community HRB to provide patient
information for medical care is straightforward
(Fig. 13.4). Prior to seeking care (or at the time of
care in an emergency), the patient gives permis-
sion for the caregiver to access his/her HRB
account records (either all or part) through a
secure Internet portal. The provider then accesses
(and optionally, downloads) the records through
a similar secure web site. When the care episode
is completed, the caregiver then transmits any
new information generated to the HRB to be
added to the account-holder’s lifetime health
record. The updated record is then immediately
available for subsequent care.

The health record banking concept has been
evolving for nearly two decades since it was ini-
tially proposed (Szolovits et al. 1994). The term
“health information bank™ was introduced in 1997
in the U.K. (Dodd 1997), and was subsequently
described as the “bank of health”(Ramsaroop and
Ball 2000). A legal analysis of the implications of
a “health record trust” was published in 2002
(Kostyack 2002), an Italian system known as the
“health current account” was described in 2004
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(Saccavini and Greco 2004), and the “health
record bank” concept was described by Dyson in
2005 (Dyson 2005). In 2006, a Heritage
Foundation policy paper endorsed health record
banking (Haislmaier 2006), additional papers
described HRBs in more detail (Ball and Gold
2006; Shabo 2006), the non-profit Health Record
Banking Alliance was formed (HRBA 2006), the
State of Washington endorsed the concept after a
16-month study (State of Washington 2006), and
the non-profit Dossia consortium was formed by
several large employers to implement and operate
an HRB for their employees (Dossia 2006). In
2007, the Information Technology and Innovation
Foundation recommended that the health record
banking approach be used to build the U.S. HII
(Castro 2007), while Gold and Ball described the
“health record banking imperative” (Gold and
Ball 2007). That same year, both Microsoft and
Google introduced patient-controlled medical
record repositories. In 2009, three pilot HRBs
were funded by the State of Washington, another
one was started in Rotterdam, Netherlands,'and
the role of HRBs in protecting privacy was
described (Kendall 2009). The HRB concept,
although not always named as such, is now
appearing with greater frequency in articles dis-
cussing the need for comprehensive EHRs
(Steinbrook 2008; Mandl and Kohane 2008; Kidd
2008; Miller et al. 2009; Krist and Woolf 2011).

13.5.2.1 Patient Control Ensures

Privacy and Stakeholder

Cooperation
In an HRB, everything is done with consumer
consent, with account-holders controlling their
copy of all their records and deciding who gets to
see any or all of it. This protects privacy (since
each consumer sets their own customized privacy
policy), promotes trust, and ensures stakeholder
cooperation since all holders of medical informa-
tion must provide it when requested by the patient
(Kendall 2009). Of course, the operations of an
HRB must be open and transparent with

'http://webwereld.nl/nieuws/54340/rotterdam-start-
eigen-versie-elektronisch-pati--ntendossier.html. Posted
January 14, 2009. (accessed 21Apr 2013).
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independent auditing of privacy practices. World-
class state-of-the-art computer security is needed
to protect the HRB, which will be a natural target
for hackers. However, this is no different from
any other system design for HII, even if the infor-
mation is not stored centrally, since by definition
any such system must be capable of immediately
assembling a complete patient record on request.

Natural concerns arise from the ability of the
patient to suppress any or all of their HRB
account information, which could lead to misdi-
agnosis and dangerous treatment. This capability
could be abused by patients who, for example,
may seek multiple prescriptions for controlled
substances for the purpose of diversion for illegal
sale. With respect to the possibility of medical
errors resulting from incomplete information, the
patient would be clearly and unmistakably
warned about this when choosing not to disclose
any specific information (e.g., “Failure to dis-
close any of your medical information may lead
to serious medical problems, including your
death”). The expectation is that few people will
choose to do this, particularly after such a warn-
ing. However, as noted earlier, 13—-17 % of
patients already engage in this practice, leading
many observers to conclude that the general pub-
lic may not be comfortable with a system that
provides easy access to their records unless they
are in control of such access. This issue ulti-
mately becomes one of public policy and may
also be a subject of discussion between the doctor
and the patient (i.e., the doctor will want to be
assured by the patient that all information is
being provided). Clearly, physicians should not
be liable for the consequences of the patient’s
choice to withhold information.

With respect to patients who use their power
to withhold information as a way to facilitate
improper or illegal activity, there is clearly an
overriding public policy concern. For example,
in the case of controlled substances, it may be
necessary to report to the physician (or, if legisla-
tively mandated, to regulatory authorities) when-
ever a patient suppresses any information about
controlled substance prescriptions. The informa-
tion itself would still be under the patient’s con-
trol, but the physician would be alerted with a
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notice such as “some controlled substance pre-
scription information has been withheld at the
patient’s request.” There may be other situations
where such warnings are needed.

13.5.2.2 Assuring the Information Is in
Electronic Form and Complies
with Standards
HRBs can provide ongoing incentives for EHR
adoption by clinicians. To ensure electronic infor-
mation, all providers must have EHRs. As indi-
cated earlier, since most of the economic benefits
of office-based EHRs do not accrue to providers,
high levels of outpatient EHR adoption will most
likely require some kind of ongoing compensa-
tion or value for their costs. For physicians who
already have EHR systems, a per-encounter or
per-month payment system can be used. Those
physicians who do not currently have EHRs could
receive no-cost Internet-accessible EHR systems
(at HRB expense) with the understanding that
information from patient encounters will be auto-
matically transferred to the HRB. “Meaningful
Use” of those EHRs is assured and can be easily
audited on an ongoing basis since the information
from each patient encounter must be deposited in
the HRB. It is even possible to link reimburse-
ment for medical services to HRB deposits —i.e.,
providers would not be paid unless the medical
record information generated from those services
is transmitted to an HRB. This makes sense eco-
nomically, as the value of medical services is
greatly limited if the information about patients is
not readily available for their ongoing care.
HRBs also serve to ensure compliance with
data standards, both initially and on an ongoing
basis. Clearly, any EHR provided through the
HRB can, by definition, transmit information
back to the HRB in a standard format (since the
HRB only provides systems that can do so). For
physicians who already have EHRs, HRB reim-
bursements for those systems naturally require
standard transactions to be used to send encoun-
ter data to the HRB. Over time, higher levels of
encoding of medical information can be pro-
moted through the gradual introduction of more
stringent standards requirements (with plenty of
lead time to allow for system upgrades).
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Compliance with such changes in standards can
also be assured through the direct relationship to
reimbursement.

13.5.2.3 Business Model
Health record banking has advantages on both
the cost and revenue sides of the business model;
the cost is lower and the revenue opportunities
greater. Because of the lower operating costs and
additional functionality for searching records,
one can envision a variety of business models for
HRBs that do not depend on public subsidies or
attempt to capture any health care savings, but
are solely funded through new value created for
consumers and other stakeholders (HRBA 2012).
Due to the simplicity of HRB operations, the
cost is substantially less than an equivalent
institution-centric architecture. For an HRB, pro-
viding access at the point of care only involves a
single retrieval from the bank’s repository of
records. In an institution-centric model, the
records for a given patient are located at an arbi-
trary number of dispersed sites, and must be
assembled in real-time and integrated into a com-
prehensive record before they can be used for
patient care. Not only is this process of assembly
complex, time-consuming, and prone to error, it
necessitates, as noted above, the creation of a
fully staffed 24 x7 NOC to monitor the availabil-
ity of all information sources as well as trouble-
shoot and correct those that are malfunctioning.
The estimated cost for the NOC in an
institution-centric model is substantial. For
example, given a population of 1,000,000, at
least 1,000 systems would need monitoring (1 for
every 1,000 patients). Assuming a reasonable
failure rate for fully functional query connectiv-
ity to each system of once/year (representing a
mean time between failures [MTBF] of over
8,700 h), there would be an average of 2.73 fail-
ures/day or 0.91 failures per 8-h shift that would
need troubleshooting attention. A minimum staff
for the NOC would be 1 person 24 x7; given 21
shifts/week plus leeway for vacations and sick
leave, this would require at least 5 full-time
equivalent staff costing about $200,000 each
including equipment, overhead and fringe bene-
fits. Assuming an additional $500,000/year for
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hardware and software to operate the institution-
centric system (over and above the data reposi-
tory needed for an HRB) yields an annual cost of
$1.5 million or $1.50/person/year. This would
add nearly 20 % for the institution-centric model
to the estimated $8/person/year needed to operate
an HRB (Kaelber et al. 2008).

Beyond this, the additional costs imposed in
the institution-centric model for each connected
EHR for additional hardware, software, telecom-
munications capability, and additional operational
expenses to maintain 24 x7 system availability
must also be included. Even if such costs were
only a very modest $1,000/year/system (less than
$100/month), this would result in an additional
$1,000,000 or $1/person/year. Adding this to
the $1.50/person/year for the NOC gives a total
estimated cost of $2.50/person/year, resulting in
over 30 % higher costs for the institution-centric
model than a basic HRB. Added to this would be
the costs and complexity of establishing and
maintaining data sharing agreements among all
the entities, which would be substantial.

On the revenue side, the inability of the
institution-centric model to efficiently search the
data impedes generation of potentially significant
revenue from consumer applications and research.
For example, generating medication refill remind-
ers to consumers alone could potentially yield
$20/year of revenue per consumer, paid by phar-
maceutical firms as a completely ethical and
appropriate mechanism to improve both compli-
ance and their own bottom line. Even if only 20 %
of consumers used this service, potential average
revenue from this application alone would be $4/
person/year, half the estimated HRB cost.

Another key source of revenue could be tar-
geted advertising to consumers (based on the
information in their accounts), which could gen-
erate an estimated $6/person/year or more.
Consumers would also be allowed to opt-out of
such advertising by paying the $6/year. To protect
privacy, advertisers would not be allowed to iden-
tify anyone viewing their ads unless the consumer
voluntarily provided contact information.

Revenue from searching the data (with con-
sumer permission) could also be substantial.
Finding eligible subjects for clinical trials is quite
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Table 13.1 Comparison of the institution-centric and patient-centric approaches to Health Information Infrastructure

Issue

Cooperation needed

Organizational complexity

Privacy

Startup funding

Business model

Clinician EHR incentives
Clinician EHR processing
burden

Interoperability (data standards)

IT system design

Completeness of patient records

Institution-centric

Extensive; community-wide

High; ongoing collaboration of
multiple competing stakeholders
necessary

Patient consent difficult to
implement; many complex data
sharing agreements needed
Substantial (due to high
complexity)

Complex; no clear approach has
emerged

Not included

Extensive; incoming query each
time current patients seen
anywhere

Compliance voluntary

Complex; requires queries to
multiple entities, real-time
reconciliation of inconsistencies,
and NOC

Requires data source queries
each time a patient’s records are
requested; all must respond for

Patient-centric (HRB)
Unifying; HIPAA mandates records on patient
request

Low; HRB is neutral and independent of all
stakeholders

Simple; patients in control of all access to their
own records; consent easy to implement

Minimal

Flexible; many options possible funded by
patients/payers/purchasers

Easy to include

Minimal; information deposited once in HRB;
no incoming queries

Compliance can be assured with financial
incentives

Simple; no secondary queries or real-time
reconciliation needed; NOC unnecessary

Comprehensive data available at all times for
each patient

completeness

expensive, and could be greatly facilitated by
sending electronic invitations directly to quali-
fied patients identified through an HRB (to pro-
tect privacy, the identities of the recipients of the
invitations could be hidden from the researchers).
Also, anonymized reports from searches of HRB
data would be very valuable to medical research-
ers, public health officials, and policymakers.
Reasonable fees for such reports would therefore
be another important revenue source. While it is
difficult to estimate the magnitude of this reve-
nue, it seems likely that it would be at least a few
dollars per patient each year.

Finally, the low cost of HRBs allows them to
subsidize outpatient EHRs. To cover fully the
expense of office-based EHRs costs about $10/per-
son/year. This is based on a cost of $5,000/year/
physician for an internet-accessible EHR (a high
estimate) allocated to 500 people (300 million U.S.
population divided by 600,000 physicians needing
EHRs). Given the strong revenue potential for
HRBs, this additional $10/person/year expense

could be included in operating costs over and above
the expected $8/person/year anticipated as baseline
expenditures. There are several key advantages if
the HRB assumes these costs: (1) it promotes much
higher levels of EHR adoption, thereby ensuring
that more patient information is electronic; (2) it
allows the HRB to ensure that EHRs submit data
using standards (by subsidizing only compliant
EHRs); (3) it provides a mechanism for ensuring
updates to standards as they are needed; and (4) it
creates a mutually beneficial relationship with cli-
nicians that facilitates their cooperation as a mar-
keting channel for HRB (by offering no-cost
accounts to their patients). While the additional
$10/person/year for EHRs is a substantial cost bur-
den, revenue opportunities from value-added appli-
cations, consumer advertising, and research could
more than cover the resultant total operating costs
of $18/person/year without the need to quantify or
capture any potential health care savings.

Table 13.1 summarizes the characteristics of
the institution-centric approach to HII compared
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to the patient-centric (health record bank) model.
The patient-centric model is simpler and more
straightforward, and deals directly with the issue
of privacy by putting patients in control of their
own information. Interoperability is much more
easily accomplished in the patient-centric model
since standards compliance can be reinforced
with financial incentives, and reconciliation of
inconsistencies between records need not be real-
time. The patient centric approach is financially
sustainable with a variety of business models,
and can provide powerful incentives to clinicians
to acquire EHRs. Finally, the patient-centric
model avoids the substantial processing burden
on clinician EHRs from queries each time any
patient whose record is stored is seen anywhere.

13.6 HIl Evaluation

The last element in the strategy for promoting a
complex and lengthy project such as the HII is
evaluation to both gauge progress and define a
complete system. Evaluation measures should
have several key features. First, they should be
sufficiently sensitive so that their values change
at a reasonable rate (a measure that only changes
value after 5 years will not be particularly help-
ful). Second, the measures must be comprehen-
sive enough to reflect activities that affect most
of the stakeholders and activities needing change.
This ensures that efforts in every area will be
reflected in improved measures. Third, the mea-
sures must be meaningful to policymakers.
Fourth, periodic determinations of the current
values of the measures should be easy so that the
measurement process does not detract from the
actual work. Finally, the totality of the measures
must reflect the desired end state so that when the
goals for all the measures are attained, the project
is complete.

A number of different types or dimensions of
measures for HII progress are possible. Aggregate
measures assess HII progress over the entire
nation. Examples include the percentage of the
population covered by an HII and the percentage
of health care personnel who utilize EHRs.
Another type of measure is based on the setting of
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care. Progress in implementation of EHR systems
in the inpatient, outpatient, long-term care, home,
and community environments could clearly be
part of an HII measurement program. Yet another
dimension is health care functions performed
using information systems support, including, for
example, registration systems, decision support,
and CPOE. Finally, it is also important to assess
progress with respect to the semantic encoding of
EHRs. Clearly, there is a progression from the
electronic exchange of images of documents,
where the content is only readable by the end user
viewing the image, to fully encoded EHRs where
all the information is indexed and accessible in
machine-readable form using standards.

Sadly, the evidence is now overwhelming that
U.S. HIEs in their current form are, with rare
exceptions, not succeeding. Labkoff and Yasnoff
described four criteria for the quantitative evalu-
ation of HII progress in communities: (1) com-
pleteness of information, (2) degree of usage, (3)
types of usage, and (4) financial sustainability
(Labkoff and Yasnoff 2007). Using these criteria,
four of the most advanced community HII proj-
ects in the U.S. achieved scores of 60-78 % (on a
0-100 scale), indicating substantial additional
work was required before the HII could be viewed
as complete.

The 2010 PCAST report stated, “HIEs have
drawbacks that make them ill-suited as the basis
for a national health information architecture”
(PCAST 2010). Among those drawbacks, PCAST
cited administrative burdens (data sharing agree-
ments to ensure stakeholder cooperation), finan-
cial sustainability, interoperability, and an
architecture that cannot be scaled effectively. The
most recent (Adler-Milstein et al. 2011) of a
series of surveys of HIEs (Adler-Milstein et al.
2008, 2009) found only 13 HIEs in the U.S. (cov-
ering 3 % of hospitals and 0.9 % of physician
practices) capable of meeting Stage 1 Meaningful
Use criteria, and even those metrics by no means
ensure the availability of comprehensive elec-
tronic patient information when and where
needed. Of those, only six were reported to be
financially viable. More importantly, none of the
HIEs surveyed had the capabilities of a compre-
hensive system as specified by an expert panel.



440

Overall, the current approaches to building HII
consistently fail to meet one or more of the require-
ments described above: privacy, stakeholder coop-
eration, ensuring fully electronic information,
financial sustainability, and independent gover-
nance. While these problems are highly interde-
pendent, it is useful to consider them in the context
of the decisions that communities have made
about HII architecture, privacy, and business
model that, while appearing attractive to stake-
holders in the short term, have so far been largely
unsuccessful. Exploration and large-scale testing
of alternative approaches that directly address the
requirements, such as health record banking, seem
both necessary and increasingly urgent.

13.7 Conclusion

While progress has been made and efforts are con-
tinuing, successful development and operation of
comprehensive HII systems remains a largely
unsolved problem. The extensive focus on building
HII systems has greatly improved our understand-
ing of the requirements, barriers, and challenges,
as well as potential solutions. Despite the daunting
obstacles, the benefits of HII are sufficiently urgent
and compelling to ensure major ongoing work in
this domain. Through these activities, the HII path
to comprehensive electronic patient records when
and where needed is becoming clearer, and sub-
stantial advances are likely in the next few years.
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Questions for Discussion

1.

Make the case for and against investing
$billions in the HII. How successful have
the HITECH Meaningful Use incentives
been in promoting HII development?
What could be done to make them more
effective?

What organizational options would you
consider if you were beginning the
development of HII? What are the pros
and cons of each? How would you pro-
ceed with making a decision about
which one to use?

. Estimate the required bandwidth and

transaction rate for central (HRB) vs.
institution-centric HII architecture.
Consider the policy implications of
universal availability of comprehen-
sive electronic patient records. What
are the risks and how could they be
mitigated?
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5. Given the architectural and other advan-

tages of HRBs, why have most
communities adopted institution-centric
architectures up to now? What are some
steps that might be helpful in encourag-
ing communities to evaluate alternative
architectures such as HRBs?

. Show specifically the potential loca-

tions where patient consent functionality
could be added to the institution-centric
and patient-centric HII architectures in
Figs. 13.2 and 13.4 and describe the gran-
ularity of consent that would be possible
at each proposed location. After eliminat-
ing any redundant functionality, compare
and contrast the consent implementation
issues for the two alternative architec-
tures, describing the advantages and dis-
advantages of each. Which architecture
more efficiently addresses the issue of
patient consent? Why?
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After reading this chapter, you should know the

answers to these questions:

* What are the primary information require-
ments of health care organizations (HCOs)?

e What are the clinical, financial, and adminis-
trative functions provided by health care
information systems (HCISs), and what are
the potential benefits of implementing such
systems?

* How have changes in health care delivery
models changed the scope and requirements
of HCISs over time?

* How do differences among business strategies
and organizational structures influence infor-
mation systems choices?

*  What are the major challenges to implement-
ing and managing HCISs?

* How are ongoing health care reforms, techno-
logical advances, and changing social norms
likely to affect HCIS requirements in the future?

14.1 Overview

Health care organizations (HCOs), like many
other business entities, are information-inten-
sive enterprises. Health care personnel require
sufficient data and information management
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tools to make appropriate decisions. At the same
time, they need to care for patients and manage
and run the enterprise; they also need to docu-
ment and communicate plans and activities, and
to meet the requirements of numerous regula-
tory and accrediting organizations. Clinicians
assess patient status, plan patient care, adminis-
ter appropriate treatments, and educate patients
and families regarding clinical management of
various conditions. They are also concerned
about evaluating the clinical outcomes, qual-
ity, and increasingly, the cost of health services
provided. Administrators determine appropri-
ate staffing levels, manage inventories of drugs
and supplies, and negotiate payment contracts
for services. Governing boards make decisions
about whether to invest in new business lines,
how to partner with other organizations, and how
to eliminate underutilized services. Collectively,
health care professionals comprise a heteroge-
neous group with diverse objectives and informa-
tion requirements.

The purpose of health care information
systems (HCISs) is to support the access and
management of the information that health pro-
fessionals need in order to perform their jobs
effectively and efficiently. HCISs facilitate com-
munication, integrate information, and coordinate
action among multiple health care professionals.

This chapter is adapted from an earlier version in the
third edition authored by Lynn Harold Vogel and Leslie
E. Perreault.
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In addition, they assist in the organization and
storage of data, and they support certain record-
keeping and reporting functions. Many of the
clinical information functions of an HCIS were
detailed in our discussion of the computer-based
patient record (CPR) in Chap. 12; systems to sup-
port nurses and other care providers are discussed
in Chap. 15. Furthermore, HCISs are key ele-
ments that interface with the health information
infrastructure (HII), as discussed in Chap. 13. An
HCIS also supports the financial and administra-
tive functions of a health organization and associ-
ated operating units, including the operations of
ancillary and other clinical-support departments.
The evolving complexities of HCOs place great
demands on an HCIS. Many HCOs are broad-
ening their scope of activities to cover the care
continuum, partially in response to Accountable
Care Organization (ACO) initiatives from the
federal government. HCISs must organize, man-
age, and integrate large amounts of clinical and
financial data collected by diverse users in a vari-
ety of organizational settings (from physicians’
offices to hospitals to health care systems) and
must provide health care workers (and, increas-
ingly, patients) with timely access to complete,
accurate, and up-to-date information presented in
a useful format.

Evolution from Automation
of Specific Functions to
Health care System
Information Systems

14.1.1

Over time, changes in the health care economic
and regulatory environments have radically
transformed the structure, strategic goals, and
operational processes of health care organiza-
tions through a gradual shifting of financial
risk from third party payers (e.g., traditional
insurance companies such as Blue Cross and
Blue Shield, Medicare and Medicaid programs
that emerged in the 1960s and 1970s, and sub-
sequently managed care companies that became
quite prominent in the 1980s) to the providers
themselves. This shifting of risk initially brought
about a consolidation of health care providers
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into integrated delivery networks (IDN5) in the
1990s. Subsequently, there was a retreat from the
most restrictive models of managed care toward
greater consumer choice, a slowing of mergers
and acquisitions activities, several high profile
IDN failures (Shortell et al. 2000, Weil 2001,
Kastor 2001), and major new regulatory require-
ments aimed at improved efficiency and greater
patient privacy and safety. Most recently, the
pendulum has swung back as IDNs acquire both
physician practices and hospitals while shifting
their focus to becoming identified as an ACO.
All these changes have tremendous implications
for HCIS:s.

The evolution of HCISs has paralleled—and
in many ways responded to—the organizational
evolution of the health care industry itself. The
earliest HCISs were largely focused on the
automation of specific functions within hospi-
tals including, initially, patient registration and
billing. The justification for these systems was
relatively straightforward since large mainframe
computers were easily capable of performing the
clerical tasks associated with tracking patients
and sending out bills. In the 1960s and 1970s,
seeing the benefits coming from more highly
automated financial systems, hospital depart-
ments began to focus on installing computer sys-
tems to support ancillary activities such as those
found in radiology, the pharmacy, and the labo-
ratories. Hardware vendors such as the Digital
Equipment Corporation (DEC) responded with
smaller computing platforms known as minicom-
puters, which enabled individual departments to
remain quite separate not only in function but
in terms of computer hardware, operating sys-
tems, and even programming languages—even
though collectively they were now known as
hospital information systems (HISs). The lack
of connectivity among these various systems
created significant obstacles to keeping track of
where patients were located in a hospital, and
more importantly, what kind of care was being
provided and the clinical results of that care. It
was not uncommon for caregivers to have to log
on to several different computer systems just to
learn the status of specific clinical results from
different laboratories or departments. By the
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late 1980s, clinical information system (CIS)
components of HISs offered clinically oriented
capabilities, such as order writing and results
communications. During the same period,
ambulatory medical record systems (AMRSs)
and practice management systems (PMSs)
were being developed to support large outpatient
clinics and physician offices, respectively. These
systems performed functions analogous to those
of hospital systems, but were generally less com-
plex, reflecting the lower volume and complexity
of patient care delivered in outpatient settings.
Increasingly, these various systems were imple-
mented within organizational boundaries, but
with little or no integration between hospital and
ambulatory settings.

The development of so many different, func-
tionally specific information systems is one of
the unique attributes of HCOs and one of the
drivers of the complexity of HCOs. These sys-
tems were often developed in isolation from one
another as vendors focused on developing as
much highly specialized functionality as possi-
ble—in effect, striving for a “best of breed” des-
ignation in the marketplace for their particular
type of system. The isolation of these systems,
even within a single organizational structure, was
overcome in part by the development of inter-
faces between the various systems. Initially these
interfaces focused on delivering patient demo-
graphic information from registration systems to
the ancillary systems and data on specific clinical
events (e.g., laboratory tests, radiology exams,
medications ordered) from the ancillary systems
to the billing system. However, as more informa-
tion systems were added to the HCIS environ-
ment, the challenge of moving data from one
system to another became overwhelming. In
response, two unique developments occurred: (1)
the interface engine; and (2) Health Level
Seven (HL7), a standard for the content of the
data messages that were being sent from one
information system to another as discussed in
Chap. 7.

The challenge of sharing data among many
different information systems that emerged in the
1980s and 1990s was daunting. As we noted ear-
lier, the various components of the HCISs were

in most cases developed by different vendors,
using different hardware (e.g., DEC, IBM), oper-
ating systems (e.g., PICK, Altos, DOS, VMS,
MUMPS on minicomputers, and IBM’s 360 OS
on mainframes) and programming languages
(e.g., BASIC, PL1, COBOL, MUMPS and even
assembler). Sharing data among two different
systems typically required a two-way interface—
one to send data from System A to System B, the
other to send data or acknowledge receipt from B
back to A. Adding a third system didn’t require
simply one additional interface because the new
system would in many cases have to be inter-
faced to both of the original systems, resulting in
the possibility of six interfaces. Introducing a
fourth system into the HCIS environment
increased the complexity further, since it often
meant the need for two-way interfaces to each of
the original three systems, for a total of twelve
(Fig. 14.1). With the prospect of interfaces
increasing exponentially as new systems were
added (represented by the formula, I=n (n—1)
where [ represents the number of interfaces

# Interfaces

oa
o
‘a

# Systems

Number of Potential Interfaces = n(n-1)

Fig. 14.1 The challenge of moving data from one system
to another becomes complicated with the addition of each
new system. Considering that even small size hospitals
may have several hundred applications, interfacing is a
major challenge. While in reality not all systems need to
have two-way interfaces to every other system, this figure
illustrates the challenges that even small numbers of sys-
tems bring
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Fig. 14.2 The introduction of the Interface Engine (/E)
made system interfaces much more manageable, particu-
larly so with the implementation of HL7 data messaging
standards. With an IE, each additional system only added
two additional interfaces to the mix, one to send data and
one to acknowledge receipt of the data

needed and n represents the number of systems),
it was clear that a new solution was needed to
address the complexity and cost of interfacing. In
response, an industry niche was born in the late
1980s which focused on creating a software
application designed specifically to manage the
interfacing challenges among disparate systems
in the HCIS environment. Instead of each system
having to interface to every other system inde-
pendently, the interface engine served as the cen-
tral connecting point for all interfaces (Fig. 14.2).
Each system had only to connect to the interface
engine; the engine would then manage the send-
ing of data to and from any other system that
needed it. The interface engine concept, which
originated in health care, has given rise to a whole
series of strategies for managing multiple sys-
tems. Many of the vendors who got their start in
health care interfacing subsequently found new
markets in financial services as well as other
industries.

The creation of HL7 (see Chap. 7) was yet
another response to the challenge of moving data
among disparate health care systems. HL7 is a
health care-based initiative, also started in the
late 1980s, to develop standards for the sharing of
data among the many individual systems that

comprise an HCIS. The basic idea was to use
messaging standards so that data could be sent
back and forth using standard formats within the
HCIS environment. Most of the departmental
systems that were introduced at this time were
the products of companies focused on specific
niche markets, including laboratories, pharma-
cies and radiology departments. Consequently
there was strong support for both the interface
engine and the HL7 efforts as mechanisms to per-
mit smaller vendors to compete successfully in
the marketplace. In recent years, many of these
pioneering vendors have been purchased and
their products included as components of larger
product families.

The decade of the 1990s was marked by a large
number of mergers and affiliations among previ-
ously independent and often competing HCOs
designed to drive excess capacity from the system
(e.g., an oversupply of hospital beds) and to secure
market share. Hospitals and medical centers began
to build satellite ambulatory-care clinics and to
reach out to community physician practices in an
attempt to secure patient referrals to their specialty
services and to fill their increasingly vacant inpa-
tient beds. Later, facing competition with verti-
cally integrated for-profit health care chains and
with other integrating organizations, hospitals
started at first affiliating and then more tightly inte-
grating into regional aggregates of health care ser-
vice providers—the Integrated Delivery Networks
(IDNs) mentioned earlier (See Fig. 14.3).

By 2000, IDNs were prominent in almost
every health care market in the United States and
in several cases, spanned large geographic
regions and multiple states. Each IDN typically
consisted of multiple acute-care facilities, satel-
lite ambulatory health centers, and owned or
managed physicians’ practice groups. In addi-
tion, larger IDNs might have skilled nursing
homes, hospices, home-care agencies, and for-
profit sub-corporations to deliver support ser-
vices back to the health care providers, including
regional laboratories, separate organizations for
purchasing and distributing drugs and medical
supplies, and remote billing services. A major
goal of such IDNs was cost reduction (both inter-
nally and from suppliers), as well as to retain or
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Fig. 14.3 Major organizational components of an inte-
grated delivery network (IDN). A typical IDN might
include several components of the same type (e.g., clinics,
community hospitals. Physician group practices, etc.).

increase revenues by improving their negotiating
strength with third party payers. Because they
controlled a significant regional market share and
were positioned to provide and manage compre-
hensive health services, IDNs expected to negoti-
ate favorable purchasing contracts with suppliers
and competitive service contracts with payers or
directly with large employers. Some IDNs went
further and affiliated with a regional health
maintenance organization (HMO) or devel-
oped their own health-plan organizations to act as
their own insurance carriers. The largest IDNs
had annual revenues approaching several billions
of dollars, were contracting with thousands of
physicians and nurses, and managed contracts to

Components within the same geographic area may have
direct data connections, but increasingly the Internet is the
preferred way to connect organizational components

provide comprehensive care for more than one
million patients.

One of the major expectations was that IDNs
could reduce costs by leveraging economies of
scale; for example, by consolidating adminis-
trative and financial functions and combining
clinical services. Such IDNs were challenged
to coordinate patient care and manage business
operations throughout an extensive network of
community and regional resources. As a result,
HCISs were developed to share information and
coordinate activities not only within, but among
multiple hospitals, ambulatory care sites, phy-
sicians’ practice groups, and other affiliated
organizations.
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Although IDNs are still a prominent feature in
many health care markets, there had been a
decrease in the rate of market consolidation and
some highly visible IDN failures. While the most
successful of IDNs have achieved a measure of
structural and operational integration, gains from
the integration of clinical activities and from the
consolidation of information systems have been
much more difficult. Many IDNs scaled back
their original goals for integrating clinical
activities and actually began to shed home care
services, physician practices, health plans and
managed care entities, although as noted earlier
in this chapter, we are now seeing a return to con-
solidation, mergers and acquisitions as reim-
bursement constraints and federal ACO initiatives
strive to improve both the efficiency and effec-
tiveness of HCOs. It appears that the expertise
gained from managing an inpatient-driven orga-
nization producing a relatively large amount of
revenue from a relatively small set of events
(e.g., a hospital) did not translate easily to the
successful management of other organizational
activities that in many cases required many more
events to produce a similar level of revenue (e.g.,
from outpatient clinics). In some cases, it was
even a challenge to translate management pro-
cesses from inpatient operations to outpatient
clinics, or one hospital to another. Attempts to
apply hospital management principles to ambula-
tory clinics have been challenged because hospi-
tals generate a relatively small number of patient
bills with high dollar amounts whereas ambula-
tory clinics do just the opposite—generate a rela-
tively large number of patient bills, each with a
relatively small dollar amount. To date, it is fair
to say that few IDNs have gained the degree of
cost savings and efficiencies they had originally
projected. The immense up-front costs of imple-
menting (or integrating) the required HCISs in
particular have contributed to this limited suc-
cess. Regardless of organizational structure, all
health care organizations are striving toward
greater information access and integration,
including improved information linkages with
physicians and patients. The “typical” IDN is a
melding of diverse organizations, and the associ-
ated information systems infrastructure is still far
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from integrated; rather, it remains in many cases
an amalgam of heterogeneous systems, pro-
cesses, and data stores.

14.1.2 Information Requirements
The most important function of any HCIS is to
present data to decision makers so that they can
improve the quality and timeliness of the deci-
sions they need to make. From a clinical perspec-
tive, the most important function of an HCIS is to
present patient-specific data to care givers so that
they can easily interpret the data for diagnostic
and treatment planning purposes, and support the
necessary communication among the many
health care workers who cooperate in providing
health services to patients. From an administra-
tive perspective, the most pressing information
needs are those related to the daily operation and
management of the organization—bills must be
generated accurately and rapidly, employees and
vendors must be paid, supplies must be ordered,
and so on. In addition, administrators need infor-
mation to make short-term and long-term plan-
ning decisions.

Since clinical system information require-
ments are discussed in Chaps. 12, 13, 15, and 22,
we focus here on operational information needs,
and specifically on four broad categories: daily
operations, planning, communication, and docu-
mentation and reporting.

* Operational requirements. Health care work-
ers—both care givers and administrators—
require detailed and up-to-date factual
information to perform the daily tasks that
keep a hospital, clinic, or physician practice
running—the bread-and-butter tasks of the
institution. Here are examples of queries for
operational information: Where is patient
John Smith? What drugs is he receiving?
What tests are scheduled for Mr. Smith after
his discharge? Who will pay his bill? Is the
staffing skill mix sufficient to handle the cur-
rent volume and special needs of patients in
Care Center 3 West? What are the names and
telephone numbers of patients who have
appointments for tomorrow and need to be



called for a reminder? What authorization is
needed to perform an ultrasound procedure on
Jane Blue under the terms of her health insur-
ance coverage? HCISs can support these oper-
ational requirements for information by
organizing data for prompt and easy access.
Because the HCO may have developed
product-line specialization within a particular
facility (e.g., a diagnostic imaging center or
women’s health center), however, answering
even a simple request may require accessing
information stored in different systems at sev-
eral different facilities.

Planning requirements. Health professionals
also require information to make short-term
and long-term decisions about patient care
and organizational management. The impor-
tance of appropriate clinical decision-making
is obvious—we devote all of Chaps. 3 and 22
to explaining methods to help clinicians select
diagnostic tests, interpret test results, and
choose treatments for their patients. The deci-
sions made by administrators and managers
are no less important in their choices concern-
ing the acquisition and use of health care
resources. In fact, clinicians and administra-
tors alike must choose wisely in their use of
resources to provide high-quality care and
excellent service at a competitive price. HCISs
should help health care personnel to answer
queries such as these: What are the organiza-
tion’s clinical guidelines for managing the
care of patients with this condition? Have
similar patients experienced better clinical
outcomes with medical treatment or with sur-
gical intervention? What are the financial and
medical implications of closing the maternity
service? If we added six care managers to the
outpatient-clinic staff, can we improve patient
outcomes and reduce emergency admissions?
Will the proposed contract to provide health
services to Medicaid patients be profitable
given the current cost structure and current
utilization patterns? Often, the data necessary
for planning are generated by many sources.
HCISs can help planners by aggregating, ana-
lyzing, and summarizing the information rel-
evant to decision-making.
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Communication requirements. Communication
and coordination of patient care and operations
across multiple personnel, multiple business
units, and far-flung geography is not possible
without investment in an underlying technol-
ogy infrastructure. For example, the routing of
paper medical records, a cumbersome process
even within a single hospital, is an impossibil-
ity for a regional network of providers trying to
act in coordination. Similarly, it is neither
timely nor cost effective to copy and distribute
hard copy documents to all participants in a
regionally distributed organization. An HCO’s
technology infrastructure can enable informa-
tion exchange via web-based access to shared
databases and documents, electronic mail,
standard document-management systems, and
on-line calendaring systems, as well as provid-
ing and controlling access for authorized users
at the place and time that information is
required.

Documentation and reporting requirements.
The need to maintain records for future refer-
ence or analysis and reporting makes up the
fourth category of informational requirements.
Some requirements are internally imposed. For
example, a complete record of each patient’s
health status and treatment history is necessary
to ensure continuity of care across multiple
providers and over time. External requirements
create a large demand for data collection and
record keeping in HCOs (as with mandated
reporting of vaccination records to public
health agencies). As discussed in Chap. 12, the
medical record is a legal document. If neces-
sary, the courts can refer to the record to deter-
mine whether a patient received proper care.
Insurance companies require itemized billing
statements, and medical records substantiate
the clinical justification of services provided
and the charges submitted to them. The Joint
Commission (JC), which certifies the qualifi-
cations and performance of many health care
organizations, has specific requirements con-
cerning the content and quality of medical
records, as well as requirements for organiza-
tion-wide information-management processes.
Furthermore, to qualify for participation in the
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Medicare and Medicaid programs, the JC
requires that hospitals follow standardized pro-
cedures for auditing the medical staff and
monitoring the quality of patient care, and they
must be able to show that they meet the safety
requirements for infectious disease manage-
ment, buildings, and equipment. Employer and
consumer groups are also joining the list of
external monitors.

14.1.3 Integration Requirements

If an HCO is to manage patient care effectively,
project a focused market identity, and control
its operating costs, it must perform in a unified
and consistent manner. For these reasons, infor-
mation technologies to support data and pro-
cess integration are recognized as critical to an
HCO'’s operations. From an organizational per-
spective, information should be available when
and where it is needed; users must have an inte-
grated view, regardless of system or geographic
boundaries; data must have a consistent inter-
pretation; and adequate security must be in
place to ensure access only by authorized per-
sonnel and only for appropriate uses.
Unfortunately, these criteria are much easier to
describe than to meet.

14.1.3.1 Data Integration

In hospitals, clinical and administrative person-
nel have traditionally had distinct areas of respon-
sibility and performed many of their functions
separately. Thus, it is not surprising that adminis-
trative and clinical data have often been managed
separately—administrative data in business
offices and clinical data in medical-records
departments. When computers were first
introduced, the hospital’s information processing
was often performed on separate computers with
separate databases, thus minimizing conflicts
about priorities in services and investment. As we
have seen earlier in this chapter, information sys-
tems to support hospital functions and ambula-
tory care historically have, due to organizational
boundaries, developed independently. Many hos-
pitals, for example, have rich databases for inpa-
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tient data but maintain less information for
outpatients—often including only billing data
such as diagnosis and procedure codes and
charges for services provided. Even today, rela-
tively few clinical data are available in electronic
format for most ambulatory-care clinics and phy-
sician offices in the United States, although this
disparity is beginning to diminish as hospitals
and physician practices continue a long term
trend toward greater integration and increasing
investments in HCISs. As fee-for-service reim-
bursement models continue to be challenged for
their focus on activity-driven care, alternatives
such as Accountable Care Organizations (ACOs),
bundled payments for services, and pay for
performance proposals will stimulate efforts
toward greater data integration.

The historical lack of integration of data from
diverse sources creates a host of problems. If
clinical and administrative data are stored on
separate systems, then data needed by both must
either be entered separately into each system, be
copied from one system to another, or data from
both sources transferred to yet another location in
order to be analyzed. In addition to the expense
of redundant data entry and data maintenance
incurred by these approaches (see also the related
discussion for the health information infrastruc-
ture in Chap. 13), the consistency of information
tends to be poor because data may be updated in
one place and not in the other, or information
may be copied incorrectly from one place to
another. In the extreme example, the same data
may be represented differently in different set-
tings. As we noted earlier within the hospital set-
ting, many of these issues have been addressed
through the development of automated interfaces
to transfer demographic data, orders, results, and
charges between clinical systems and billing sys-
tems. Even with an interface engine managing
data among disparate systems, however, an orga-
nization still must solve the thorny issues of syn-
chronization of data and comparability of similar
data types.

With the development of IDNs and other com-
plex HCOs, the sharing of data elements among
operating units becomes more critical and more
problematic. Data integration issues are further
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compounded in IDNs by the acquisition of previ-
ously independent organizations that have clini-
cal and administrative information systems
incompatible with those of the rest of the IDN. It
is still not unusual to encounter minimal auto-
mated information exchange among organiza-
tions even within an IDN. Patients register and
reregister at the physician’s office, diagnostic
imaging center, ambulatory surgery facility, and
acute-care hospital—and sometimes face multi-
ple registrations even within a single facility.
Each facility may continue to keep its own clini-
cal records, and shadow files may be established
at multiple locations with copies of critical infor-
mation such as operative reports and hospital dis-
charge Inconsistencies in these
multiple electronic and manual databases can
result in inappropriate patient management and
inappropriate resource allocation. For example,
medications that are first given to a patient while
she is a hospital inpatient may inadvertently be
discontinued when she is transported to a reha-
bilitation hospital or nursing home. Also, infor-
mation about a patient’s known allergies and
medication history may be unavailable to physi-
cians treating an unconscious patient in an emer-
gency department.

The objectives of coordinated, high-quality,
and cost-effective health care cannot be com-
pletely satisfied if an organization’s multiple
computer systems operate in isolation.
Unfortunately, free-standing systems within
HCOs are still common, although HCOs and
IDNs are increasingly investing in the imple-
mentation of new more consistent systems across
all of their facilities or in integrating existing
systems to allow data sharing. The capital invest-
ment required to pursue a strategy of system-
wide data integration can be significant, and with
ongoing challenges to reimbursement rates for
both hospitals and physicians, the funding to
pursue this strategy is often limited either due to
competing investment requirements (e.g.,
acquiring or maintaining buildings and equip-
ment) or the continued downward trend in reim-
bursement for services. In Sect. 14.4, we discuss
architectural components and strategies for data
integration.

summaries.

14.1.3.2 Process Integration

To be truly effective, information systems must
mesh smoothly with the people who use them
and with the specific operational workflows of
the organization. But process integration poses
a significant challenge for HCOs and for the
HCIS’s as well. Today’s health care-delivery
models represent a radical departure from histori-
cal models of care delivery. Changes in reim-
bursement and documentation requirements may
lead, for example, to changes in the responsibili-
ties and work patterns of physicians, nurses, and
other care providers; the development of entirely
new job categories (such as care managers who
coordinate a patient’s care across facilities or
between encounters); and the more active partici-
pation of patients in their own personal health
management (Table 14.1). Process integration is
further complicated in that component entities
typically have evolved different operational poli-
cies and procedures, which can reflect different
historical and leadership experiences from one
office to another, or in the extreme example, from
one floor to another within a single hospital. The
most progressive HCOs are developing new
enterprise-wide processes for providing easy and
uniform access to health services, for deploying
consistent clinical guidelines, and for coordinat-
ing and managing patient care across multiple
care settings throughout the organization.
Integrated information technologies are essential
to supporting such enterprise-wide processes.
Mechanisms for information management aimed
at integrating operations across entities must
address not only the migration from legacy sys-
tems but also the migration from legacy work
processes to new, more consistent and more stan-
dardized policies and processes within and across
entities.

The introduction of new information systems
almost always changes the workplace. In fact
research has shown that in most cases the real
value from an investment in information systems
comes only when underlying work processes are
changed to take advantage of the new informa-
tion technology (Vogel 2003; see Figs. 14.4 and
14.5). At times, these changes can be substantial.
The implementation of a new system offers an
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Table 14.1 The changing health care environment and its implications for an IDN’s core competencies

Characteristics Old care model

Goal of care Manage sickness

Center of delivery system Hospital

New care model
Manage wellness
Primary-care providers/ambulatory settings

Focus of care

Driver of care decisions

Metric of system success Number of admissions
Performance optimization Optimize individual provider performance

Utilization controls
Quality measures
Physician role

Patient role

Episodic acute and chronic care

Specialists

Externally controlled
Defined as inputs to system
Autonomous and independent

Passive receiver of care

care

Population health, primary and preventive

Primary-care providers/patients

Number of enrollees

Optimize system-wide performance
Internally controlled

Defined as patient outcomes and satisfaction
Member of care team; user of system-wide

guidelines of care

Source: Copyright CSC. Reprinted with permission

Active partner in care

Order Entry Management Tasks Before Automation

Physician Tasks

Locate patient chart

Review clinical results (lab,
radiology, etc.)

Jot notes from clinical results

Examine patient (s)

Locate patient chart

Review record again

Open “orders” tab
Write orders
If writing discharge order-write
discharge prescriptions
Sign orders
“Flag” chart that new orders are
present
Replace chart in rack
If wrote STAT orders, notify clerk
and nurse

13 steps

Nursing Tasks

Locate patient chart
Verify orders transcribed
correctly
“Note”new med orders correct
on medication records
Sign off on each set of orders
Close chart
“Unflag”chart indicating orders

complete
Put chart back in chart rack

Carry out orders or assign to staff
to complete
Educate patient on new orders as
needed

9 steps

Clerk Tasks

Locate patient chart
Transcribe orders-to clerk
kardex, to nurse kardex
If clarification is needed,contact
nurse
Complete requisitions-lab,
radiology,etc.

Send requisitions to depts or put
in a pick up area
Send via fax or call depts for new
orders- diet, respiratory,etc

Locate medication records

Enter new medication orders

Note status/completion of each
item on order
Close chart

“Flag” chart that orders have
been transcribed
Put chart back in rack

12 steps

Fig.14.4 The process of managing the manual creation of orders requesting services on behalf of patients in a hospital
involves numerous tasks performed not only by the ordering physician, but by nursing and clerical staff

opportunity to rethink and redefine existing work
processes to take advantage of the new
information-management capabilities, thereby
reducing costs, increasing productivity, or
improving service levels. For example, providing

electronic access to information that was previ-
ously accessible only on paper can shorten the
overall time required to complete a multistep
activity by enabling conversion of serial pro-
cesses (completed by multiple workers using the
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Benefits from reduced tasks for Provider
require additional “complementary”
management changes

Physician Tasks

Logon to system
Select a patient
Review Clinical Results
Enter new order(s)
Sign orders electronically

Logoff

Reduce 13 steps
To 6

Change role of Provider

Change job description of Clerk

Change job description of Nurse

Change order intake workflow
for all ancillaries

Change order notification
procedures for Nursing

Change order notification
procedures for Clerks

Consider new role: Medical
Assistant

Change clinical results
notification process

Develop new reports on orders
processing, completion
timeliness, etc.

Change to role-based
authentication process for all
providers

Develop and periodically test
downtime procedures

Ensure sufficient ordering
hardware: desktops, laptops,
tablets, etc.

Ensure sufficient network
bandwidth

Develop 7x24 HELP desk
availability

Ensure 7x24 Desktop Support
Ensure 7x24 Network Support
Ensure 7x24 Application Support

Changes for
IS Department

Changes for Staff Roles

and Tasks

Fig. 14.5 The implementation of an electronic physician
order entry system reduces the number of tasks that a phy-
sician needs to perform in order to enter an order, but such

same record sequentially) to concurrent pro-
cesses (completed by the workers accessing an
electronic record simultaneously). More funda-
mental business transformation is also possible
with new technologies; for example, direct entry
of medication orders by physicians, linked with a
decision-support system, allows immediate
checking for proper dosing and potential drug
interactions, and the ability to recommend less
expensive drug substitutes.

Few health care organizations today have
the time or resources to develop entirely new
information systems and redesigned processes
on their own; therefore, most opt to purchase
commercial software products and to use con-
sultants to assist them in the implementation
of industry “best practices”. Although these
commercial systems allow some degree of
custom tailoring, they also reflect an underly-
ing model of work processes that may have
evolved through development in other health

a system will only be successful if a number of other
“complementary” changes are made to both the workflow
of staff and the responsibilities of the IS Department

care organizations with different underlying
operational policies and procedures. In order
to be successful, HCO’s typically must adapt
their own work processes to those embodied in
the systems they are installing (For example,
some commercial systems require care provid-
ers to discontinue and then reenter all orders
when a patient is admitted to the hospital after
being monitored in the emergency department).
Furthermore, once the systems are installed
and workflow has been adapted to them, they
become part of the organization’s culture—and
any subsequent change to the new system may
be arduous because of these workflow consider-
ations. Decision-makers should take great care
when selecting and configuring a new system
to support and enhance desired work processes.
Such organizational workflow adaptation rep-
resents a significant challenge to the HCO and
its systems planners. Too often organizations
are unable to realize the full potential return on
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their information-technology investments when
they attempt to change the system to accommo-
date historical work flows, even before the new
system is installed. Such management practices
can significantly reduce much of the potential
gains from the HCO’s IT investment.

To meet the continually evolving financial and
quality documentation requirements of today’s
health care environment, HCOs must continually
evolve as well—and the analogy between chang-
ing an HCO and turning an aircraft carrier seems
apt. Although an HCO’s business plans and
information-systems strategies may be reason-
able and necessary, changing ingrained organiza-
tional behavior can be much more complex than
changing the underlying information systems.
Technology capabilities often exceed an HCO’s
ability to use them effectively and efficiently.
Successful process integration requires not only
successful deployment of the technology but also
sustained commitment of resources to use that
technology well; dedicated leadership with the
willingness to make difficult, sometimes unpopu-
lar decisions; education; and possibly new per-
formance incentives to overcome cultural inertia
and politics. Government incentives to stimulate
HCOs toward the meaningful use of information
technology, which emerged from the 2010 Health
care Reform legislation (Chap. 27), are a recent
example of attempts to bring process integration
and data integration together.

14.1.4 Security and Confidentiality
Requirements

The protection of health information from
unwanted or inappropriate use is governed not
only by the trust of patients in their health provid-
ers but also by law. In accordance with the Health
Insurance Portability and Accountability Act
(HIPAA) of 1996 (Chap. 10), the Secretary of
Health and Human Services recommended that
“Congress enact national standards that provide
fundamental privacy rights for patients and define
responsibilities for those who serve them.” This
law and subsequent federal regulations now man-
date standardized data transactions for sending
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data to payer organizations, the development and
adherence to formal policies for securing and
maintaining access to patient data, and under pri-
vacy provisions, prohibit disclosure of patient-
identifiable information by most providers and
health plans, except as authorized by the patient
or explicitly permitted by legislation. Recent
changes to the HIPAA regulations have strength-
ened considerably the requirements for security
and privacy protections and have also given
patients the right to pursue actions against both
organizations and individuals when they feel that
their personal information has been compro-
mised. HIPAA also provides consumers with sig-
nificant rights to be informed about how and by
whom their health information will be used, and
to inspect and sometimes amend their health
information. Stiff criminal penalties including
fines and possible imprisonment are associated
with noncompliance or the knowing misuse of
patient-identifiable information.

Computer systems can be designed to provide
security, but only people can promote the trust
necessary to protect the confidentiality of
patients’ clinical information. In fact, most
breeches and inappropriate disclosures stem from
human actions rather than from computer system
failures. To achieve the goal of delivering coordi-
nated and cost-effective care, clinicians need to
access information on specific patients from
many different locations. Unfortunately, it is dif-
ficult to predict in advance which clinicians will
need access to which patient data and from which
locations. Therefore, an HCIS must strike a bal-
ance between restricting information access and
ensuring the accountability of the users of patient
information. To build trust with its patients and
meet HIPAA requirements, an HCO should adopt
a three-pronged approach to securing informa-
tion. First, the HCO needs to designate a security
officer (and typically a privacy officer as well)
and develop uniform security and confidentiality
policies, including specification of sanctions, and
to enforce these policies rigorously. Second, the
HCO needs to train employees so they under-
stand the appropriate uses of patient-identifiable
information and the consequences of violations.
Third, the HCO must use electronic tools such as



14 Management of Information in Health Care Organizations 455

intrusion detection, access controls and audit
trails not only to discourage misuse of informa-
tion, but also to inform employees and patients
that people who access confidential information
without proper authorization or a “need to know”,
can be tracked and will be held accountable.

14.1.5 The Benefits of Health care
Information Systems

On average, health care workers in administrative
departments spend about three-fourths of their
time handling information; workers in nursing
units spent about one-fourth of their time on
these tasks. The fact is that information manage-
ment in health care organizations, even with sig-
nificant computerization, is a costly activity. The
collection, storage, retrieval, analysis, and dis-
semination of the clinical and administrative
information necessary to support the organiza-
tion’s daily operations, to meet external and
internal requirements for documentation and
reporting, and to support short-term and strategic
planning remain important and time-consuming
aspects of the jobs of health-care workers.
Today, the justifications for implementing

HCISs include cost reduction, productivity

enhancement, and quality and service improve-

ment, as well as strategic considerations related
to competitive advantage and regulatory compli-

ance (Vogel 2003):

* Cost reduction. Much of the historical impetus
for implementing HCISs was their potential to
reduce the costs of information management
in hospitals and other facilities. HCOs con-
tinue to make tactical investments in informa-
tion systems to streamline administrative
processes and departmental workflow. Primary
benefits that may offset some information-
systems costs include reductions in labor
requirements, reduced waste (e.g., dated sur-
gical supplies that are ordered but unused or
food trays that are delivered to the wrong des-
tination and therefore are wasted), and more
efficient management of supplies and other
inventories. Large savings can be gained
through efficient scheduling of expensive

resources such as operating suites and imag-
ing equipment. In addition, HCISs can help to
eliminate inadvertent ordering of duplicate
tests and procedures. Once significant patient
data are available online, information systems
can reduce the costs of storing, retrieving, and
transporting charts in the medical-records
department.

Productivity Enhancements. A second area of
benefit from an HCIS comes in the form of
improved productivity of clinicians and other
staff. With continuing (and at times increas-
ing) constraints on reimbursements, HCOs are
continually faced with the challenge of doing
more with less. Providing information sys-
tems support to staff can in many cases enable
them to manage a larger variety of tasks and
data than would otherwise be possible using
strictly manual processes. Interestingly, in
some cases hospital investments in an HCIS
support the productivity improvement of staff
that are not employed by the hospital, namely
the physicians, and can even extend to payers
by lowering their costs. One of the major chal-
lenges with introducing a new HCIS is that the
productivity of users may actually decrease in
the initial months of the implementation. With
complex clinical applications in particular,
learning new ways of working can lead to high
levels of user dissatisfaction in addition to
lowered productivity.

Quality and service improvement. As HCISs
have broadened in scope to encompass support
for clinical processes, the ability to improve
the quality of care has become an additional
benefit. Qualitative benefits of HCISs include
improved accuracy and completeness of docu-
mentation, reductions in the time clinicians
spend documenting (and associated increases
in time spent with patients), fewer drug errors
and quicker response to adverse events, and
improved provider-to-provider communica-
tion. Through telemedicine and remote link-
ages (see Chap. 18), HCOs are able to expand
their geographical reach and improve delivery
of specialist care to rural and outlying areas.
Once patient data are converted from a purely
transaction format to a format better suited for
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analytic work, the use of clinical decision-
support systems in conjunction with a clini-
cally focused HCIS can produce impressive
benefits, namely improving the quality of care
while reducing costs (Chap. 22) (Bates and
Gawande 2003; James and Savitz 2011;
Goldzweig, et al. 2009; Himmelstein and
Woolhandler 2010; McCullough et al. 2010).

e Competitive advantage. Information technol-
ogies must be deployed appropriately and
effectively; however, with respect to HCISs,
the question is no longer whether to invest, but
rather how much and what to buy. Although
some organizations still attempt to cost justify
all information-systems investments, many
HCOs have recognized that HCISs are
“enabling technologies” which means that
the value comes not from the system itself but
from what it “enables” the organization to do
differently and better. If workflow and pro-
cesses are not changed to take advantage of
the technology, the value of the investment
will largely go unrealized. And it is not just
the ratio of financial benefits to costs that is
important; access to clinical information is
necessary not only to carry out patient man-
agement, but also to attract and retain the loy-
alty of physicians who care for (and thus
control much of the HCO’s access to) the
patients. The long-term benefits of clinical
systems include the ability to influence clini-
cal practices by reducing large unnecessary
variations in medical practices, to improve
patient outcomes, and to reduce costs—
although these costs might be more broadly
economic and societal than related to specific
reductions for the hospital itself (Leatherman
etal. 2003, James and Savitz 2011). Physicians
ultimately control the great majority of the
resource-utilization decisions in health care
through their choices in prescribing drugs,
ordering diagnostic tests, and referring
patients for specialty care. Thus, providing
physicians with access to information on “best
practices” based on the latest available clinical
evidence, as well as giving them other clinical
and financial data to make appropriate deci-
sions, is an essential HCIS capability.
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* Regulatory compliance. Health care is among
the most heavily regulated industries in our
economy. State and federal regulatory agen-
cies perform a variety of oversight activities,
and these require increasingly sophisticated
and responsive HCISs to provide the neces-
sary reports. For example, the Food and Drug
Administration now mandates the use of bar-
codes on all drugs. Similarly, HIPAA rules
specify the required content and format for
certain electronic data transactions for those
HCOs that exchange data electronically.
OSHA, the Department of Labor, the
Environmental Protection Agency, the Nuclear
Regulatory Commission, and a host of other
agencies all have an interest in seeing that the
health care provided by HCOs is consistent
with standards of safety and fairness.

14.1.6 Managing Information
Systems in a Changing
Health Care Environment

Despite the importance of integrated information
systems, implementation of HCISs has proved to
be a daunting task, often requiring a multiyear
capital investment of tens (and at times, hundreds)
of millions of dollars and forcing fundamental
changes in the types and ways that health care
professionals perform their jobs. To achieve the
potential benefits, health organizations must plan
carefully and invest wisely. The grand challenge
for an HCO is to implement an HCIS that is suf-
ficiently flexible and adaptable to meet the chang-
ing needs of the organization. Given the rapidly
changing environment and the multiyear effort
involved, people must be careful to avoid imple-
menting a system that is obsolete functionally or
technologically before it becomes operational.
Success in implementing an HCIS entails consis-
tent and courageous handling of numerous techni-
cal, organizational, and political challenges.

14.1.6.1 Changing Technologies

As we discussed in Chaps. 5 and 6, past decades
have seen dramatic changes in computing and
networking technologies. These advances are
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important in that they allow quicker and easier
information access, less expensive computational
power and data storage, greater flexibility, and
other performance advantages. A major chal-
lenge for many HCOs is how to decide whether
to support a best of breed strategy, with its
requirement either to upgrade individual systems
and interfaces to newer products or to migrate
from their patchwork of legacy systems to a more
integrated systems environment. Such migration
requires integration and selective replacement of
diverse systems that are often implemented with
closed or nonstandard technologies and medical
vocabularies.  Unfortunately the trade-off
between migrating from best of breed to more
integrated systems is that vendors offering more
integrated approaches seldom match the func-
tionality of the best of breed environment.
However, this strategy is becoming less of an
option since commercial vendors are broadening
and deepening the scope of their application
suites in order to minimize the challenges of
building and managing interfaces and to protect
their market share. In a sense, it is the informa-
tion content of the systems and the ability to
implement them that is much more important
than the underlying technology—as long as the
data are accessible, the choice of specific tech-
nology is less critical.

14.1.6.2 Changing Culture

In the current health care environment, physi-
cians are confronted with significant obstacles to
the practice of medicine as they have historically
performed it. With a long history of entrepreneur-
ial practice, physicians face significant adjust-
ments as they are confronted by pressures to
practice in accordance with institutional stan-
dards aimed at reducing variation in care, and to
focus on the costs of care even when those costs
are borne either by hospitals or by third party
payers. They are expected to assume responsibil-
ity not simply for healing the sick, but for the
wellness of people who come to them not as
patients but as members of health plans and
health maintenance organizations. In addition,
they must often work as members of collabora-
tive patient-care teams. The average patient
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length of stay in a hospital is decreasing; at the
same time, the complexity of the care provided
both during and after discharge is increasing. The
time allotted for an individual patient visit in an
ambulatory setting is decreasing as individual
clinicians face economic incentives to increase
the number of patients for whom they care each
day. Some HCOs, aided by federal funding incen-
tives, are now instituting pay-for performance
incentives to reward desired work practices. At
the same time, it is well known that the amount of
knowledge about disease diagnosis and treatment
increases significantly each year, with whole new
areas of medicine being added from major break-
throughs in areas such as genomic and imaging
research. To cope with the increasing workload,
greater complexity of care, extraordinary
amounts of new medical knowledge, new skills
requirements, and the wider availability of medi-
cal knowledge to consumers through the Internet,
both clinicians and health executives must
become more effective information managers,
and the supporting information systems must
meet their workflow and information require-
ments. As the health care culture and the roles of
clinicians and health executives continue to
change, HCOs must constantly reevaluate the
role of information technology to ensure that the
implemented systems continue to match user
requirements and expectations.

14.1.6.3 Changing Processes

Developing a new vision of how health care will
be delivered and managed, designing processes
and implementing supporting information sys-
tems are all critical to the success of evolving
HCOs. Changes in process affect the jobs that
people do, the skills required to do those jobs,
and the fundamental ways in which they relate to
one another. For example, models of care man-
agement that cross organizational or specialty
boundaries encourage interdisciplinary care
teams to work in harmony to promote health as
well as treat illness. Although information sys-
tems are not the foremost consideration for peo-
ple who are redesigning processes, a poor
information-systems implementation can institu-
tionalize bad processes.
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HCOs periodically undertake various process
redesign initiatives (following models such as
Six Sigma or LEAN), and these initiatives can
lead to fundamental transformations of the enter-
prise. Indeed, work process redesign is essential
if information systems are to become truly valu-
able “enablers” in HCOs. Too often, however, the
lack of a clear understanding of existing organi-
zational dynamics leads to a misalignment of
incentives—a significant barrier to change—or to
the assumption that simply installing a new com-
puter system will be sufficient to generate value.
Moreover, HCOs, like many organizations, are
collections of individuals who often have natural
fears about and resistance to change. Even under
the best of circumstances, there are limits to the
amount of change that any organization can
absorb. The magnitude of work required to plan

Mountainside Medical Center

and manage organizational change is often under-
estimated or ignored. The handling of people and
process issues has emerged as one of the most
critical success factors for HCOs as they imple-
ment new work methods and new and upgraded
information systems.

14.1.6.4 Management and Governance

Figure 14.6 illustrates the information-technology
environment of an HCO composed of two hospi-
tals, an owned physician practice, affiliated nursing
homes and hospice, and several for-profit service
organizations. Even this relatively simple environ-
ment presents significant challenges for the man-
agement and governance of information systems.
For example, to what extent will the information
management function be controlled centrally ver-
sus decentralized to the individual operating units
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Payroll/Personnel
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Fig. 14.6 An example of an information systems envi-
ronment for a small integrated delivery network (IDN).
Even this relatively simply IDN has a complex mix of

information systems that pose integration and information
management challenges for the organization
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and departments? How should limited resources be
allocated between new investment in strategic proj-
ects (such as office-based data access for physi-
cians) and the often critical operational needs of
individual entities (e.g., replacement of an obsolete
laboratory information system)? Academic medi-
cal centers with distinct research and educational
needs raise additional issues for managing infor-
mation across operationally independent and polit-
ically powerful constituencies.

Trade-offs between functional and integration
requirements, and associated contention between
users and information-systems departments, will
tend to diminish over time with the development
and widespread adoption of technology standards
and common clinical-data models and vocabulary.
On the other hand, an organization’s information-
systems “wants” and “needs” will always out-
strip its ability to deliver these services. Political
battles will persist, as HCOs and their component
operating units wrestle with the age-old issues of
how to distribute scarce resources among compet-
ing, similarly worthy projects.

A formal HCIS governance structure with rep-
resentation from all major constituents provides
a critical forum for direction setting, prioritiza-
tion, and resource allocation across an HCO.
Leadership by respected clinical peers has proved
a critical success factor for clinical systems plan-
ning, implementation, and acceptance. In addition,
the creation of an Information Systems Advisory
or Steering Committee composed of the leaders of
the various constituencies within the HCO, can be
a valuable exercise if the process engages the orga-
nization’s clinical, financial, and administrative
leadership and users and results in their gaining
not only a clear understanding of the highest-pri-
ority information technology investment require-
ments but also provides a sense of accountability
and ownership over the HCISs and their various
functions (Vogel 2006). This supports one of the
principles of information technology governance:
how an institution makes IT investment decisions
is often more important than what specific deci-
sions are made (Weill and Ross 2004). Because
of the dynamic nature of both health care business
strategies and the supporting technologies, many
HCOs have seen the timeframes of their strategic
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information-management thinking shrink from
5 years to three, and then be changed yet again
through annual updates.

14.2 Functions and Components
of a Health Care

Information System

Carefully designed computer-based information
systems can increase the effectiveness and pro-
ductivity of health professionals, improve the
quality and reduce the costs of health services,
and improve levels of service and of patient satis-
faction. As described in Sect. 14.1, the HCISs
support a variety of functions, ranging from the
delivery and management of patient care to the
administration of the health organization. From a
functional perspective, HCISs typically consist
of components that support five distinct pur-
poses: (1) patient management and billing, (2)
ancillary services, (3) care delivery and clinical
documentation, (4) clinical decision support, (5)
institutional financial and resource management.

14.2.1 Patient Management

and Billing

Systems that support patient management func-
tions perform the basic HCO operations related
to patients, such as registration, scheduling,
admission, discharge, transfer among locations,
and billing. Historically within HCOs, mainte-
nance of the hospital census and a patient billing
system were the first tasks to be automated—
largely because a patient’s location determined
not only the daily room/bed charges (since an
ICU bed was more expensive than a regular
medical/surgical bed) but where medications
were to be delivered, and where clinical results
were to be posted. Today, virtually all hospitals
and ambulatory centers and many physician
offices use a computer-based master patient
index (MPI) to store patient-identification infor-
mation that is acquired during the patient-regis-
tration process, and link to simple encounter-level
information such as dates and locations where
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services were provided. The MPI can also be
integrated within the registration module of an
ambulatory care or physician-practice system or
even elevated to an enterprise master patient
index (EMPI) across several facilities. Within
the hospital setting, the census is maintained by
the admission—discharge—-transfer (ADT) mod-
ule, which is updated whenever a patient is
admitted to the hospital, discharged from the hos-
pital, or transferred from one bed to another.

Registration and patient census data serve as a
reference base for the financial programs that per-
form billing functions. When an HCIS is extended
to other patient-care settings—e.g., to the labora-
tory, pharmacy, and other ancillary departments—
patient-management systems provide a common
reference base for the basic patient demographic
data needed by these systems. Without access to
the centralized database of patient financial,
demographic, registration and location data, these
subsystems would have to maintain duplicate
patient records. In addition, the transmission of
registration data can trigger other activities, such
notification of hospital housekeeping when a bed
becomes available after a patient is discharged.
The billing function in these systems serves as a
collection point for all of the chargeable patient
activity that occurs in a facility, including room/
bed charges, ancillary service charges, and sup-
plies used during a patient’s stay.

Scheduling in a health care organization is
complicated because patient load and resource
utilization can vary by day, week, or season or
even through the course of a single day simply
due to chance, emergencies that arise, or to pat-
terns of patient and physician behavior. Effective
resource management requires that the appropri-
ate resources be on hand to meet such fluctuations
in demand. At the same time, resources should
not remain unnecessarily idle since that would
result in their inefficient use. The most sophis-
ticated scheduling systems have been developed
for the operating rooms and radiology depart-
ments, where scheduling challenges include
matching the patient not only with the providers
but also with special equipment and support staff
such as technicians. Patient-tracking applica-
tions monitor patient movement in multistep
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processes; for example, they can monitor and
manage patient wait times in the emergency
department.

Within a multi-facility HCO, the basic tasks of
patient management are compounded by the need
to manage patient care across multiple settings,
some of which may be supported by independent
information systems. Is the Patricia C. Brown
who was admitted last month to Mountainside
Hospital the same Patsy Brown who is register-
ing for her appointment at the Seaview Clinic?
Integrated delivery networks ensure unique
patient identification either through conversion to
common registration systems or, more frequently,
through implementation of an enterprise EMPI
(see Sect. 14.4) that links patient identifiers and
data from multiple registration systems.

14.2.2 Ancillary Services

Ancillary departmental systems support the infor-
mation needs of individual clinical departments
within an HCO. From a systems perspective,
those areas most commonly automated are the
laboratory, pharmacy, radiology, blood-bank,
operating rooms, and medical-records depart-
ments, but can also include specialized systems to
support cardiology (for EKGs), respiratory ther-
apy and social work. Such systems serve a dual
purpose within an HCO. First, ancillary systems
perform many dedicated tasks required for spe-
cific departmental operations. Such tasks include
generating specimen-collection lists and captur-
ing results from automated laboratory instruments
in the clinical laboratory, printing medication
labels and managing inventory in the pharmacy,
and scheduling examinations and supporting the
transcription of image interpretations in the radi-
ology department. In addition, information tech-
nology coupled with robotics can have a dramatic
impact on the operation of an HCO’s ancillary
departments, particularly in pharmacies (to sort
and fill medication carts) and in clinical laborato-
ries (where in some cases the only remaining
manual task is the collection of the specimen and
its transport to the laboratory’s robotic system).
Second, the ancillary systems contribute major
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data components to online patient records, includ-
ing laboratory-test results and pathology reports,
medication profiles, digital images (see Chap. 20),
records of blood orders and usage, and various
transcribed reports including history and physical
examinations, operating room and radiology
reports. HCOs that consolidate ancillary functions
outside hospitals to gain economies of scale—for
example, creating outpatient diagnostic imaging
centers and reference laboratories—increase the
complexity of integrated patient management,
financial, and billing processes.

14.2.3 Care Delivery and Clinical
Documentation

Electronic health record (EHR) systems that sup-
port care delivery and clinical documentation are
discussed at length in Chap. 12. Although com-
prehensive EHRs are the ultimate goal of most
HCOs, many organizations today are still build-
ing more basic clinical-management capabilities.
Automated order entry and results reporting
are two important functions provided by the clini-
cal components of an HCIS. Health professionals
can use the HCIS to communicate with ancillary
departments electronically, eliminating the easily
misplaced paper slips or the transcription errors
often associated with translating hand-written
notes into typed requisitions, thus minimizing
delays in conveying orders. The information then
is available online, where it is easily accessible
by any authorized health professional that needs
to review a patient’s medication profile or previ-
ous laboratory-test results. Ancillary departmental
data represent an important subset of a patient’s
clinical record. A comprehensive clinical record,
however, also includes various data that clinicians
have collected by questioning and observing the
patient, including the history and physical report,
progress notes and problem lists. In the hospital,
an HCIS can help health personnel perform an
initial assessment when a patient is admitted to
a unit, maintain patient-specific care plans, chart
vital signs, maintain medication-administration
records, record diagnostic and therapeutic infor-
mation, document patient and family teaching,
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and plan for discharge (also see Chap. 15). Many
organizations have developed diagnosis-specific
clinical pathways that identify clinical goals,
interventions, and expected outcomes by time
period. Using clinical pathways, case manag-
ers or care providers can document actual versus
expected outcomes and are alerted to intervene
when a significant unexpected event occurs. More
hospitals are now implementing systems to sup-
port what are called closed loop medication man-
agement systems in which every task from the
initial order for medication to its administration to
the patient is recorded in an HCIS—one outcome
of increased attention to patient safety issues.
With the shift toward delivering more care in
outpatient settings, clinical systems have become
more common in ambulatory clinics and physi-
cian practices. Numerous vendors have intro-
duced smart phones, tablets, and other mobile
devices with software designed specifically for
physicians in ambulatory settings, so that they
can access appropriate information even as they
move from one exam room to another. Such sys-
tems allow clinicians to record problems and
diagnoses, symptoms and physical examinations,
medical and social history, review of systems,
functional status, active and past prescriptions,
provide access to therapeutic and medication
guidelines, etc. The most successful systems are
integrated with a practice management system,
providing additional support for physician work-
flow and typical clinic functions, for example, by
documenting telephone follow-up calls or print-
ing prescriptions. In addition, specialized clinical
information systems have been developed to
meet the specific requirements of intensive-care
units (see Chap. 19), long-term care facilities,
home-health organizations, and specialized
departments such as cardiology and oncology.

14.2.4 Clinical Decision Support

Clinical decision-support systems (Chap. 22)
directly assist clinical personnel in data inter-
pretation and decision-making. Once the basic
clinical components of an HCIS are well devel-
oped, clinical decision-support systems can use
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the information stored there to monitor patients
and issue alerts, to make diagnostic suggestions,
to provide limited therapeutic guidance, and to
provide information on medication costs. These
capabilities are particularly useful when they
are integrated with other information-manage-
ment functions. For example, a useful adjunct to
computer-based physician order-entry (CPOE)
is a decision-support program that alerts physicians
to patient food or drug allergies; helps physicians
to calculate patient-specific drug-dosing regimens;
performs advanced order logic, such as recom-
mending an order for prophylactic antibiotics
before certain surgical procedures; automatically
discontinues drugs when appropriate or prompts
the physician to reorder them; suggests more cost-
effective drugs with the same therapeutic effect; or
activates and displays applicable clinical-practice
guidelines (see Chap. 22). Clinical-event moni-
tors integrated with results-reporting applications
can alert clinicians to abnormal results and drug
interactions by electronic mail, text message or
page. In the outpatient setting, these event moni-
tors may produce reminders to provide preven-
tive services such as screening mammograms and
routine immunizations. The same event monitors
might trigger access to the HCO’s approved for-
mulary, displaying information that includes costs,
indications, contraindications, approved clinical
guidelines, and relevant online medical literature
(Perreault and Metzger 1999; Teich et al. 1997;
Kaushal et. al. 2003).

14.2.5 Financial and Resource
Management

Financial and administrative systems assist with
the traditional business functions of an HCO,
including management of the payroll, human
resources, general ledger, accounts payable, and
materials purchasing and inventory. Most of
these data-processing tasks are well structured,
and have been historically labor intensive and
repetitious—ideal opportunities for substitution
with computers. Furthermore, with the exception
of patient-billing functions, the basic financial
tasks of an HCO do not differ substantially from
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those of organizations in other industries. Not
surprisingly, financial and administrative appli-
cations have typically been among the first sys-
tems to be standardized and centralized in IDNSs.

Conceptually, the tasks of creating a patient
bill and tracking payments are straightforward,
and financial transactions such as claims submis-
sion and electronic funds transfer have been stan-
dardized to allow electronic data interchange
(EDI) among providers and payers. In operation,
however, patient accounting requirements are
complicated by the myriad and oft-changing
reimbursement requirements of government and
third-party payers. These requirements vary sub-
stantially by payer, by insurance plan, by type of
facility where service was provided, and often by
state. As the burden of financial risk for care has
shifted from third party payers to providers
(through per diem or diagnosis-based reim-
bursements), these systems have become even
more critical to the operation of a successful
HCO. As another example, managed care con-
tracts add even more complexity, necessitating
processes and information systems to check a
patient’s health-plan enrollment and eligibility
for services, to manage referrals and preauthori-
zation for care, to price claims based on negoti-
ated contracts, and to create documentation
required to substantiate the services provided.

As HCOs increasingly go “at risk” for deliv-
ery of health services by negotiating per diem,
diagnosis-based, bundled and capitated pay-
ments, their incentives need to focus not only on
reducing the cost per unit service but also on
maintaining the health of members while using
health resources effectively and efficiently.
Similarly, the HCO’s scope of accountability
broadens from a relatively small population of
sick patients to a much larger population of plan
members (such as might be found in ACOs),
most of whom are still well.

Provider-profiling systems support utiliza-
tion management by tracking each provider’s
resource utilization (costs of drugs prescribed,
diagnostic tests and procedures ordered, and so
on) compared with severity-adjusted outcomes
of that provider’s patients such as their rate of
hospital readmission and mortality by diagnosis.
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Such systems are also being used by government
bodies and consumer advocate organizations as
they publicize their findings, often through the
Internet. Contract-management systems have
capabilities for estimating the costs and payments
associated with potential managed care con-
tracts and comparing actual with expected pay-
ments based on the terms of the contracts. More
advanced managed-care information systems
handle patient triage and medical management
functions, helping the HCOs to direct patients
to appropriate health services and to proactively
manage the care of chronically ill and high-risk
patients. Health plans, and IDNs that incorporate
a health plan, also must support payer and insur-
ance functions such as claims administration, pre-
mium billing, marketing, and member services.

Historical Evolution

of the Technology of Health
care Information Systems
(HCISs)

14.3

Technological advances and changes in the
information and organizational requirements of
HCOs have driven many of the changes in system
architecture, hardware, software, and function-
ality of HCISs over time. The tradeoff between

functionality and ease of integration is another
important factor that accounts for choices that ven-
dors have made in systems design (see Fig. 14.7).

Central and
Mainframe-based Systems

14.3.1

The earliest HCISs (typically found in hospitals)
were designed according to the philosophy that a
single comprehensive or central computer sys-
tem could best meet an HCO’s information pro-
cessing requirements. Advocates of the centralized
approach emphasized the importance of first iden-
tifying all the hospital’s information needs and
then designing a single, unified framework to
meet these needs. As we have seen, patient man-
agement and billing functions were the initial
focus of such efforts. One result of this design
goal was the development of systems in which a
single, large computer performed all information
processing and managed all the data files using
application-independent file-management pro-
grams—although focusing almost exclusively on
financial and billing data. Users accessed these
systems via general-purpose video-display ter-
minals (VDTs) affectionately known as “green
screens” because the displayed numbers and text
were often green on a dark background.

Evolution of Computing Systems in Hospitals

ADT/Billing Departmental

Systems
(Labs, Radiology, Pharmacy)

Systems

Clinical Systems
(Order Entry,
Clinical Documentation)

Computers Productivity
substitute for Improvements for
clerical Professional and
workers Clerical staff in

Departments

Fig. 14.7 The evolution of computing systems in hospi-
tals has followed a path that parallels the evolution of
computing systems in general. From mainframes to mini-
computers to desktops, and more recently mobile devices,

Service and Quality
Improvements for
Professionals such
as Physicians and
Nurses

the purpose and function of systems in hospitals has fol-
lowed a path from financial systems to departmental sys-
tems to systems designed specifically to enhance the
productivity and raise the quality of health care services
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One of the first clinically-oriented HCISs was
the Technicon Medical Information System.
System development began in 1965 as a collab-
orative project between the Lockheed Corporation
and El Camino Hospital, a community hospital in
Mountain View, California. By 1987, the system
had been installed in more than 85 institutions by
Technicon Data Systems (TDS), which had pur-
chased the system from Lockheed in 1971. TDS
was one of the earliest examples of a large, cen-
trally operated, and clinically focused HCIS.
Depending on the size of the central machine, the
TDS center could support from several hundred
to a few thousand hospital beds. Because of this
high capacity, one computer installation could
serve multiple hospitals in an area. The hospitals
were connected via high-speed dedicated tele-
phone lines linked to the central computer. Within
a hospital, a switching station connected the tele-
phone lines to an onsite network connecting to
stations on every patient-care unit. Each unit had
at least one VDT and one printer which enabled
users to display, and print patient information.
Initially, TDS sold proprietary terminals, print-
ers, light pens and even implemented their own
data transmission protocols, but as more general
purpose PCs became prominent and data net-
working protocols more standardized, the propri-
etary nature of the system diminished to where
the focus was entirely on the software. Because
the TDS system was designed for use by both
nurses and physicians it was one of the first sys-
tems to support both nursing clinical documenta-
tion and physician order entry.

The Center for Clinical Computing (CCC)
system, developed by Howard Bleich and Warner
Slack as a centralized clinical computing system,
was first deployed in 1978 at the Beth Israel
Medical Center in Boston (now part of the Beth
Israel Deaconess Medical Center and the
CareGroup IDN). Still in operation, this system
is designed around a single common registry of
patients, with tight integration of all its depart-
mental systems. It was remarkable in the breadth
of its functionality to support physicians and the
intensity of its use by clinicians. It was the first
system to offer hospital-wide electronic mail, as
well as end-user access to Medline via
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PaperChase. In addition, CCC was among the
first to employ audit trails on who was looking at
patient data, a feature now common in clinical
systems (and a HIPAA requirement). In ambula-
tory clinics, an electronic patient record includ-
ing support for problem lists, clinic notes,
prescription writing, and other functions sup-
ported over 1,000 clinicians in more than 30
primary-care and specialty areas (Safran et al.
1991). On the other hand, the system provided
only limited support for order entry, alerts, and
reminders. The CCC also featured a MUMPS
database functioning as a clinical-data repository
and an online data warehouse, called ClinQuery
(Safran et al. 1989) with complete data on all test
results and medications, as well as ICD-9-CM
and SNOMED diagnosis codes. The CCC was
transferred to the Brigham and Women’s Hospital
in 1983 and was subsequently developed sepa-
rately as the Brigham Integrated Computer
System (BICS), a distributed client—server sys-
tem. In 2012, Partners Health care, of which
Brigham and Women’s Hospital is a member
organization, made the decision to replace BICS
and other in-house developed systems with a
commercial vendor product.

Central systems integrated and communicated
information well because they provided users with
a centralized data store and a single, standardized
method to access information simply and rapidly.
On the other hand, the biggest limitation of central
systems was their inability to accommodate the
diverse needs of individual departments. There is a
tradeoff between the uniformity (and relative sim-
plicity) of a generalizable system and the
nonuniformity and greater responsiveness of cus-
tom-designed systems that solve specific problems.
Generality—a characteristic that enhances com-
munication and data integration in a homogeneous
environment—can be a drawback in an HCO
because of the complexity and heterogeneity of the
information-management tasks. In general, central
systems have proved too unwieldy and inflexible to
support current HCO requirements, except in
smaller facilities. The development of smaller but
powerful computing platforms subsequently led to
software development that focused more on spe-
cific departmental requirements.
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14.3.2 Departmental Systems

By the 1970s, departmental systems began to
emerge. Decreases in the price of hardware
and improvements in software made it feasible
for individual departments within a hospital
to acquire and operate their own computers.
In a departmental system, one or a few com-
puters can be dedicated to processing specific
functional tasks within the department. Distinct
software application modules carry out specific
tasks, and a common framework, which is speci-
fied initially, defines the interfaces that will allow
data to be shared among the modules. Radiology
(Chap. 20) and Laboratory systems are examples
of this type of system.

The most ambitious project based on the
departmental approach was the Distributed
Hospital Computer Program (DHCP) for the
Veterans Administration (VA) hospitals which
was initially announced in 1982, although based
on work begun at the VA in the 1970s. The sys-
tem had a common database (Fileman), which
was written to be both hardware- and operating-
system-independent. A small number of support
centers in the VA developed the software mod-
ules in cooperation with user groups. The
CORE—the first set of applications to be devel-
oped and installed—consisted of modules for
patient registration, ADT, outpatient scheduling,
laboratory, outpatient pharmacy, and inpatient
pharmacy. Modules to support other clinical
departments (such as radiology, dietetics, sur-
gery, nursing, and mental health) and adminis-
trative functions (such as financial and
procurement applications) were developed sub-
sequently. By 1985, the VA had installed DHCP
in more than one-half of its approximately 300
hospitals and clinics. The software was in the
public domain and was also used in private hos-
pitals and other government facilities (Kolodner
and Douglas 1997). Interestingly, one of the rea-
sons for the success of the VA system was its
ability to focus on the clinical environment.
Given the nature of government reimbursement
for the care of veterans at the time, there was no
need to develop or integrate a billing function
into the DHCP system.
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The departmental approach responded to
many of the challenges of central systems.
Although individual departmental systems are
constrained to function with predefined inter-
faces, they do not have to conform to the general
standards of an overall system, so they can be
designed to accommodate the special needs of
specific areas. For example, the processing capa-
bilities and file structures suitable for managing
the data acquired from a patient-monitoring sys-
tem in the intensive-care unit (analog and digital
signals acquired in real time) differ from the fea-
tures that are appropriate for a system that reports
radiology results (text storage and text process-
ing). Furthermore, modification of departmental
systems, although laborious with any approach,
is simpler because of the smaller scope of the
system. The price for this greater flexibility is
increased difficulty in integrating data and com-
municating among modules of the HCISs. In
reality, installing a subsystem is never as easy as
simply plugging in the connections.

Also in the early 1980s, researchers at the
University of California, San Francisco (UCSF)
Hospital successfully implemented one of the
first Local Area Networks (ILANs) to support
communication among several of the hospital’s
standalone systems in the early 1980s. Using
technology developed at the Johns Hopkins
University, they connected minicomputers that
supported patient registration, medical records,
radiology, the clinical laboratory, and the outpa-
tient pharmacy. Interestingly, each of the four
computer systems was different from the other
three: the computers were made by different
manufacturers and ran different operating sys-
tems (McDonald, Wiederhold et al. 1984a) but
were able to communicate with each other
through standardized communications protocols.

By the late1980s, HCISs based on evolving
network-communications standards were being
developed and implemented in HCOs. As dis-
tributed computer systems, connected through
electronic networks, these HCISs consisted of a
federation of independent systems that had been
tailored for specific application areas. The com-
puters operated autonomously and shared data
(and sometimes programs and other resources,



466

such as printers) by exchanging information over
a local area network (LAN; see Chap. 5) using
standard protocols such as TCP/IP and Health
Level 7(HL7) for communication and in many
cases utilizing the interface engine strategy we
discussed earlier in Sect. 14.1.1.

The University of Michigan Hospital in Ann
Arbor later adopted a hybrid strategy to meet its
information needs. The hospital supported a cen-
tral model of architecture and operated a main-
frame computer to perform core HCIS functions.
In 1986, however, it installed a local area net-
work (LAN) to allow communication among all
its internal clinical laboratories and to allow phy-
sicians to obtain laboratory-test results directly
from the laboratory information system. At the
time of installation, more than 95 % of all the
peripheral devices in the laboratories were con-
nected to the network rather than hardwired
directly to the laboratory computer. A second
clinical host computer, which supported the radi-
ology information system, was later added to the
LAN, allowing physicians to access radiology
reports as well. Although the mainframe HCIS
initially was not connected to the LAN, the hos-
pital later adopted the strategy of installing uni-
versal workstations that could access both the
mainframe computer and the clinical hosts via
the LAN (Friedman and Dieterle 1987).

One advantage of LAN-connected distributed
systems was that individual departments could
have greater flexibility in choosing hardware
and software that optimally suited their specific
needs. Even smaller ancillary departments such
as Respiratory Therapy, which previously could
not justify a major computer acquisition, could
now purchase microcomputers and participate
in the HCIS environment. Health care provid-
ers in nursing units or at the bedside, physicians
in their offices or homes, and managers in the
administrative offices could eventually access
and analyze data locally using what were initially
termed microcomputers (later known as desktop
personal computers or PCs). On the downside,
the distribution of information processing capa-
bilities and responsibility for data among diverse
systems made the tasks of data integration, com-
munication, and security more difficult—a fact
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that continues to the present day. Development
of industry-wide standard network and interface
protocols such as TCP/IP and HL7 has eased the
technical problems of electronic communication
considerably. Still, there are problems to over-
come in managing and controlling access to a
patient database that is fragmented over multiple
computers, each with its own file structure and
method of file management. Furthermore, when
no global architecture or vocabulary standards are
imposed on the HCISs, individual departments
and entities may encode data values in ways that
are incompatible with the definitions chosen by
other areas of the organization. The promise of
sharing among independent departments, entities,
and even independent institutions has increased
the importance of defining clinical data standards
(see Chap. 7). As noted earlier, some HCOs pur-
sue a best of breed strategy in which they choose
the best system, regardless of vendor and technol-
ogy, then work to integrate that system into their
overall HCIS environment. Some HCOs modify
this strategy by choosing suites of related appli-
cations (e.g., selecting all ancillary systems from
a single vendor, also known as best of cluster),
thereby reducing the overall number of vendors
they work with and, in theory, reducing the costs
and difficulty of integration. Commercial soft-
ware vendors have supported this strategy by
broadening their offerings of application suites
and managing the integration at the suite level
rather than at the level of individual applications.
Cerner and Epic are examples of clinical sys-
tems vendors who have pursued this strategy, and
Oracle’s PeopleSoft and Lawson are examples on
the financial/administrative side.

The complexity and variety of information pro-
cessing requirements across today’s HCOs and
IDNs, means that some level of distributed archi-
tecture is often required. Simply put, no single
vendor has been able to develop and implement
applications that support the entire range of an
HCO’s information processing requirements. So
in general, all large commercial systems support
some type of distributed model. PC-based univer-
sal workstations are the norm as well. In fact, some
HCOs and IDN’s now support thousands of PCs in
enterprise-wide networked environments. The
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requirement for direct access to independent ancil-
lary systems has been largely eliminated not only
by enterprise data networks, but by interfaces that
join such systems to a core clinical system or a
centralized clinical data repository that receives
clinical data from each ancillary system. For
example, whereas staff working in the laboratory
may access the laboratory system directly, clini-
cians may view all clinical results (laboratory,
radiology, and so on) stored in a centralized clini-
cal data repository. The ability to access patient
databases (by clinicians), human resources docu-
ments (by employees), financial information (by
administrators) and basic information about facili-
ties, departments, and staff (by the public) is
enabled through a single enterprise-wide data net-
work (See Fig. 14.3).

14.3.3 Integrated Systems

from Single Vendors

Many smaller HCOs have opted for implementa-
tion of turnkey systems, in which commercial
vendors have bundled a number of functional
capabilities into a single application suite
(MEDITECH is a good example of this type of
offering).

These systems offer a way to achieve reason-
able function and integration, although they typi-
cally permit minimal customization to meet
institution-specific workflows and requirements.
In addition, they may not have the depth of special-
ized functions compared to systems designed for
specific departmental functions. Numerous debates
have been held at national conferences regarding
the desirability of an integrated system versus best
of breed approaches in which the various systems
have to be interfaced in order to function. In the
late 1990s, several large IDNs developed their IT
strategies based on the use of integrated systems
from vendors historically focused on smaller hos-
pitals. This provided greater credibility to these
vendors and at the same time challenged the long
held assumption that the greater functionality of
best of breed strategies, with their inherently
greater cost and interface requirements, is the only
viable strategy for large IDNs.
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14.4  Architecture for a Changing

Environment

As the complexity of the health care business
continues to increase, HCOs and IDNs present
new challenges to information systems develop-
ers. As we described in Sect. 14.1, most IDNs
have developed through the merger or acquisi-
tion of independent organizations. Thus, the
information systems environment of a new or
evolving IDN can be a jumble of disparate legacy
systems, technologies, and architectures. In such
an environment, the challenge is for the IDN’s
information systems team to configure systems
and processes to support new business strategies
(such as a diabetes management program or a
central call center) and provide integrated infor-
mation access throughout the IDN, while main-
taining uninterrupted operational support for the
IDN’s existing business units, and do so within
the financial constraints of reimbursement levels
that seem to decline almost annually.

Sometimes, an IDN will selectively replace
specific systems to fit its new organizational
structure and strategies (e.g., consolidation of the
finance and human resources departments and
migration to common corporate general ledger,
accounts payable, payroll, and human resources
systems for all business entities). As always,
resources (both money and staff) are limited; and
often it is simply not feasible for an IDN to
replace all legacy systems with new common
systems, so specific HCISs may remain relatively
isolated for long periods of time.

Legacy systems environments and business
strategies in both large HCOs and IDNs present
unique information challenges. Nonetheless, a
few lessons can be learned from past efforts.
First, a strategy for data preservation must be
developed by providing access to data and imple-
menting an approach for standardizing the mean-
ing of those data. Second, to the extent possible,
IDNs and HCOs should separate three concep-
tual layers—data management, applications and
business logic, and user interface—to allow
greater flexibility (See Fig. 14.8).

The first layer of architecture is the data
layer. Data—the results of transactions that the
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Fig. 14.8 Three conceptual layers of an information sys-
tems architecture illustrate the separation that occurs
among the data, business logic and presentation layers.
Over time, changes in the presentation and business logic

HCO generates—are of central importance. One
fundamental mistake that a health care organiza-
tion can make is to fail to provide access to its
data. Organizations that choose information sys-
tems based on the functionality available to meet
short-term needs may find that these needs are no
longer as important as the HCO or IDN continues
to evolve. For this reason, a long-term data strat-
egy needs to be a separate component of the
information-management plan. This plan must
include access to data for applications and a
method to ensure that demographic, clinical, and
financial data collected across business units are
consistent and comparable. Security and confi-
dentiality safeguards (see Sect. 14.1.4) should
also be part of the data strategy.

With respect to clinical data, HCOs and IDNs
need data for both real-time operations and ret-
rospective data analysis. These needs generate

layers may be made while retaining the data layer. As
noted in the figure, the three layers can typically be found
even within a single application (e.g., a laboratory or radi-
ology system)

different requirements for data management.
In the first case, detailed data need to be stored
and optimized for retrieval for the individual
patient. In the second case, the data need to be
optimized for aggregation across a population
of patients. Although the terms are sometimes
used interchangeably, the distinction should
be made between a clinical data repository
(CDR), which typically stores “transaction” data
and serves the needs of patient care and day-to-
day operations, and an enterprise information
warehouse (EIW) which serves as the founda-
tion for analytic tasks for both retrospective and
longer term business and clinical planning such
as contract management and outcomes evalua-
tion. Both the CDR and data warehouse should
be purchased or developed for their ability to
model, store, and retrieve efficiently the organi-
zation’s data. Quite often, vendors of a CDR or
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warehouse include programs to view and manip-
ulate these data. Conceptually, this packaging
makes sense.

The second component of a clinical data strat-
egy is an ability to keep patient information com-
parable. At the simplest level one needs to
uniquely identify each patient. When a health
organization consisted of only one hospital and
one major information system, the authority over
patient identification was relatively simple and
usually resided in the HCIS’s admitting or regis-
tration module (see Sect. 14.2.1). As HCOs
evolve into IDNs, there is no one authority that
can identify the patient or resolve a conflicting
identification. Thus, as we noted earlier, a new
architectural component, the enterprise master
patient index (EMPI), has arisen as the name
authority. In its simplest form, the EMPI is an
index of patient names and identification num-
bers used by all information systems in the IDN
that store a patient registry. Using this type of
EMPI requires considerable manual intervention
to ensure data synchrony, but it does enable an
IDN to uniquely identify its patients and link
their data. Alternatively, an EMPI can be config-
ured as the name authority for all systems that
hold patient information even within a single
HCO. Then each system must interact with the
EMPI in order to get a patient-identification
number assigned. This type of EMPI requires
that all other systems disable their ability to
assign identification numbers and use the exter-
nal—and unique—EMPI-generated identifica-
tion numbers.

Uniquely identifying patients within the HCO
and the IDN is just a necessary first step in ensur-
ing data comparability and consistency. Health
care providers also may want to know which
of their patients are allergic to penicillin, which
patients should be targeted for new cardiac-
disease prevention services, or which patients are
likely to need home services when they are dis-
charged from the hospital or emergency room. To
store and evaluate the data that could be used to
make such determinations, a consistent approach
must be developed for naming data elements
and defining their values (see Chaps. 7 and 8).
Some institutions, such as Columbia University
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Medical Center (CUMC) in New York City,
have developed their own internal vocabulary
standards, or terminology authority. CPMC
separates the storage and retrieval of data from
the meaning of the terms in the database using
a medical entities dictionary that defines valid
database terms and synonyms for use by its clini-
cal applications. An alternative approach is to
develop a set of terminology services. These
services fall into three categories: (1) linking or
normalizing the data contained within the HCO’s
or IDN’s legacy databases before these data are
copied to a CDR; (2) reregistering all terms used
by new applications and linking them to exter-
nal authoritative vocabulary terms, such as those
contained within the Unified Medical Language
System’s Metathesaurus (see Chap. 8); and (3)
providing real-time help in selecting the appro-
priate term to describe a clinical situation.

The second layer of architecture is the busi-
ness logic layer. As we discussed in Sect. 14.1.6,
once a system has been installed, its users will
usually resist change. The reason for this inertia
is not just that there is a steep learning curve for
a new system but also that historical systems
embody institutional workflow. Separating the
workflow or business logic from the database
will enable more natural migrations of systems as
the HCO or IDN evolves. Organizations should
not, however, assume that old workflow is cor-
rect or should necessarily be embodied in new
information systems. The point here is that a
modern architecture that separates the workflow
from the data allows prior data to be carried for-
ward as the systems migrate. This also enables
organizations to change workflow as new fea-
tures and functions become available in newer
products or product releases.

The third layer, the user-interface layer, is
how users “see” the data, and most often the layer
most subject to frequent change. The cost of
desktop devices and support represents a signifi-
cant portion of HCO and IDN information sys-
tems budgets—often as much as one-third of the
total budget. For example, an IDN that supports
10,000 workstations will incur ongoing costs for
hardware and software alone of close to $10 mil-
lion per year, assuming a $3,000 unit cost and a



470

3-year life span per workstation. Thin clients,
and web-based technologies, which minimize
processing at the workstation level, can substan-
tially reduce this cost by allowing simpler main-
tenance and support as well as decreased cost per
device.

Future network and computer systems archi-
tectures such as Services Oriented Architecture
(SOA) will likely increasingly rely on the tools
and technological developments driven by the
ubiquity of the Internet. Smart phones, tablets,
pagers and other mobile devices continue to
shrink in size while increasing in functionality.
However, often due to size limitations (and spe-
cifically the form factor limits of keyboards and
display screens available on smaller devices),
these systems are currently better suited for one-
way retrieval and presentation of information and
do not adequately support clinicians’ require-
ments for data input where free text entry contin-
ues to be used. But even with shrinking size,
these devices are still suitable for accessing elec-
tronic schedule and contact lists and have (modi-
fied) handwriting recognition capabilities, and
support other productivity tools which have
become popular. Voice-entry devices have found
some utility where noncontinuous speech is sup-
ported by good screen design (see Chap. 5). The
introduction of computer tablets with handwrit-
ing recognition show promise for use in special-
ized clinical applications. Most likely, clinicians
will require a variety of devices—some that are
application specific and some that vary with per-
sonal preference. The important design consider-
ation is that, if possible, the design of the display
and the nature of the input devices should not be
so tied to the application that change and modifi-
cation are difficult.

14.5 Forces That Will Shape
the Future of Health Care

Information Systems

As we have discussed throughout this chapter,
the changing landscape of the health-care indus-
try and the strategic and operational require-
ments of HCOs and IDNs have accelerated the
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acquisition and implementation of HCISs. The
acquisition and implementation of Electronic
Medical Records (EMRs) have been a particular
focus, especially with the availability of federal
stimulus funding through the provisions of the
Health Information Technology for Economic
and Clinical Health (HITECH) Act under the
American Recovery and Reinvestment Act
of 2009 (ARRA). Although there are many
obstacles to implementation and acceptance of
smoothly functioning, fully integrated HCISs,
few people today would debate the critical role
that information technology plays in an HCO’s
success or in an IDN’s efforts at clinical and
operational management.

We have emphasized the dynamic nature of
today’s health care environment and the associ-
ated implications for HCISs. A host of new
requirements loom that will challenge today’s
available solutions. We anticipate additional
expectations and requirements associated with
the changing organizational landscape, techno-
logical advances, and broader societal changes.

14.5.1 Changing Organizational

Landscape

Although the concepts underlying HCOs and
IDNs are no longer new, the underlying organi-
zational forms and business strategies of these
complex organizations continue to evolve. The
success of individual HCOs varies widely. Some,
serving target patient populations such as those
with heart disease or cancer or age-defined
groups such as children, have been relatively
more successful financially that those attempting
to serve patients across a wide range of illnesses
or those attempting to combine diverse missions
of clinical care, teaching and research. IDNs, on
the other hand, have by and large failed to achieve
the operational improvements and cost reduc-
tions they were designed to deliver. It is possible
that entirely new forms of HCOs and IDNs will
emerge in the coming years. Key to understanding
the magnitude of the information systems chal-
lenge for IDNs in particular is recognizing the
extraordinary pace of change—IDNs reorganize,
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merge, uncouple, acquire, sell off, and strategi-
cally align services and organizational units in a
matter of weeks. While information technology
is itself changing with accelerating frequency,
today’s state-of-the-art systems (computer sys-
tems and people processes) typically require
months or years to build and refine.

All too frequently, business deals are cut with
insufficient regard to the cost and time required
to create the supporting information infrastruc-
ture. For IDNSs even in the best of circumstances,
the cultural and organizational challenges of
linking diverse users and care-delivery settings
will tax their ability to change their information
systems environments quickly enough. These
issues will increase in acuity as operational
budgets continue to shrink—today’s HCOs and
IDNs are spending significant portions of their
capital budgets on information-systems invest-
ments. In turn, these new investments translate
into increased annual operating costs (costs of
regular system upgrades, maintenance, user sup-
port, and staffing). Still most health care orga-
nizations devote at most 3—4 % of their total
revenues to their information systems operating
budgets; in other information-intensive indus-
tries (e.g., financial services, air transportation),
the percentage of operating budgets devoted to
information technology investment can be three
to four times higher.

14.5.2 Technological Changes
Affecting Health Care
Organizations

Future changes in technology are hard to pre-
dict. For example, although we have heard for
over two decades that voice-to-text systems are
5 years away from practical use, with the intro-
duction of controlled vocabularies in areas such
as radiology and pathology, we are beginning to
see commercial products that can “understand”
dictated speech and represent it as text that can
then be structured for further analysis. First,
the emergence of increasingly powerful proces-
sor and memory chips, and the decreasing cost
of storage media will continue to be a factor in
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future health-systems design—although the tsu-
nami of data coming from genomic medicine
sequencing and analysis may be a significant
challenge (see Chaps. 2, 25, and 26). Second, the
ever expanding availability of Internet access, the
increasing integration of voice, video, and data,
and the availability of ever smaller platforms
like tablets and smart phones, will challenge
HCOs and IDNs to have communications capac-
ity not only within their traditional domain but
also to an extended enterprise that may include
patients’ homes, schools, and workplaces. Third,
the design of modern software based on the rep-
licability of code, code standards such as XML,
and frameworks such as Services Oriented
Architecture (SOA) should eventually yield more
flexible information technology systems.

One of the most significant technological
challenges facing HCOs and IDNs today occurs
because, while much of the health care delivered
today is within the four walls of a physician’s
office or a hospital, as the population ages,
patients may seek care from both primary and
specialty practices, may have multiple hospital
visits (and even visits to multiple hospitals) and
may increasingly be monitored in their homes.
Health care information technologies (and clini-
cal systems in particular) have focused histori-
cally on what happens within a physician’s office
or within a hospital, and not across physicians’
office nor between the physicians’ office and the
hospital nor in the home of the patient.

In general, EHR products on the market today
started with a single purpose: to automate the
workflow of clinicians within a particular organi-
zational setting. Among other features, EHRs
focus on making data from previous encounters
or activities easier to access, and assuring that
orders for tests and x-rays have the correct infor-
mation, or that the next shift knows what went on
previously. In spite of visible successes and fail-
ures for all manner of products, EHRs in general
can facilitate the automation of a complex work-
flow—of automating intra-organizational clinical
processes.

Architectures that focus on what happens
within organizational boundaries do not easily
facilitate access to data across organizational
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boundaries. This is the challenge of interopera-
bility. Recognizing that patients often receive
care in a variety of organizational settings—hos-
pitals, physicians offices, rehabilitation facilities,
pharmacies, etc.—the challenge is to extend the
internal workflow beyond the boundaries of indi-
vidual organizations so that data is available
across a continuum of care. Interoperability then
is not so much about what happens within an
organization (although there can be challenges
here as well), but what happens across organiza-
tional boundaries.

The architectural requirements for automating
intra-organizational clinical workflows are very
different from the architectural requirements for
facilitating infer-organizational interoperability.
An intra-organizational architecture focuses on
facilitating real time communications among
providers, on optimizing the process of collecting
data at the point of care, and on ensuring that
clinical tasks are carried out in an appropriate
sequence. An inter-organizational architecture
needs to be designed to minimize the duplicate
collection of data in different care settings, to
facilitate quick searches of relevant data from a
variety of (often external) sources, and to rank
data in terms of relevance to a particular clinical
question. Transitioning from intra- to inter-
organizational data sharing is a significant tech-
nological challenge. While Health Information
Exchanges (HIEs) and Health Record Banks
(HRBs) are at the forefront of this transition (see
Chap. 13), over time we can expect that the archi-
tectures of clinical systems that currently focus
on what happens within an organization will need
to transition to facilitate what happens across
organizations.

Security and confidentiality concerns will
likely increase as the emergence of a networked
society profoundly changes our thinking about
the nature of health care delivery. Health services
are still primarily delivered locally—we seldom
leave our local communities to receive health
care except under the most dire circumstances. In
the future, providers and even patients will have
access to health care experts that are dispersed
over state, national, and even international
boundaries. Distributed health care capabilities
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will need to support the implementation of col-
laborative models that could include virtual
house calls and routine remote monitoring via
telemedicine linkages (see Chap. 18).

14.5.3 Societal Change

At the beginning of the twenty-first century, cli-
nicians find themselves spending less time with
each patient and more time with administrative
and regulatory concerns. This decrease in clini-
cian—patient contact has contributed to declining
patient and provider satisfaction with care-
delivery systems. At the same time, empowered
health consumers interested in self-help and
unconventional approaches have access to more
health information than ever before. These fac-
tors are changing the interplay among physicians,
care teams, patients, and external (regulatory and
financial) forces. The changing model of care,
coupled with changing economic incentives to
deliver high quality care at lower cost, places a
greater focus on wellness and preventative and
lifelong care. Although we might agree that
aligning economic incentives with wellness is a
good thing, this alignment also implies a shift in
responsibility from care givers to patients.

Like the health care environment, the techno-
logical context of our lives is also changing. The
Internet has already dramatically changed our
approaches to information access and system
design. Concurrent with the development of new
standards of information display and exchange is
a push led by the entertainment industry (and oth-
ers) to deliver broadband multimedia into our
homes. Such connectivity has the potential to
change care models more than any other factor
we can imagine by bringing fast, interactive, and
multimedia capabilities to the household level.
Finally, vast amounts of information can now be
stored efficiently on movable media such as
memory sticks, which brings more flexibility as
well as more risk, as such devices are both more
convenient and more susceptible to being lost or
misplaced. With the increase in the availability of
consumer-oriented health information, including,
for example, video segments that show the
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appearance and sounds of normal and abnormal
conditions or demonstrate common procedures
for home care and health maintenance, we can
expect even more changes in the traditional doc-
tor/patient relationship.

With societal factors pushing our HCOs and
IDNss to change, cost constraints looming larger,
and the likely availability of extensive computing
and communication capacity in the home, in the
work place, and in the schools, HCOs and health
providers are increasingly challenged to rethink
the basic operating assumptions about how to
deliver care. The traditional approach has been
facility and physician centric—patients usually
come to the hospital or to the physician’s office at
a time convenient for the hospital or the physi-
cian. The HCO and IDN of the twenty-first cen-
tury may have to be truly “patient centric”,
operating within a health care delivery system
without walls, where routine health management
is conducted in nontraditional settings, such as
homes and workplaces, using the power of tele-
medicine and consumer informatics.

Suggested Readings

Christensen, C., Grossman, J., & Hwang, J. (2009). The
innovator’s prescription. New York: McGraw-Hill.
This book builds on the author’s previous work on dis-
ruptive innovation with specific applications to the
health care industry. Christensen uses terms such as
“precision medicine” to describe the advent of more
personalized approaches to medical diagnosis and
treatment, and builds on his analysis of disruptive
business models in other industries to analyze both the
underlying problems and challenges of our health care
delivery system.

Lee, T., & Mongan, J. (2009). Chaos and organization in
health care. Cambridge, MA: The MIT Press. The
authors describe the current health care situation as
one simply of “chaos”. Among the solutions they pro-
pose are increasing the use of electronic medical
records and information technology in general for
sharing knowledge.

Ong, K. (2011). Medical informatics: an executive primer
(2nd ed.). Chicago: Health care and Management
Information Systems Society. An excellent overview
of the challenges facing information technology appli-
cations in hospitals, physicians’ offices, and in the
homes of patients. Also includes a discussion of recent
federal legislation intended to stimulate the use of
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electronic medical records and the challenges of
measuring how to determine whether such invest-
ments are in fact “meaningfully used”.

Porter, M., & Teisberg, E. (2006). Redefining health care:
creating  value-based  competition on  results.
Cambridge, MA: Harvard Business School Press. The
authors begin with a very straightforward assumption,
which is that “the way to transform health care is to
realign competition with value for patients” (p. 4), and
proceed with an exhaustive discussion of the historical
failures at reforming the health care system, the chal-
lenges inherent in physician-provider organization
relationships, and how the only likely solution set to
the current high cost of health care is to focus our
efforts on what brings value to the patients.

Questions for Discussion

1. Briefly explain the differences among
an HCO’s operational, planning,
communications, and documentary
requirements for information. Give
two examples in each category. Choose
one of these categories, and discuss
similarities and differences in the envi-
ronments of an integrated delivery
network, a community-based ambula-
tory-care clinic, and a specialty-care
physician’s office. Describe the implied
differences in these units’ information
requirements.

2. Describe three situations in which the
separation of clinical and administrative
information could lead to inadequate
patient care, loss of revenue, or inappro-
priate administrative decisions. Identify
and discuss the challenges and limita-
tions of two methods for improving data
integration.

3. Describe three situations in which lack
of integration of information systems
with clinicians’ workflow can lead to
inadequate patient care, reduced physi-
cian productivity, or poor patient satis-
faction with an HCO'’s services. Identify
and discuss the challenges and limita-
tions of two methods for improving pro-
cess integration.

4. Describe the trade-off between func-
tionality and integration. Discuss three
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strategies currently used by HCOs to
minimize this tradeoff.

. Assume that you are the chief informa-

tion officer of multi-facility HCO. You
have just been charged with planning a
new clinical HCIS to support a large ter-
tiary care medical center, two smaller
community hospitals, a nursing home,
and a 40-physician group practice. Each
organization currently operates its own
set of integrated and standalone technol-
ogies and applications. What technical
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and organizational factors must you con-
sider? What are the three largest chal-
lenges you will face over the next
24 months?

. How do you think the implementation

of clinical HCISs will affect the quality
of relationships between patients and
providers? Discuss at least three poten-
tial positive and three potential negative
effects. What steps would you take to
maximize the positive value of these
systems?



