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Knowledge

- Data, information and knowledge are often used
interchangeably, however, they are not the same

- Data, in itself is not knowledge, nor is information. Data is
without a meaningful relation to anything else” (Bellinger,
2004).



Data?

- Data: “data are numbers, words or images that have yet
to be organized or analyzed to answer a specific
guestion” (Audit Commission, 2007).

- What makes numbers, words and images all data?
rawness. NO exact meaning or context.

- Information: Information is the result of processing,
manipulating and/or organizing data or combinations of
data to answer question.

- “Knowledge is the full utilization of information and data,
with the potential of people's skills, competencies,.....
(Grey, 2009*7)



Knowledge

- Knowledge Involves interpreting information received,
adding relevance and context to clarify the insights the
information contains” (Audit Commission, 2007)

- Knowledge: is the understanding and interpretation of
information and its settings within a meaningful context

- There are numerous theories existence regarding not only
the creation of knowledge, but also the different types of
knowledge that exist.

- Cook and Brown (1999) define four types of knowledge:
individual/explicit; individual/tacit; group/explicit;
group/tacit.



.
Environment public health KM

Asthma Number of hospital visits due Asthma case data organized Understanding of the times
to asthma by geographic location, and places to alert asthma
population, etc. patients due to risks posed by
air quality
Air Quality Ambient air quality monitoring Air quality measurements
data organized by geographic
location and time.




Why Knowledge
In Health care



Flood of Information

- Huge gap in data
acquisition and
information -
knowledge capacity
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- Institute of Medicine (IOM) estimated that around 98,000
patients die each year as a consequence of preventable
errors. Likewise, a study of two UK hospitals found that
11% of admitted patients experienced adverse events of
which 48% of these events were most likely preventable if
the right knowledge was applied.

- The under-utilization of healthcare data- infromation-
knowledge contributes to improper clinical decisions,
medical errors, under-utilization of resources and raise in
healthcare delivery costs

"
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Concepts introductions

- Patient safety
- CPOE

- EHR

- Tele-health

- Tel-Medicine
- PCD

- HIS

- EBM
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Examples
Research in Medical Informatics
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Evidence Based Medicine
(EBM)
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Evidence based medicine definition:

- Evidence based medicine (EBM) is the integration of best
research evidence with clinical expertise and patient
values.

Patient
Concerns

Clinical
Expertise
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I
History of EBM

- The name of EBM appeared in 1992 by group led by
Gordon Guyatt at McMaster University in Canada.

- Since then the number of articles about evidence based
practice has grown exponentially from one publication in
1992 to about 1000 in 1998 and international interest has
led to the development of six evidence based journals that
summarize the most relevant studies in clinical practice
and have a combined worldwide circulation of over
175000.
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Literature Searching

- Can improve the treatment of medical inpatients, even those already
receiving evidence-based treatment.

m Random sample of 146 inpatients cared for by 33 internal

medicine attending physicians.
m After physicians committed to a specific diagnosis and treatment plan,

investigators performed standardized literature searches and provided

the search results to the attending physicians. N
m Attending physicians changed treatment for 23 (18%) of the 130 eligible

patients as a result of the literature searches.”

*. Lucas BP, Evans AT, et al. The impact of evidence on physician’s inpatient treatment decisions. J Gen Intern Med 2004;19:402-409.
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The Accenture study

- The Accenture survey asked physicians about the extent
to which they used 12 different “functions” of EMR and
HIS such as electronic entry of patient notes, electronic
referrals, electronic ordering and prescribing and
communicating with other physicians or patients via
secure email.

- By Jim Burke, Managing Director, Accenture UK Health
Industry Published Friday, 3 February 2012 —

- Research among more than 3,700 doctors in eight
countries reveals ripe opportunities to accelerate broad
healthcare IT initiatives, according to a new survey from
Accenture

20
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The Accenture study

- The findings clearly show that the broadest, fastest path
to integrated, effective health practices requires outreach,
education and changing mindsets.

- Results showed that physicians who are routine users of
a wider range of healthcare IT functions have a more
positive attitude towards the these technologies. On
average across all the countries, as physicians start to
use more “functions” the more positive they are about the
benefits

21



Number of functions used routinely vs. average benefits - Global

1% 1%
100% .
90%
80% 1
70% Impacts very negatively
60% B Impacts somewhat negatively
o B No impact
B Impacts somewhat positively
400%
M impacts very positively
30%
20%
10%
0%

0-4 functions used : 5-8 functions used 9-12 functions used

Figure 1 Average Benefits of Functions Used Routinely -- The Accenture eight-country physician survey found,
as the number of routinely used healthcare IT functions increases, doctors' overall perception of the benefits
grows more positive
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The Accenture study

- Majority of doctors surveyed believe that healthcare IT
does provide some common top benefits, including;

- better access, quality data for clinical research (70.9%),
- improved coordination of care (69.1 %)

- reduction in medical errors (66 %).

- average score of 61 %,

- In England, physicians perceived other healthcare IT
benefits to include: increased speed of access to health
services to patients (55.3 %), reduced number of
unnecessary interventions and procedures (52 %).
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Veterans Health

- Veterans Health, which runs the largest and one of the
most cost-effective healthcare systems in the United
States. The VA has been employing tele-health tools for
more than 11 years. “The VA is absolutely a pioneer in the
use of telehealth,” They published a study linking
telehealth and 17,000 VA patients with chronic disease
that showed a tremendous impact — nearly a 20 %
reduction in hospital admissions.”.
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Students examples
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BARRIERS AND ISSUES

Many players and many approaches

while the expansion of health care providers and services
has been a factor behind the call for EHRs and improved
sharing of health information, it also means that their
implementation requires support from many stakeholders. An
individual may now receive care from several physicians and
other providers at once. Policies to govern the
implementation and use of EHRs will therefore require the
support of many different provider groups.

|- Ohood Al Fakhri —I
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BARRIERS AND ISSUES

Lack of a health network architecture

Privacy issue:
« What information should be included in the EHR?

* Who should have access to the EHR? Which information in
the EHR and under what circumstances should the EHR be
shared with other health providers? How will a patient be able
to access his or her own EHR?

= In what instances can the information in an EHR be used for
secondary purposes (e.g. research, administration)? When is
consent from the patient required?

|_ Ohood Al Fakhri —I
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important role in the quality and effectiveness of health
care outcome. Information technology has a significant
role in delivering and improving health care
performance on individual. society, and organization.
However, medical staff has an important role in
conducting and applying information technology in the
health care organizations.

Aim. The aim of this studv is to assess medical staff

fo take computer training to develop their
knowledge in using information technology.
80% rated themselves as "Good" or abowi
hospital information system (HIS). while ¢
rated the same level for general computer ski!
time and language were among the biggest
conducting patient education.

Conclusion. In conclusion medical staff L
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The most common
sources of these foreign
cels are bacteria,
vinuses, and funguses -
the organisms that cause
nfections and disease.
Edch day, you are
axposed to countless
numbers of these
nvaders.
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i METHODS

» A total of 60 medical staff from different
specialty (Physician = 21, Nurses = 25,
Health Educator = 8, others = 6; Total N =
60, Female = 33, Male = 27) responded to
the study questionnaire in KFSH&RC.

» The questionnaire was designed in six
sections.

14 i 19
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Barriers of conducting patient education in %

RESULTS

14 kas 19

Barriers %

Laznmuzgs barrisr 183
Lack of time 133
Lzck of plans for educationz] activates B3
L=ck of financizl resources B3
Unoooparative patisnt 11.7
All of the sbove 183
Oither 17

Continwed
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CONCLUSION

> In conclusion medical staff had a very
positive attitude towards applying patient
education information system. However, the
language barrier and lack of time were
considered as the biggest barriers for
conducting patient education. Accordingly
the results showed that there is a significant
need for computer training.

1410w 19
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EGYPTIAN VOL. 55, 1513:15019, APRIL, 2009

DENTAL JOURNAL 1.5.5.N 0070-9484

ATTITUDE OF GENERAL PRACTITIONERS TOWARD ONLINE
CONTINUING MEDICAL EDUCATION

Ahmed. I. Albarrak;" Abdulrhman Alsughayr™ and Alia Alzawawi"

ABSTRACT

Background: online CME is obtaining continuing medical education through the internet, a
relatively new and important way of learning which is becoming increasingly popular in recent
years. Objectives: To study the attitude of general practitioner (GP) toward online CME, and
to investigate barriers toward online CME. Methods: cross sectional study using a structured
questionnaire that was distributed to primary care physicians working in National Guard Hospital
in Riyadh, KSA. Results: 40% of our physicians are using online CME, mainly because it is
accessible, saves time, and serves their needs (68%, 59% and 55% respectively). None of GP
negatively evaluated it, and more than 90% recommended online CME. In addition, 90% of
participated physicians believed it is important for them, and 98% of them wanted to know more
about online CME. Only 5% knows the local regulation for accepting and approving online
CME. On the other hand, the main barriers to online CME found to be the lack of: 1-information
about it (90 %), 2-time (80%), 3- governmental and organizations recognition and approval
(67%) as well as computer skills (65%). No significant relation was observed between the use
of online CME and other variables such as age, sex, qualifications and years since last degree,
and training for computer skills. However, the study showed significant difference in deciding
which is more informative online or traditional CME between physicians who used it and those
who didn’t (P=0.035). Conclusion: Main barriers been identified are lack of information, time
limitation, lack of computer skills, and governmental, organizational recognition and approval.
However, most of the physicians think it is valuable and want to know more about it.
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KEYWORDS Abstract Objectives: To assess the legibility and completeness of handwritten prescriptions and
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Academic satisfaction among traditional and problem
based learning medical students

A comparative study
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Methods: A cross sectional study was conducted at the
College of Medicine, King Saud University, Riyadh
Kingdom of Saudi Arabia from May to June 2012
The survey questionnaires were self-administered anc
consisted of mainly 6 sections: teaching, learning
supervision, course  organization, informatior

technology (IT) facilities, and development of skills.

Results: A total of 92 TL (males: 66 [71.7%]; females
26 [28.3%]), and 108 PBL (males: 84 [77.8%]
females: 24 [22.1%]). with a mean ase of 21.3 + 1.5
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Intreduction: The main goals of medical education are to equip students and graduate clini
with the required knowledge and to provide them with the strategies and skills for applying it in th
practice. Variety of strategies are applied for teaching in medical schools ranging from traditional on
lectures to interactive online methods. The way medicine is taught and learnt has changed dramat
in the past two decades. Education technologies and the revolution in information technology h
great impact on medical education and research.

The field of medical informatics (MI) is an essential component in the curent and future m
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Information Security Behavior among Nurses
in an Academic Hospital

Ahmed I. Albarrak

Medical Informatics. College of Medicine, King Saud University, Riyadh. Saudi Arabia,

Abstract

Background: High quality healthcare services
can be achieved only by ufilizing information te-
chnology. Information security 1s an ongoing chall-
enge and security breaches emerging from user mi-
sbehavior are considered to be a devastating latent
source of threats to patient data. This study evalu-
ated information security practices of nurses at the
King Saudi University Hospitals i Saudi Arabia.

Method: A random sample of nurses (n=352;
328 females and 24 males; age 40 + 0.6 yr (mean
=+ SE)) was interviewed.

Results: The results show that while 92% of
murses agree that the principle of password aut-
hentication 1s important, their behavior in practi-
ce 15 completely inconsistent with this principle.
This 15 clearly mdicated by the fact that 1% of

to achieve their goals and boost the qualify and ef-
ficiency of the services provided to patients (Vaast,
2007; Stanton, 2004). Recent studies have shown
that high quality healthcare services can only be de-
livered when relevant patient information is easily
and electronically accessible to clinicians (Linden,
2009). Utilization of IT m healthcare delivery, whe-
re services are provided by multidisciplinary teams
of healthcare professionals in a shared environment,
has been accompanied by several challenges related
to protecting the privacy and confidentiality of pa-
tient mformation (Lekkas, 2007). These challenges
have become a major concern for healthcare provi-
ders and regulators especially with the progressive
worldwide transition from traditional paper-based
patient records to electronic patient records (EPR)
(Yang et al., 2006; Gobuty, 2003; Safran & Gol-

=T S 0 P S50 VE S DR S .
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* More than 80% of hospital nurses uses shared
computers,
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» 88% of respondents have a password composed of
either digits or letters alone. No user has a complex
password of digits, letters, and symbols.

» only 5% of nurses have a user password with a minimum
of eight characters

o b B B & 8 B

33%
ues

Lettersonly owtsc-y lettusl Letters,
cigits&

symbots
. 24
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Designing e-Learning Systems
in Medical Education:

Abstract
Purpose

T'his study represents a case study of King
Saud University Hospitals®™ (KSUH)
ipproach 1 designing a comprehensive
nedical e-learning system. This system
-akes 1nto consideration the special
-equirements of medical e-learning and
10w these requirements are best met.

Wethodoloev

Introduction

For ages. education has been centered o1
attending classes day after day. listening
to a lecturer who provides the necessars
information, and going through exams tc
assess knowledge. Education focused ot
the material itself rather than the “learners’
and the differences between ther
capabilities and learning skills (Chen
Kinshuk, Wang, 2005).
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Evaluation of Users Information Security
Practices at King Saud University Hospitals

Ahmed I Albarrak
Chair of Health Informaries, College of Medicine, King Saud University, Saudi
Arabia

Abstract

Purpose - This paper investigates the security behavior and awareness of employee at
King Saud University hospitals, Saudi Arabia.

Design/methodology/approach - The study was conducted at King Saud University
Hospitals (KSUHs) namely; King Khalid University Hospital (KKUH) and King
Abdul Aziz University Hospital (KAUH). Data collection was done by a means of a
questionnaire distributed to a random sample of 2000 employees (220 admimstrative
staff, 380 physicians, 900 nursing staff and 500 technical staff). The questions were
set to address the security behavior of users and explore their awareness on basics
securtty issues. In total. 554 completed questiomnaires were collected on which
analysis was based. The (SPSS 16€) was used throughout the analysis to generate the
summary tables and perform all data analysis. Comparison was held statistically
significant if (p< 0.05).

Findings - Results show that significant differences were reported between employee
categories with respect to security awareness issues such as sharing of computers,
comnminication of password between office mates, and changing of password after
being known by others or after being generated by the system. In all these situations,
nursing staff appearsd o be the most vulnerable group from which information

P AUl o~ ar il e Wl
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Allowing office mates and friends to know the password
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Changing the password after being known to others
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Allowing others to use the account without giving them the

password
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* |t is clearly proofed that the technical security measures
alone can NOT prevent security breaches.

* Insider threats, are difficult to detect and manage
because they primarily emerge from the authorized user
malicious practices

* Which emphasized that awareness training and
education of users on information security issues are
very important for achieving a reliable level of
information security in any organizations
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2010 International Conference on Education and Management Technology (ICEMT 2010)

Evaluating Learning Management Systems for University Medical Educatio

Dr. Ahmed I. Albarrak
Chairman Medical Informatics Unit,
Chair of Health Informatics, College of Medicine.
King Saud University. Rivadh. Saudi Arabia
albarrak@ksu.edu.sa

Prof. Hatim A. Aboalsamh Mohamed Abouzahra
College of Computer Sciences Senior Consultant
King Saud University King Saud University
Riyadh, Saudi Arabia Rivadh. Saudi Arabia
hatim@ksu.edu.sa mabouzahra@gmail.com
ract- Student is becoming the key focus of the educational benefits of such systems including exchange of experi
ess, where students® creativity and interactions are e-courses if the development efforts are guaranteed, a

1gly encouraged. Student role changed to be knowledge the availability of the skills required for the develop
information hunter rather than receiver, and teaching, the current study, the evaluation focused on the fe:
nwhile, is Dbecoming a peripheral activity. Several LMS systems and a combination of several frame
-active and new methods of learning has evolved in the last enhance the evaluation process. All three LMS system:

decades aimed to utilizing the information and excellent tools for student interactions and activities. S
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E-health quality and key performance ir

Ahmed I Albarrak

College of Medicine, King Saud University, Riyadh, Saudi Arabia.

Abstract

E-health includes a wide variety of health and
clinical activities that have traditionally character-
ized tele-health, tele-medicine, and public health ap-
plications which are mainly delivered through the
Internet. Even though, evaluation of e-Health has
been somewhat disillusioning and not yet evaluated
on a large scale. Therefore an assessment required to
evaluate all aspects of performance that are impor-
tant and significant for health care through standard-
ized process, tools, and credited key performance
indicators (KPIs). The objectives of the current
study are to search for the principle elements of E-

Introduction

E-Health is defined as all
healthcare delivered over the
from informational, education
“products” to direct services
sionals, non-professionals, bus
ers themselves. Further includ
health and clinical activities
(electronic) based, and/or delir
networks or the Internet [1-5]
term for an emerging field in
health informatics, public healt
services on one hand and infor
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Operating Room Informatics: An Approach to
Managing and Utilizing Patients’ Surgical Data

Ahmed I. Albarrak

Chairman Medical Informatics and E-learning Unit, College of Medicine, King Saud University,
Rivadh, Kingdom of Saudi Arabia

Email: albarrak@ksu.edu.sa: Telephone: +966554198890

Abstract

Background: Operating rooms (ORs), containmng a variety of tools and equipment.
have become more complex. Yet, most OR information systems operate in an isolated
fashion with little or no attention to data management and utilization. This study
proposes a new approach to the design of an mtegrated OR informatics approach
offering automated storage and management of data before. during, and after an
operation; medical segmentation and tracking of patient surgical case data using a
well- structured database design for future retrieval and utilization of the data; an OR
educational medical library and support for surgeons and medical teams to better
control OR instruments.

Methods: This study discusses the special requirements and challenges of ORs and
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Introduction

on has evolved from a material based process, where the instructor (teacher) focused on presenting informati
nts, to a student (learner) centered process where students are able to learn at their own pace. Furthermore, t
s role has changed from being a receiver to a being a learner and the instructor’s role has changed to being
guiding students to acquire knowledge and improve their learning skills [1]. The focus has shifted from
centered model to a learner-centered one, offering stronger learning motivation and interactivity. Interactiv
15 learner interest and provides a means for personalized learning and reinforcement. Evidence suggests tl
1g is more efficient in most cases because learners gain knowledge, skills, and attitudes faster than throu
1al instructor-based methods. This efficiency translates into improved motivation and performance. In additic

Af e_learnino 1e acenciated with imnraved retentinn ratee and afficient nee af rantent 71
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KM research in health care

Among the most relevant areas to link with knowledge and
research in health care are:

- Research, applying research results through access and
utilization of knowledge

- Human resources management.

- Data mining

- Machine Learning and Data Analysis

- Probabilistic and Statistical Models

- Symbolic Learning and Rule Induction Symbolic learning
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Area of research in Health care

- Evidence based medicine

- Clinical decision support systems

- Public health and epidemiology

- Consumer public health

- Data mining

- Physiological modeling and simulation
- Artificial intelligence
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Evaluation of the Effectiveness of a Structured and
Interactive Patient Health Education Model in the
Control of Chronic Diseases in Saudi Arabia

- Diabetes and cardiovascular diseases are a major cause of
death and disability worldwide.

- The incidence of chronic diseases has increased in the
KSA, and will continue to do so if no immediate actions are
undertaken.

- Health education is an integral component of self-
management programs & an important element for control
& management of chronic diseases.

- Patients involved have demonstrated better health
outcomes and satisfaction, with reduced health costs.
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- The widespread use and popularity of technology &
communication infrastructures in KSA & globally, can be
effectively utilized.

- Taking into consideration the available health information
sources and patient preferences, information and
communication technologies are well positioned to
overcome most of the limitations around providing timely,
convenient, accessible and interactive HE.
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Project objectives

- To assess the current status of diabetes & cardiovascular
disease-related patient HE programs and activities in
various health care settings

- To assess the current status of diabetes & cardiovascular
disease-related patient HE, regarding knowledge, attitudes,
practice, satisfaction and efficacy;

- To assess patient literacy, attitudes, practice and
preferences with regard to technologies, i.e. text, audio,
images, animation, video and interactive content forms;

- To design and validate structured HE models for patient
with diabetes and cardiovascular disease based on the
findings of the first three objectives; and

- To convert and assess selected validated HE models into
interactive informatics materials.
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Artificial Doctors and artificial intelligence

In clinical practice

- Artificial Doctors is and will be much
criticized. We'll see all sorts of press
wisdom decrying “they don’t work” or “look
at all the silly things they come up with.
However it is getting better and better and
will go from providing “bionic assistance” to
second opinions to assisting doctors to ,

computers (with complete and accurate
synopses and all possible hypotheses of
the hardest cases) to the best 20% of the
human breed doctors. And what's more?!!!

providing first opinions and as referral .(

]
.


http://snip.it/s/12jt

I
Applications and examples

- Ford Motor Co. & Microsoft and health care start-up
Healthrageous to roll out a pretty interesting health
care product: A car equipped to monitor vital signs
and feed that data wirelessly into an electronic
medical record to watch out for any abnormalities or
warning signs. Or, as Ford describes the new
product, it's a “doctor in your car.”

- The prototype that Ford has shown off doesn’t have
the skills of a physician in diagnosing diseases (there
IS, however, another machine for that: IBM
supercomputer Dr. Watson). But it does look like the
kind of device that could support those diagnoses, a
non-obtrusive way to capture a lot of health-care data
that currently goes unmonitored.



http://media.ford.com/article_display.cfm?article_id=35842
http://www.washingtonpost.com/blogs/ezra-klein/post/meet-dr-watson-jeopardy-winning-supercommittee-heads-into-health-care/2011/09/12/gIQAx6kbNK_blog.html

]
Mobile health

- M-health or Mobile health is a term used for the practice
of medicine and public health, supported by mobile
devices. The term is mainly used in reference to using
mobile communication devices, such as mobile phones,
tablets and PDAs, for health services and information.
The mobile Health is a sub-segment of eHealth,

- The mHealth market earned revenues of $230 million in
2010 and is estimated to reach $392 million in 2015 in
USA, according to a new report from research firm Frost &
Sullivan.
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The mHealth Opportunity

Expanding the coverage and reach of
critical health information and services
and moving towards citizen-centered
health and well-being
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Home continues care

- "Meadville Medical Center is using the remote vital signs
monitoring program to improve chronic condition outcomes and
ongoing care for patients after discharge from the hospital,” sary

Bittman, MD, chief innovation officer at Meaduville.

- “As part of our Community Care Network model, the Electronic
House Call (EHC) solution will allow our clinicians to remotely
monitor our patients' conditions and continue to coordinate their
care after they leave the hospital," he adds. "Electronic House
Call is designed for this type of program and includes the
intuitive technology and rich feature-set that we were seeking
to support our continuous care objectives, our patients and our
own clinicians.”

- The EHC remote patient monitoring solution allows patients to
return home, while providing for frequent updates of patient
data to healthcare providers without a face-to-face visit,
Bittman said.



Dr Watson the IBM’s supercomputer

- The computer can analyze
about 200 million pages of
data in less than three
seconds, which could allow
physician to more accurately
diagnose and treat complex
cases. Physicians could, for *
example, use Watson to
consult medical records and
the latest research findings
for recommendations on
treatment.

- FDA Approved?
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